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Agenda

• Organizational Information
• Introduction to Privacy and Cloud 

services
• Privacy Analysis in Cloud Services & 

Research Topics
• Questions
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Supervisor

Contact: Seminar@m-chair.de

RuW Building, Office 2.232,
Email: ahad.niknia@m-chair.de

Research Interests
v Cloud Privacy Analysis and Management
v Cloud Security and Dependability
v Cryptography and Applied Cryptography
v Security and Privacy 

§ Domains 
§ Emerging Applications 
§ Standardization
§ Evaluation and certification

Dr. Ahad Niknia, 
Ph.D of Computer Science
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Students

Tell me abut Yourself J
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Process

Kick-off

•02.11.2022

Topic 
Submission

•06.11.2022

Topic 
Distribution

•08.11.2022

Check-point 

•18.12.2023
14:00

Paper 
submission

•15.01.2024

Presentation 
Submission

•19.01.2024

Presentation 
Days

•22-
26.01.2024

This seminar consists of two administrative parts:

• Participation in both parts is required for 
successful completion of Seminar.

• The work is evaluated on an individual basis.

⚠
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Formal requirements

§ For the paper, the formal requirements of the chair
apply.

§ Please use the provided word template (or LaTeX)
§ Use the APA American Psychology Association style

for citations
§ 10 pages text are recommended (excluding cover,

table of contents, references, etc.)
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Submission

§ The seminar papers must be submitted in electronic form in the 
following format:
§ Ms-word/OpenOffive/LaTeX.zip AND
§ Adobe PDF (Make sure that the file can be opened with Adobe PDF 

Reader )
via E-Mail to: seminar@m-chair.de

§ The PDF file should include the statutory declaration with your 
scanned signature

§ Submission until 15th Jan 2024 

10

mailto:seminar@m-chair.de


Formal requirements for 
presentations

§ Seminar presentation: 
§ Duration: 15 min. at most
§ Following discussion: 15 min

§ Each presentation is assigned a moderator
§ Responsible for the first question
§ Moderating the discussion

§ Submission until 19th Jan 2024
§ PDF or PPTX
§ Email to seminar@m-chair.de
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Kick-off

•02.11.2022

Topic Submission

•06.11.2022

Topic Distribution

•08.11.2022

Check-point 

•18.12.2023
14:00

Paper submission

•15.01.2024

Presentation Submission

•19.01.2024

Presentation Days

•22- 26.01.2024

Important dates

Possibly one of the 
presentation days 

will be cancelled or 
shortened!

12



Contact

In case of any questions or problems arise during the 
seminar you can contact: seminar@m-chair.de

For comprehensive questions please make an appointment 
for your topic: (send questions/topics beforehand)

§ Ahad.niknia@m-chair.de
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Agenda

• Organizational Information
• Introduction to Privacy and Cloud 

Services
• Outline
• Motivation
• Privacy & Cloud Services

• Privacy Analysis in Cloud Services & 
Research Topics

• Questions

14



Cloud Services and Privacy
Introduction to Privacy and Cloud services

Outline
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Applications

Storage

Computing

Development 
platform

[1]

Cloud Services and Privacy
Introduction to Privacy and Cloud services

1- Cloud Computing, some examples
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Cloud Services and Privacy
Introduction to Privacy and Cloud services

1- Cloud Computing, basics

Cloud Characteristics

Service Models

Deployment Models

Cloud computing is a model for enabling convenient,
on-demand network access to a shared pool of
configurable computing resources (e.g., networks,
servers, storage, applications, and services).

[10,11]



18

Cloud Services and Privacy
Introduction to Privacy and Cloud services

1- Cloud Computing, basics

Cloud Characteristics

On-Demand Self Service

Broad Network Access

Resource Pooling

Measured Service

rapid elasticity or expansion

[11]
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Cloud Services and Privacy
Introduction to Privacy and Cloud services

1- Cloud Computing, basics

Cloud Characteristics

Service Models

Software as a Service (SaaS)

Platform as a Service (PaaS)

Infrastructure as a Service (IaaS)

Deployment Models

[11]
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Cloud Services and Privacy
Introduction to Privacy and Cloud services

1- Cloud Computing, basics

Cloud Characteristics

Service Models

Deployment Models

Private Cloud

Community Cloud

Public Cloud

Hybrid Cloud

[11]



User on Amazon 
Cloud

• Name
• E-mail
• Password
• Billing Address
• Shipping Address
• Credit Card

• Name
• E-mail
• Shipping Address

• Name
• Billing Address
• Credit Card

• Name
• E-mail
• Password
• Billing Address
• Shipping Address
• Credit Card

• Name
• E-mail
• Shipping Address

[2]

Cloud Services and Privacy
Introduction to Privacy and Cloud services

2- Privacy, a motivation
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Cloud Services and Privacy
Introduction to Privacy and Cloud services

2- Privacy

Definition

Attributes

Classification Dimensions

Controls
•Technical
•Legal

Threats & Attacks
•Threats & Attacks
•Preserving & 

Enhancement
•Evaluation
•Assurance

Principles Attack Models

Metrics

[2,3,4,5]
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Definition

Attributes

Classification

Dimensions
•Personal
•Territorial
• Informational

Controls & 
Protection
•Technical (PET,...)
•Legal
•Educational

Threats & Attacks
•Threats & Attacks
•Preserving & 

Enhancement
•Evaluation
•Assurance

Principles Attack Models

Metrics

Cloud Services and Privacy
Introduction to Privacy and Cloud Services

3- Privacy, Attack & Cloud Services

[2,3,4,5]
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Definition

Attributes

Classification Dimensions

Controls
•Technical
•Legal

Threats & Attacks
•Threats & Attacks
•Preserving & 

Enhancement
•Evaluation
•Assurance

Principles Attack Models

Metrics

Cloud Services and Privacy
Introduction to Privacy and Cloud Services

3- Privacy, Attack & Cloud Services

International Organization for
Standardization (ISO), defines an attack as
an ‘‘attempt to destroy, expose, alter,
disable, steal, or gain unauthorized access to
or make unauthorized use of anything that
has value’’

the claim of individuals, groups and
institutions to determine for themselves,
when, how and to what extent information
about them is communicated to others

[2,3,4,5,6]
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Definition

Attributes

Classification

Dimensions
•Personal
•Territorial
•Informational

Controls & 
Protection
•Technical (PET,...)
•Legal
•Educational

Threats & 
Attacks

Principles Attack Models

Metrics

Cloud Services and Privacy
Introduction to Privacy and Cloud Services

3- Privacy, Attack & Cloud Services

[2,3,4,5]

• Threats
• application level
• communication level
• system level
• audit trails

• Attacks
• Evaluation
• Assurance
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Definition

Attributes

Classification

Dimensions
•Personal
•Territorial
• Informational

Controls & 
Protection

Threats & Attacks
•Threats & Attacks
•Preserving & 

Enhancement
•Evaluation
•Assurance

Principles Attack Models

Metrics

Cloud Services and Privacy
Introduction to Privacy and Cloud Services

3- Privacy, Attack & Cloud Services

[2,3,4,5]

• Technical privacy controls - Privacy-
Enhancing Technologies (PETs)

• Legal privacy controls (laws & 
regulations)

• Educational
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Definition

Attributes

Classification

Dimensions
•Personal
•Territorial
• Informational

Controls & 
Protection
•Technical (PET,...)
•Legal
•Educational

Threats & Attacks
•Threats & Attacks
•Preserving & 

Enhancement
•Evaluation
•Assurance

Principles Attack 
Models

Metrics

Cloud Services and Privacy
Introduction to Privacy and Cloud Services

3- Privacy, Attack & Cloud Services

[2,3,4,5,8,9]

• Record linkage
• Attribute linkage
• Table linkage
• Probabilistic Attack

27



Definition

Attributes

Classification Dimensions

Controls
•Technical
•Legal

Threats & Attacks
•Threats & Attacks
•Preserving & 

Enhancement
•Evaluation
•Assurance

Principles Models

Metrics

Cloud Services and Privacy
Introduction to Privacy and Cloud Services

3- Privacy, Attack & Cloud Services
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Cloud Services and Privacy
Introduction to Privacy and Cloud Services

3- Privacy & Cloud Services, our point of view

Concerns

Threats & Attacks
•Evaluation
•Mitigate
•Assurance

Model

Standards
•Standards
•Questionnaires

Legal & 

Regulation

Best Practices
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Agenda

• Organizational Information
• Introduction to Privacy and Cloud 

services
• Privacy Analysis in Cloud Services & 

Research Topics
• Questions
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Cloud Services and Privacy 
Prospective Research Areas

Privacy concernsPrivacy preserving & Enhancement

Privacy evaluation

Economic incentives

Privacy threats

Assurance methods

Best practices

Standards and methods
Regulations

31



Cloud Services and Privacy 
Seminar Topics

Please check our website for more and updated information…
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Send list of your preferred topics (2-3 topic) by the end of 06.11.2022. 

I. Literature review on “data privacy; definitions, principles and standards (with
respect to the cloud services)”

II. Review on privacy analysis, measuring and evaluation methods
III. Literature review on the cloud data models
IV. Literature review on “Privacy concerns in cloud services”
V. Literature review on privacy threats and risks modelling with respect to the

cloud systems
VI. Systematic review on “Privacy-preserving and enhancement methods (with

respect to the cloud services)”
VII. Systematic review on “Privacy by design in cloud services”
VIII.Literature review on the “assurance methods for privacy threats”
IX. Privacy in cloud service providers’ regulations, a review and best practices



Agenda

• Organizational Information
• Privacy Analysis in Cloud Services & 

Research Areas
• Questions ?

Link
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https://www.m-chair.de/teaching/courses?view=article&id=261:machine-learning-privacy-regulations-and-ethical-issues&catid=2:uncategorised
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Supporting Information
Data Protection and Privacy

Introduction to Privacy and Data Protection
§ Introduction
§ Legal aspects
§ User aspects
§ Technical aspects

35
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Data Protection and Privacy

§ Both terms are related but not 
synonymous and have many definitions.

§ 2 popular ones:
§ Data protection is the protection from harmful 

and unsolicited usage of data linked to the 
personal sphere of a person.

§ Privacy is the right to be left alone, e.g. to be 
unwatched or anonymous [WaBr1980]
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Introduction I

§ Early day definitions: “The right to be let alone” Warren and 
Brandeis, 1890, Harvard Law Review: “The right to privacy” [WaBr1890] 

§ Beginning of information age: “The claim of individuals, 
groups, or institutions to determine for themselves when, how, 
and to what extent information about them is communicated 
to others.” Westin, 1967.

37

§ Westin’s index
§ Privacy fundamentalists
§ Privacy pragmatists
§ Privacy unconcerned

Source: https://pixabay.com/es/de-distancia-junction-direcci%C3%B3n-1020088/

https://pixabay.com/es/de-distancia-junction-direcci%C3%B3n-1020088/


Introduction II

§ Contemporary: It is complex.
§ “The ability of the individual to protect information 

about [herself]” Goldberg et. al 1997

38

§ Personal information: “Any information 
relating to an identified or identifiable 
natural person (data subject); an 
identifiable person is one who can be 
identified directly or indirectly ”

Source: https://pixabay.com/es/icono-la-cabeza-ver-el-perfil-1247948/

https://pixabay.com/es/icono-la-cabeza-ver-el-perfil-1247948/


Introduction to Privacy and Data Protection
§ Introduction
§ Legal aspects
§ User aspects
§ Technical aspects

39
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General Data Protection Regulation 
(GDPR)

§ Entered into force on 24 May 2016 and applies since 25
May 2018.

§ The European Commission says that the recently
approved regulation “puts the citizens back in control
of their data, notably through”:
§ A right to be forgotten - Users will have the right to demand

that data about them be deleted if there are no "legitimate
grounds" for it to be kept.

§ Data security: Personal data that is “any information relating to
an identified or identifiable natural person” (GDPR article 4)
has to be protected against loss, damage and unauthorized
processing

40

[GDPR 2016] 



General Data Protection Regulation 
(GDPR)
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Law Alone is not Sufficient

§ Data protection / Privacy law alone not 
sufficient
§ Not all processing can be controlled (e.g. 

every network node).
§ Deliberate breaking and bending of law 

(different legislations on the internet)
§ Economic pressure can force customers to 

give consent to almost any kind of ‘privacy’ 
policy (e.g. selling privacy for “peanuts”).

[Reagle1998, SelfReg1999, Bell2001, Hoofnagle2005]
42



Introduction to Privacy and Data Protection
§ Introduction
§ Legal aspects
§ User aspects
§ Technical aspects

43
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User awareness

§ User awareness (transparency)
§ Solution should:

44

not require a 
specific user 
interaction

not be time-
consuming

be easy to use

be 
comprehensible

[Danezis2014]

added value



Usability

45

Effectiveness 

Satisfaction

Efficiency

“Can I do what I want to do?” “Does the system accomplish 
my tasks quickly? “ 

“Do I feel secure and comfortable 
while using the system? “ [National Academy2010]



Introduction to Privacy and Data Protection
§ Introduction
§ Legal aspects
§ User aspects
§ Technical aspects

46
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Technical Aspects of Privacy

A. Privacy by design
B. Privacy engineering
C. Privacy enhancing technologies

47

Source: https://pixabay.com/es/humanos-siluetas-redes-internet-1157116/
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§ Refers to the notion of 
embedding privacy 
directly into the design 
of ITs and systems

§ Adopted as one 
essential principle in 
the GDPR.

48

A. Privacy by design

[Cavoukian2010]

Proactive not reactive

Privacy as the Default setting

Privacy Embedded into the Design

Full Functionality

End-to-End Security

Visibility and Transparency

Respect for User Privacy

7 foundational principles



B. Privacy engineering I

§ Connection between research and practice 
(privacy and software engineering)

49

[Gürses2016]

Privacy (research) (Software) engineering

Privacy-by-design
7 foundational principles



B. Privacy engineering II

§ Three main goals:

50

[NIST2014]

Predictability

Manageability Disassociability



§ Privacy Enhancing Technologies (PETs)
§ It refers to the category of technologies that minimise the 

processing of personal data

§ Examples
§ Automatic anonymisation (e.g. Anonymizer, iPrivacy) 
§ Encryption tools (e.g. SSL) 
§ Policy Tools (e.g., P3P, TRUSTe)
§ PPML (e.g. Federated Learning, Homomorphic 

Encryption)

51

C. Privacy enhancing technologies

[Danezis2014]
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