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Definition: A digital signature is a
construct that authenticates both
origin and contents of a message in
a manner that is provable to a third

party. ﬁ
.« - |
e

;

[Bishop2005] E
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The holder of the “Anyone” can encrypt a
private key (sender) message.
signs the message.

Only the holder of the
private key (receiver)
can decrypt the
message.
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Encrypt and Sign a Message

Ty Klausur MC1 - Nachricht - Microsoft Word _._IQ_LH
- Datei Bearbeiten Ansicht Einfiigen Format Extras Tabelle Fenster 2 Frage hier eingeben v X
PeREn gRY RY v-o- AEOE =@ T 0w -3,
2 [piur Text - [Courier New e -] F X U -5_ == I=-1i= lll‘.l
£ [Endaqtitige Yersion enthalt Markups v!&nzeigen* & B S -5 D ‘ s
i : ‘ - | Drag users From this list to the Recipients list l Validitsy ] Size I -
: : : ‘ — - [=Jandreas Albers <andreas.albers@m-lehrstuhl.de o 204811024
Elzeoden [Konen [ 0 - B &} ¥ | ¥ [ledostonens rtex B WeSEivira Koch <Elvira.Koch@M-Lehrstuhl.de> @ 30961024
§ XL don Muntermann; =i fritsch 0 1024 |
‘Ecce. | [ Fritsch@dfki.uni-sb.de o 1024
~ Betreff: |Klausur MCt =1 fritsch@fsinfo.cs.uni-sb.de @ 1024
[ fritsch@pfsparc01.phil1S.uni-sb.de 1024

Hello Jan.. B R [T fritsch@phil. uni-sb.de 1024

My exercises for the "MC1" test are enclosed: "= Heiko Rossnagel <heiko.rossnagel@m-lehrstuhl.de> ] 1024/1024

heiko rossnagel heiko.rossnagel@w-lehrstuhl.: [%Kai Rannenberg <Kai.Rannenberg@m-lehrstuhl.des (& 2048

universitaetsrankiurt direkriA39=63598, 25909 I 1K ai R annenhera =¥ ai Rannenheramm-lehrabiihl des L 2N48i1N24 .:]

graefstr. 78 fax: -25306

[ validity | see |
PGPtray - Enter Passphrase : 7| %/ bssnagel@m-lehrstuhl.de> &  2048/1024
: ma@wiwi,uni-frankfurt,de > < 1024
Signing key : Heilko Rozznagel <heiko.rozznageli@m-lebrst... [D554 DE#j
Enter pazsphraze for above key: v Hide Typing 0K I A | Help

Cancel
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Yon: Heiko Rossnagel An:  Jan Mun (e TR ST 2=
Betreff: Klausur MC1 Cc:
_____ EEGTN PGP MESSAGE————— fMeszage was enciypted to the following public keyls] :
Version: PGP 8.0 — not licensed for commercial use: wuw.pgp.co |Heko Rossnagel <heiko.rossnagel@m-ehrstuhl de: [DHA2048)
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AlkhZ31i001I9Dryve/ uygpeQOpTEHhTEZ Y149 judlvi+Gseg0 1l WmE j TEgSG1Y6 !
KDP3GEanvyDiDUGRSF 1EF v PNk AERShHEZ3 7 hhDNDCERkx kI M3 nd 2 Vuulw:
oML i AC9edhg7NpweCJI2 7 xRMCuBcSBUISLEODEwGLwnLtaDS+EwgL1x”

AfvOINiGrUEQsSOHVHwiodMcr SCOSKREYLuldD 73 /05 WE 2 Adb AVHMn 72 PYFO IR]
177H1thAbeFDgFS?Kb2LccbaKfoEE1UNFnUO?BfqudDGgSWZUPZEQAka
hzoTOSJWCRp /w529 0glalooixd :
m39iRIJPEQChH,/HLIMwP AXUHynek

Text Yiewer

K | i I
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heiko rossnagel Hello Jan.
frankfurt direkt:

Good Signature from Valid Eew
*¥ S5igner: Heilko Hoszsnagel <{heilo.roszsnagel@m—lehr=tuhl de:

*% Signed: 26.02.2004 11:40:49
#% Verified: 26.02.2004 11:45:25
*#% BEGIN PGP DECEYPTED-VERIFIED MESSAGE *:#%

oeabe Dosoosa frameuer | My exercises for the “MC1” test are enclosed:

#u#% EHND PGP DECEVPTED-VERIFIED HESSAGE %

Copy to Clipboard ak. |
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business Examples

= RSA: Rivest, Shamir, Adleman

= Asymmetric encryption system which also can be
used as a signature system via “inverted use”,

= Message encrypted with the private key (= signing
key) gives the signature,

= Decoding with the public key (=testing key) has to

produce the message. |
[Rivest et al. 1978]

= DSA: Digital Signhature Algorithm

= Determined in the Digital Signature Standard of the
NIST (USA),

= Based on discrete logarithms (Schnorr, ElGamal),
= Key length is set to 1024 bit.

f
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Algorithm
RSA

Public-key Algorithms

Algorithm family
Integer factorization

Digital Signature
Algorithm (DSA)

Discrete logarithm

Elliptic Curve Digital
Signature Algorithm
(ECDSA)

Elliptic curves

£



mobile \\ Asymmetric Signature SystemE

business (Simplified Example RSA)
Sender / Signer Addressee / Verifier
[ Text 1 [ Text } s (Text)
i l decrypt with t
encrypt with s ? ,
[ Text }:[ Text }
Y check for equality
s (Text)
< Signing key s only with the sender, test key t public

< Example is often mistakenly generalized. 13E
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IN
business (Example RSA)
Sender / Signer Addressee / Verifier
[ Text 1 [ Text } s (H(Text))
“hash” l “hash” l decrypt with t
? .
[ H(Text) J [ H(Text) J:[ H(Text) }
encrypt with s i check for equality
s (H(Text))
< Signing key s only with the sender, test key t public

> Example is often mistakenly generalized. 14E
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Plain text

Hash Functions |

W

One way cryptography

Sy —

Hash function

Ciphertext

£
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Data of arbitrary
length
. Message .

Hash function
<

[e883aa0b24c09f...]

Fixed length hash (digest)

Hash Functions Il

éeneral hash functiorh

(H(s))
Transformation of an
input string s into an

output string h of fixed
length which is called
hash value.
Example: mod 10 in the

\ decimal system /

£
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IN
business (Example RSA)
Sender / Signer Addressee / Verifier
[ Text 1 [ Text } s (H(Text))
“hash” l “hash” l decrypt with t
? .
[ H(Text) J [ H(Text) J:[ H(Text) }
encrypt with s i check for equality
s (H(Text))
< Signing key s only with the sender, test key t public

< Example is often mistakenly generalized. 18E
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= The EU REGULATION (EU) No 910/2014 on
electronic signatures refers to the concept
of an electronic signature as:

= The Confidence Services Law (VDG)
implements the EU REGULATION (EU) No
910/2014 on electronic signatures in Part 3
(qualified electronic signatures and seals).

[EU eIDAS Regulation 2014], [VDG17] E
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business signature requirements
Directive 1999/93/EC Rractivn 1008794 b 10/2014 repealing
" Uniquely linked to the = Uniquely linked to the signatory;
signatory; = Capable of identifying the
= Capable of identifying the signatory;
signatory;

= Created using electronic signature
= Created using means that the  creation data that the signatory
signatory can maintain under can, with a high level of
their sole control; confidence, use under his sole
= Linked to the data to which it control;
relates in such a manner that = Linked to the data signed

any subsequent change in the  therewith in such a way that any
data is detectable. subsequent change in the data is

detectable.
[EC Directive 1999] [EU eIDAS Regulation 2014] E
21
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» Objective and Area of Application

(1) The purpose of this law is to create
general conditions for digital signatures
under which they may be deemed secure
and forgeries of digital signatures or
falsifications of sighed data may be reliably
ascertained.

£



mobile N\ SigG Requirements as to
business Technical Components

Example: display of data ( § 17(2)) [SigGO1]

The signature component must:

» Clearly notify the signer that a signature is to be
created before the signature is created

= Make clearly perceptible which data the signature
refers to

= Secure the accordance of displayed data and
signed data (“What you see is what you sign.”)

£



mOblle N Hierarchical Certification of Public Keys
bUSI ness (Example: German Signature Law)

Regulatory Authority Root-CA (Regulatory Authority)

confirms public keys of
the CAs
/ i \ Certification
Authorities (CA)
Q Q Q TeleSec, D-Trust,
/J \ /J \ /l \ TC TrustCenter, ...

persons organizations

= The actual checking of the identity of the key owner takes place at
so called Registration Authorities
(e.g. notaries, bank branches, T-Points, ...)

= Security of the infrastructure depends on the reliability of the CAs. E
24




mobile N\ Content of a Key Certificate

bUS| Ness (according to German Signature Law and Regulation)
indication of 3 serial number
the algorithms .
used version: v3
serial number: 4711
sign alg: RSA/SHA-1
period of validity issuer: all-sign-CA
validity: 7.7.00 - 31.12.02
key owner, subject: German, Michel certification
possibly named by key: 0100110001110000... provider that
pseudonym pseudonym: yes issued the
] certificate
signature tes limitation: no
key qualified: no
attributes:
representative of the
lchancellor

signature

£



mobile N\ Tasks of a Certification Authority
bUS| Ness (according to German Signature Law and Regulation)

= Reliable identification of persons who apply for a
certificate

= |[nformation on necessary methods for fraud resistant
creation of a signature

= Provision for secure storage of the private key
= At least Smartcard (protected with PIN)

= Publication of the certificate (if wanted)
» |nvalidation of certificates (managing revocation lists)

» |f necessary emission of time stamps

» For a fraud resistant proof that an electronic document has
been at hand at a specific time

£
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Requirements to an Accredited CA

bUSI NESS (according to German Signature Law and related Regulation)

» Checking of the following items by certain
confirmation centers (BSI, TUViT, ...)
= Concept of operational security

= Reliability of the executives and of the employees as
well as of their know-how

» Financial strength for sustained operation

= Exclusive usage of licensed technical components
according to SigG and SigV

= Security requirements as to operating premises and
their access controls

= Possibly license of the Regulatory Authority

£



mobile N\

business Agenda

= General Concept & Applications
= Algorithms

= Legal Framework

= Mobile Sighatures

= Secure Display Components and Personal
Security Assistants

= Wallets
= Annexes

£



mOblle A Qualified Electronic Signatures

business

= Advanced electronic signatures:
» Uniquely linked to the signatory;
= Capable of identifying the signatory;

» created using electronic signature creation data
that the signatory can, with a high level of
confidence, use under his sole control; and

= linked to the data signed therewith in such a way
that any subsequent change in the data is
detectable.

= Qualified certificates:

» ‘qualified certificate for electronic signature’
means a certificate for electronic signatures, that
is issued by a qualified trust service provider and
meets the requirements laid down in Annex I.

[EU elDAS regulation 2014]

£
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business Mobile Signatures

= Mobile signatures are signatures, which are
created using a mobile device and which rely
on signature or certification services in a
location independent telecommunication
environment.

= Usage: signatory mobility beyond fixed, secure
desktop workstation with trusted, personal
signing equipment.

[RoBnagel 2004] E
30



mobile N\ Server based Signatures vs.
business Client Signatures

= Server based electronic signatures are
signatures, that are created by a service
provider for a user.

= Client signatures are electronic signatures
created only by means of the mobile device.

[RoBnagel 2004]

;



mobile N\ Server based Signatures
business Infrastructure

2

User 1’ s Private Key

User 2’ s Private Key

1 User n’ s Private Key
Signature Server 4
3
Mobile device 0: Certificate Service Provider (CSP) N
creates certificate. /

1: Mobile user authorizes signature on server.
2: Server creates signature for mobile user.
3: Signature sent to mobile user

4: Signature sent to relying party 5 E

Relying party

[RoBnagel 2004]
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business Legal Context

REGULATION (EU) No
Directive 1999/93/EC 910/2014 repealing

directive 1999/93/EC

= This violates article 2,2 (c) = Article 26 (c) of REGULATION
of EC directive for advanced (EU) No 910/2014 for advanced

sighatures: signatures:

“...by means the signatory “...oy means the signatory,

can maintain under his sole ~ With high level of confidence,

control.” can maintain under his sole
control.”

[EC Directive 1999] [EU elDAS Regulation 2014]

.
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business Multiple Cards
Use of separate smart cards for telephony and
sighature:
= Dual Card

Exchange of SIM against Secure Sighature Creation
Device (SSCD)

= Dual Slot -
Mobile device carries two card =y | d“
readers for SIM and SSCD S B

COVER foar

2 ader 3 Simkarten

[RoBnagel 2004] E
34
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business Mobility and Signing

= Restrictions in mobile devices

= Visualization of complex “Document To Be Signed”
(DTES) on mobile devices’ relatively small displays is
tricky

= Limited memory may hinder the proper processing of
revocation lists.

= Bandwidth problems used to hinder data transfers for
e.g. certification.

= Platform security
= Mobile phones are becoming open platforms
= A trusted device is necessary (@ TCG/Perseus)

[RoBnagel 2004]

.
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Winword document
Receipt for Ms. Meier:

- Ms. Meier has paid

- 100.000 ,- € to Mr. Schulz.

Ms. Meier

[Based on IsRo]

Presentation Problems

GﬁCUl‘tnt ]

mwu.r'

/ ;g

But check for hidden text !!!!

.



mobile N\ SigG Requirements as to
business Technical Components

Example: display of data ( § 17(2)) [SigGO1]

The sighature component must:

= Clearly notify the signer that a signature is
created before the signature is created

= Make clearly perceptible which data the signature
refers to

= Secure the accordance of displayed data and
signed data (“What you see is what you sign.”)

.
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Private key
on HD, in memory

Secure Equipment:

Private key and
signature function in chip card

Threats from Trojan Horses

.
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Secure Equipment: Avoiding
Threats from Trojan Horses

Wallet with
private key and
signature function

£



mobile N\ Secure Equipment:
business How to view a document

Split User Interface

<« All fields on normal screen

Essential fields on secure
hardware

J
Order

Buyer
Certificate
Date
Description
Total
Currency

Signature
41 E
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business Personal Terminals

A popular vision: Security Assistants

= Storing personal data (wallet)
= Addresses, calendars
= Money, keys, certificates
= Preferences ...

= Performs sensitive processes
= Decoding of confidential messages
= Signature creation
= Contract confirmation

= Assists negotiations

= Documents which are accepted
by other parties

* Methods of payment
= Reachability

-
=

EUR 129
to XYZ-Shop
OK?

Battery

£



mobile N Challenges of
business Personal Security Assistants

= Usability
= Portability

= Good visibility of important information (“new
network®)

» Adequate representation of the functionality

= Protection from
= Unauthorized access to stored data

= Manipulation of the functionality (e.g. “Trojan
Horses”)

= Denial-of-Service attacks

= Trust (of hon-experts)
» Does the equipment what it shall do?
= How (much) can | trust it?

£



mobile N\ Personal Security Assistants
business Platforms?

= Personal digital assistants
= Mobile phones
= Watches

* Pens

= Chip cards
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= The EUDI Wallet initiative and
regulation

» Privacy and security issues of typical
Internet service access architectures

= Why wallets can help
= Wallet implementation and some issues

= Summary, conclusion & outlook

£
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EU regulation 2024/1183
of 11 April 2024 for
establishing the European

Digital Identity Framework
(elDAS 2.0)

EU member states
responsible to provide
= EUDI wallets

= to all citizens, residents
and businesses

= for use in the EU
= cost-free

Several implementing acts
to be developed by EC and
EU member states

EU Digital Identity Wallets
Introduction

IIIIIIIIIIII

[EC 2025]

4



mobile N Overview of Regulation (EU)
business 2024/1183

= Dates:
* Proposal by European Commission: June 2021

» Adopted: 11 April 2024
* Published in Official Journal: 30 April 2024

* Regulation Number: (EU) 2024/1183
« Amends: Regulation (EU) No 910/2014 (elDAS)

= Purpose:

= To establish a European Digital Identity Framework enabling citizens
and residents to securely access public and private services across the
EU with full control over their digital identity.

= Key Objective:
= A trusted, voluntary, and user-controlled European Digital Identity
Wallet (EDIW) recognised across all EU Member States.

£
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business EC Regulation Proposal COM(2021) 281

European Digital Identity Wallets (EDIW) as a means to identify
citizens online and offline in multiple contexts (e.g., online shopping,
opening a bank account, checking into a hotel or renting a car)
(https://digital-strategy.ec.europa.eu/en/library/trusted-and-secure-
european-e-id-regulation)

Amends Regulation (EU) No 910/2014 for establishing a European
Digital Identity

Great initiative as it
= Enables users to control their digital services
= Strengthens European Digital Sovereignty
= |mproves the security of identity management
= Shows an example of better security for ICT devices.

£
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mobile N\ EU Digital Identity Wallets
business and ecosystem

TYPES OF DATA THAT CAN BE
LOADED IN THE WALLET:

Digital documents

+ (e.g. credentials |
attestations of attributes)

Issuers of digital ID / "Bl Service Provider

. digital documents

(e.g. credentials
attestations of attributes)

[EC 2025]

50




mobile N\ EU Digital Identity Wallets
business and ecosystem

TYPES OF DATA THAT CAN BE
LOADED IN THE WALLET:

Digital documents
+ (e.g. credentials |

attestations of attributes)

Issuers of digital ID / "Bl Service Provider
digital documents

(e.g. credentials |
attestations of attributes)

[EC 2025]

51




mobile N\ Wallets

bUS| Ness EC Regulation Proposal: Presentation 2023 (1)

Digital ldentity for all Europeans
A personal digital wallet for EU citizens and residents

= The EU Digital Identity will be available to EU citizens, residents, and
businesses who want to identify themselves or provide confirmation of
certain personal information. It can be used for both online and offline
public and private services across the EU.

= The EU Digital Identity Toolbox will further secure your digital identity
and establish trust in online transactions.

= The Toolbox will complement the legislative proposal on a trusted and
secure Digital Identity and is a crucial first step that will enable the
creation of a robust framework for digital identification and
authentication based on common standards across the EU.

= With a click of a button on the phone it will be possible to securely share
information stored in digital versions of their driving licence, professional
or educational credentials, and medical prescriptions.

European ‘
Commission

[DigiEu2023a,b] -
52 E
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bUS| Ness EC Regulation Proposal: Presentation 2023 (2)

= European Digital Identity wallet (EUDI) wallet for travel, health,
banking, education and more.

= The European Commission is investing supporting 4 pan-European
pilot projects that will develop and test the usage of the EUDI
wallet for individuals and businesses around a diverse range of
everyday use-cases.

= Everyday scenarios include:

= providing identification to online and offline public and private
services;

= displaying your mobile driving licence;
= authorising payments;

= signing documents electronically;

= presenting medical prescriptions.

European ‘
Commission

[DigiEu2023¢] -
i E




mobile N\ Wallets
bUSl Ness EC Regulation Proposal: Presentation 2023 (3)

= The 4 Pilot Projects to test EUDI Wallet:

1. POTENTIAL - Pilots for European Digital Identity Wallet
Consortium
= Coordinated by Germany and France with the involvement of 17 Member
States

= The project will apply the EUDI wallet to 6 use-cases, including: Access to
government services, Opening of a bank account, Registration for a SIM
card, Mobile driving licence, eSignatures, and ePrescriptions

2. EWC - EU Digital Identity Wallet Consortium
= Coordinated by Sweden with the involvement of 18 Member States and
Ukraine
= The project will test 3 use-cases, including: Storage and display of digital
travel credentials, Organisation of digital wallets, Organisation of
payments

European ‘
Commission
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bUS| Ness EC Regulation Proposal: Presentation 2023 (4)

= The 4 Pilot Projects to test EUDI Wallet...

3. NOBID - Nordic-Baltic elD Wallet Consortium

= Coordinated by Norway with the involvement of 8 Member States and EEA
countries

= The project will focus on a single use-case: the use of the EUDI wallet for
the authorisation of payments for products and services by the wallet
user, the issuance of wallets, the provision of payment means by
financial institutions, and the acceptance of payment in a retail context.

4. DCA4EU - Digital Credentials for Europe Consortium

= Coordinated by Spain with the involvement of 23 Member States and
Ukraine

= The project will test the use of the EUDI wallet in the educational sector
and the social security domain. The pilot project will align with the
European Social Security Pass and the European Learning Model. It will
use the European Blockchain Services Infrastructure (EBSI) in the context
of the EUDI wallet.

£ European ‘
Commission
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PRIVACY AND SECURITY ISSUES
OF TYPICAL INTERNET SERVICE
ACCESS ARCHITECTURES
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Issuer also called
|[dentity Service Provider (IdSP)

How to decide about access?

Service Provider also called
Relying Party (RP)

Trust

1. Request
access

.
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Issuer also called
|[dentity Service Provider (IdSP)

Federated login

Service Provider also called
Relying Party (RP)

Trust
1. Req uest Sign in with
access s
2. Policy )
l Remember me m

.
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Federated login

|ssuer also called Service Provider also called
|dentity Service Provider (IdSP) Relying Party (RP)
Trust
Lglti pook 1. Request Sign in with
. | -
'''''''''''''' e 3. Login 2. Policy R

.



m|§)bl !e N Federated login

USINESS

Issuer also called Service Provider also called
|dentity Service Provider (IdSP) Relying Party (RP)

Trust

4. Enable access

1. Request

Sign in with
Facebook logi
access Tl o b G |
Email or phone number H . | & Username or emai
Password 3 L @ Password

"



mobile
business

Federated login

Issuer also called Service Provider also called
Identity Service Provider ( IQ‘SP) Relying Party (RP)
200
\ea‘“s \Gd \\ Trust
05\)3\\‘1 .“\e(es
\dSV \)Se( \S \Il""'/' 0065‘5 4. Enable access
2\ e?
o LN
P \*°
\d ... 1. Req uest Sign in with
_ . access O s
Email or phone number 3. LOgln 2. Policy 8' Goog|e+|°gin
| remenserme. [
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Issuer also called
|[dentity Service Provider (IdSP)

Token transfer

Service Provider also called
Relying Party (RP)

Trust

1. Request
access
2. Policy
asking for
token

62




mobile
business

Issuer also called
|[dentity Service Provider (IdSP)

3. Token
request
4. Token
response

Token transfer

Service Provider also called
Relying Party (RP)

Trust

1. Request
access
2. Policy
asking for
token
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Issuer also called
|[dentity Service Provider (IdSP)

3. Token

request
4. Token
response

Token transfer

Service Provider also called
Relying Party (RP)

Trust

1. Request
access
2. Policy 5. Token
asking for forward
token
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Issuer also called
|dentity Service Provider (14SP)

out
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3. Token
request
4. Token
response

Token transfer

Service Provider also called

F Rp ée':;arty (RP)
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1. Request

access
2. Policy 5. Token

asking for forward
token

£



mobile N\
business

WHY WALLETS CAN HELP




mobile N\  ABC4Trust architecture enabling
business privacy respecting authorisation

Issuer / IdSP

> oY Credential Revocation
<
\ Revocation
info retrieval
Credential
Issuance Revocation Info
Re’rnevol

: User ﬁ
W Presentation Token
<4

Token Inspection

S

Service Provider/
Relying Party
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Blind Signatures

!Issuer/ |dSP

User \@‘ :—-» “

Verifier / RP

U-Prove

Brands, Paquin et al.
Discrete Logs, RSA,..

Two approaches for
Privacy-ABCs

U
_/ssuer/ |dSP

Pw b

Verifier / RP

Zero-Knowledge Proofs

ldemix (Identity Mixer)

Damgard, Camenisch & Lysyanskaya
Strong RSA, pairings (LMRS, g-SDH)
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mobile N\ EU Digital Identity Wallets
business and ecosystem

TYPES OF DATA THAT CAN BE
LOADED IN THE WALLET:

Digital documents
+ (e.g. credentials |

attestations of attributes)

Issuers of digital ID / "Bl Service Provider
digital documents

(e.g. credentials |
attestations of attributes)

[EC 2025]
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mobile N\ EU Digital Identity Wallets
business and ecosystem

TYPES OF DATA THAT CAN BE
LOADED IN THE WALLET:

Digital documents

+ (e.g. credentials |
attestations of attributes)

Issuers of digital ID / "Bl Service Provider

. digital documents

(e.g. credentials
attestations of attributes)

[EC 2025]
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business Requirements and Issues (1)

= Full control of users of the digital identity is crucial from a security

and privacy point of view:
= Only full control by users can create the necessary trust by users.

= No explicit design decision in the amendment with respect to the

wallet:
= [|nitial interpretations imply a storage space provided by (cloud)
providers (or ledgers) which are accessed by users via an app on their

smartphones
= How much control can be ensured in such a scenario?

= The wallet and the related services are an essential infrastructure:
= Have decisions done by those decision makers that offer maximum

transparency!
= Consider and budget for Open Source solutions!




mobile N\ Wallets
business Requirements and Issues (2)

= Economic and operational issues as appropriately protected ICT is
(often) not directly honored by the market

= “Free” options often convenient but insecure
= No level playing field.

= Some solutions may create market domination due to limited
availability of essential

= Hardware
= Software

= Ensure that the implementation has sufficient resources
= Money (Proposed 31 Million EUR look very limited)
= Time (6 - 12 months is much too hurried)

£
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L] L] w L[] L[] L[]

(8]

Key Steps and Components

. European Digital Identity Wallet (EDIW)

Issued by Member States or authorised providers
Stores elD and attestations of attributes (e.g., diplomas, licenses)
Supports online/offline use, e-signatures, pseudonyms

. User Control & Privacy

User has sole control of data
Full compliance with GDPR and ePrivacy Directive
Built-in privacy features (e.g., zero-knowledge proofs)

. Interoperability & Certification

Cross-border compatibility
Certified to high-security standards
Regular security audits and vulnerability assessments

. Relying Parties & Registration

Public/private services register to accept wallets
Transparent, non-discriminatory use
"Once-only" principle to reduce admin burden

. Voluntary Use & Equal Access

Citizens not required to use wallet
Services must provide alternatives
Wallet must not be used to track users

73




mobile N\
business

WALLET IMPLEMENTATION AND
SOME ISSUES




mobile N\ EU Digital Identity Wallets
business and ecosystem

TYPES OF DATA THAT CAN BE
LOADED IN THE WALLET:

Member States X | Wallet Provider

Wallet Provider

They will build the wallet on behalf of
Member States and offer it to citizens,
residents and businesses. They will also
provide ongoing technical support.

L1l
ooo -
1 Digital documents
. (e.g. credentials /
attestations of attributes)
Issuers of dlgltal 1D J'r Service Provider

. digital documents

{e.g. credentials /
attestations of attributes)

[EC 2025]
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mobile N\ EU Digital Identity Wallets
business and ecosystem

TYPES OF DATA THAT CAN BE
LOADED IN THE WALLET:

X | Member States Wallet Provider

Member States
They will be legally obligated to offer at

least one wallet application to citizens,
residents and businesses.

- User
-_—
1]
+H Digital documents
. (e.g. credentials |
attestations of attributes)
Issuers of dlgltal 1D J'r Service Provider

. digital documents

(e.g. credentials |
attestations of attributes)

[EC 2025]
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EU regulation 2024/1183 of 11
April 2024 for establishing the
European Digital Identity
Framework (elDAS 2.0)

EU member states responsible
to provide EUDI wallets

= to all citizens, residents and
businesses

for use in the EU

cost-free

in 2026

widely accepted in 2027
Several implementing acts to
be developed by EC and EU
member states till November
2024

EU Digital Identity Wallets

IIIIIIIIIIII

[EC 2025]
77
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mobile N\ EU Digital Identity Wallets

business

= Introduced by EU
regulation 2024/1183 of 11
April 2024

= Several implementing acts
being developed

= by EC and EU member
states

= in several batches
= not really public

= EU member states
responsible to provide

= EUDI wallets
= for use in the EU
= cost-free

IIIIIIIIII

[EC 2025]
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mobile N\ EU Digital Identity Wallets
business and ecosystem

TYPES OF DATA THAT CAN BE
LOADED IN THE WALLET:

Digital documents

+ (e.g. credentials |
attestations of attributes)

Issuers of digital ID / "Bl Service Provider

. digital documents

(e.g. credentials
attestations of attributes)

[EC 2025]
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mobile X\  should service providers (relying parties) need
bUS| Ness a certificate to access the users’ wallets?

it

Member States

TYPES OF DATA THAT CAN BE
LOADED IN THE WALLET:

Digital documents
(e.g. credentials |
ions of att es
Issuers of digital D / Service Provider
digital documents
(e.g. credentials |

attestations of attributes]

[EC 2025]
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Should member states decide about that?

TYPES OF DATA THAT CAN BE
LOADED IN THE WALLET:

~

+

Wallet User

Digital documents

+ (e.g. credentials |
attestations of attributes)

Issuers of digital D / +

. digital documents
(e.g. credentials {
attestations of attributes

[EC 2025]
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Current status: Service providers (relying
mObIIe \ parties) need a certificate to access the users’

business s

it

Member States

TYPES OF DATA THAT CAN BE
LOADED IN THE WALLET:

Wallet User

Digital documents
(e.g. credentials |
attestations o f attributes)

Issuers of digital |D / Service Provider

digital documents
(e.g. credentials {
attestations of attributes

[EC 2025]
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Can users have and use pseudonyms?

Issuers of digital ID /

digital documents

(e.g. credentials |
attestations of attributes)

TYPES OF DATA THAT CAN BE
LOADED IN THE WALLET:

Digital documents

(e.g. credentials |
attestations of attributes)

[EC 2025]
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mobile X\  Partial identities are part of the wallet vision
busmess Identity  Identifier (ISO/IEC 24760)

“Qa Ny

Member States

TYPES OF DATA THAT CAN BE
LOADED IN THE WALLET:

Digital documents
(e.g. credentials |
ions of att es
Issuers of digital ID / Service Provider
digital documents
(e.g. credentials |
attestations of attributes)

[EC 2025]
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Can

users have and use pseudonyms?
Unclear!

Issuers of digital ID /

digital documents

(e.g. credentials |
attestations of attributes)

TYPES OF DATA THAT CAN BE
LOADED IN THE WALLET:

Digital documents

(e.g. credentials |
attestations of attributes)

[EC 2025]
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mObile N Will there be an
business EU-wide universal unique personal identifier?

TYPES OF DATA THAT CAN BE
LOADED IN THE WALLET:

Member States

Digital documents
(e.g. credentials |

attestations of attributes)

-
]
Issuers Of dlgltal ID |||I Service Provider
digital documents
(e.g. credentials {
attestations of attributes)

[EC 2025]
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mOblle \ Regulation: EU-wide unique personal identifier
bUS|neSS for member state matching only

it

Member States

TYPES OF DATA THAT CAN BE
LOADED IN THE WALLET:

Digital documents
(e.g. credentials |
ions of att es
Issuers of digital ID / Service Provider
digital documents
( dentials

(e.g. credenti
attestations of attributes)

[EC 2025]
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bUSlneSS Current status: EU-wide universal unique

personal identifier in centralised identity
matching systems, if national law requires this

TYPES OF DATA THAT CAN B
LOADED IN THE WALLET:

"

Member States

Digital documents
(e.g. credentials |

TTT1 111j 1]
n
Issuers of digital ID / Service Provider
. digital documents
(e.g. credentials {
attestations of attributes)

attestations of attributes)

~

/

[EC 2025]
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Wallets

ml:g)blle A EC Regulation Proposal: Last minute trilogue
USINESS issues

= Browsers forced to accept EU member state web
certificates without any security check (Article
45 and newly introduced Article 45a-1)

= Risk for of web (https) encryption, if member
states misuse certificates for establishing keys to
listen into https traffic

= Unlinkability of wallet use not guaranteed

> ,,Homework* for standardisation

[Council of European Professional Informatics Societies (CEPIS) 2023]

CEPIS 89 E
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What time pressure can do ...
a related initiative to learn from

[ X N ]
{@ BMDV - Technik fir digitalen Fihrerschein steh - Mosilla Firefox - [E=TEER)
Datei Bearbeiten Ansicht Chronik Lesezeichen Extras Hilfe g - - e " e - -
- S —— —
.| BMDV - Technik fur digitalen F X + B o Q @ &8 ©
> C o O B https://www.bmvide/SharedDocs/DE/Pressemitteilungen/2021/114-schever-dici B v¢ & X /BB F# Q Suchen O & @
ﬂ,‘l Themen + Ministerium ~ Service v Q Suchbegriff
o 1eCNNIK TUr aigitaten runrerscnein stent
PRESSEMITTEILUNG 114/2021

Technik fur digitalen Fiihrerschein steht

Ausstellen einer digitalen Kopie des Kartenflihrerscheins seit heute online méglich — Prototyp

soll Anwendungsfille nach sich ziehen

23.09.2021

&

- A

Quelle: BMDV

[https://www.bmvi.de/SharedDocs/DE/Pressemitteilungen/2021/114-scheuer-digitaler-fuehrerschein.html]
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business

DER TAGESSPIEGEL

.Digitale Brieftasche” der Bundesregierung 01 10.2021, 1548 U/

Scheitern mit Ansage?

Il
>

Der Handy-Fuhrerschein musste nach wenigen Tagen gestoppt werden. Bei der dazugehdrigen
Ldigitalen Brieftasche“ der Bundesregierung gibt es Fehler und Sicherheitsbedenken. Dabei gab es
schon im Vorfeld Zweifel an der Technik. von oLIVER voss

Stolz prasentierte Andreas Scheuer den digitalen Fiihrerschein. Tage darauf ist der Minister "stocksauer” Gber die
Probleme. Foto: rul carRDOSO/EMVI

[https://www.tagesspiegel.de/wirtschaft/digitale-brieftasche-der-bundesregierung-scheitern-mit-ansage/27665302. html]

... a related initiative to learn from
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business Summary, conclusion, outlook

= Wallets are laudable initiative towards multilateral
security, but proper implementation is crucial.

» More attention is needed (like for all big
infrastructures):

= Small changes in Implementing Acts -> Major impact.
= Detailed analysis requires a lot of dedication and effort.

= European Parliament is currently not at the table.

» Kudos to for their untiring detailed
work on the matter. S\ EPICENTER
\& WORKS

= Think this further in the health domain!

f
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business Agenda

= General Concept & Applications
= Algorithms

= Legal Framework

= Mobile Signatures

= Secure Display Components and Personal
Security Assistants

= Wallets
= Annexes

£



mobile N\

business Annexes

= Annex |

= EU elDAS regulation 2014,
requirements for qualified certificate

= Annex |l

= Client Sighatures
SIM based

= Annex |lI
= Certification on Demand
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business EU elDAS regulation 2014,

requirements for qualified certificate

= an indication that the certificate has been issued as a qualified
certificate ...

= Data about the qualified trust service provider issuing the qualified
certificates ...

= ... name of the creator of the seal and, where applicable,
registration number as stated in the official records;

= ... validation data and details of the beginning and end of the
certificate’s period of validity;

= the certificate identity code

= the advanced electronic signature or advanced electronic seal of
the issuing qualified trust service provider;

= the location where the certificate supporting the advanced
electronic signature or advanced electronic seal is available;

» the location of the services that can be used to enquire as to the
validity status of the qualified certificate;

* An indication where the electronic seal creation data related to the
electronic seal validation data is located in a qualified electronic
seal creation device...

[EU eIDAS Regulation 2014] E
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mobile S\ Client Signatures

business SIM based

= One smart card with both functions
= Can be equivalent to established SSCDs

= Can be certified according to security evaluation
criteria
= Under control of the user

= Needs two different PIN codes!

[RoBnagel 2004]
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business Challenges of SIM Signatures |

= Who owns the smart card?
= SIM issued by Mobile Operator (MO)
= SSCD issued by CSP
= SIM stores keys that belong to MO & user.

» What happens to signature when user changes Mobile
Operator?

= Challenge:
Provide a shipment model for SIM cards within
the MO distribution scheme that gives users a
choice of their CSP.

[RoBnagel 2004]
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business Challenges of SIM Signatures Il

» Customer wants to use SIM right away, but
certification for signature takes time.

= Solution:

= Handing out the signature capable SIM Card and
= adding signing functionality later on request.

= |s this still an advanced signature based on a
qualified certificate?

[RoBnagel 2004]
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business Certification on Demand

mobile N\

£

Certification Authorit

Registration Authorit)

mer

sto

Operator

Mobile -

CardManufacture‘

[RoBnagel



mobile N\ Annex ||
busmess Certification on Demand

1. The MO gives IMSI/Ki pairs to a card manufacturer (or lets them be
generated there based on information from the MO).

2. The card manufacturer returns (or provides) a SIM card containing an
IMSI/Ki pair, a key generator for the signature application and the public
key of the RootCA to the Mobile Operator.

3. The SIM card is sold to the customer and the Mobile Operator provides a
nullpin, that is used to activate the signing functionality.

. The customer activates the signing functionality by entering the nullpin.

. The customer registers at a Registration Authority of his choice,
providing identification information and his public key.

. The customer sends his identification information signed with his private
key over the air to the Certification Authority.

. The Registration Authority sends the public key and the identification
information to the Certification Authority.

. If the information provided by the customer and the Registration
Authority match the Certification Authority issues a certificate for the
customer and sends it over the air to his mobile phone.

9. The user can verify the validity of his certificate by checking the
certificate issued by the RootCA for the Certification Service Provider

[RoBnagel 2004] E
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mobile N\ Annex ||
busmess Certification on Demand

= Distribution scheme of Mobile Operator stays
intact.

= Signature capable SIM will be more expensive but
MO can create revenue with:

= |ncrease in traffic
= Selling signature capable SIM cards at a higher price

= CSP gains large potential customer base.

[RoBnagel 2004]
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