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1890 - S. D. Warren and L. D. Brandeis, "The Right to Privacy," Harvard Law
Review, vol. 4, no. 5, pp. 193-220.

Timeline of privacy and

14

data protection events

1948 - Article 12 - Universal Declaration of Human Rights (UDHR) - (UN, Paris)
1950 - European Convention of Human Rights - (CoE, Rome)

14

«  The General Data Protection Regulation (GDPR)

* Requires transparency in how personal data is
processed and upholds individuals’ rights to control
their data through informed consent.

1981 - Convention (108) of Protection of Individuals - Automatic Proc. of PD
(CoE, Strassburg)

1985 - Guidelines on the Protection of Privacy and Transborder flows of PD
OECD)

4

« Establishes a legal framework to ensure organizations

. . . 1990 - e-Commerce guideline (OECD)
follow strict privacy and data security standards. ¥

1995 - Directive 95/46/EC of the EP and of the EUCO

)

* Provides general guidelines for technical and

organizational measures to protect data but does not
prescribe specific solutions.

2000 - Charter of Fundamental Rights of EU (EU Charter) EP and EUCO
* Leaves the responsibility of implementation to

a

organizations, allowing them to tailor their approach

based on context, risk, and industry best practices.

2012 - GDPR proposal - EP and EUCO

2016 - GDPR - Regulation (EU) 2016/679

€dq

2

Zaguir, N. A, de Magalhdes, G. H., & de Mesquita Spinola, M. (2024). Challenges and enablers for GDPR compliance: systematic literature review and future research
directions. IEEE Access, 12, 81608-81630.

018 - GDPR - Come to effect on May 25, 2018 5
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Commission

In a first, EU Court fines EU for breaching
own data protection law

By Reuters

pa <]
January 9, 2025 12:30 AM GMT+1 - Updated 3 months ago ‘ A ‘ ‘ A ‘ L <: )

Press releases

GDPR Enforcement Tracker

‘The CMS.Law GDPR Enforcement Tracker is an overview of fines and penalties which data protection authorities within the EU have imposed under the EU General Data Protection Regulation (GDPR, DSGVO). Our aim is

law-tax-future

to keep this st as up-to-date as porsslble Since not al ines are made public this st can of course never be complete, which is why we appreciate any indication of further GDPR fines and penalties. Please note that we
do notlst any fi fines under the UK GDPR), under laws (eg: ) and under
“old", 5. We have, howeve ided of tate laws.

New features: "ETid" and "Direct URL™!

We have assigned a unique and permanent ID to each fine in our database, which makes it possible to precisely address fines, e.g. in publications. Once an "ETid" has been assigned to a fine, it remains the
same, even if the fine is overturned or amended by courts at a later date, or if we add fines that were issued chronologically before. The "Direct URL" (click "+* or on a specific ETid to view details of a fine)
can be used to share fines online, e.g. on Twitter or other media.

Show|10 v |entries Search:

Controller/

Country Date of Decision Processor Quoted Art. Type Source

2025-02-04 Real estate company Art.5 (1)c) GDPR,Art. 6 Non-compliance with general link link
© ETid-2517 GDPR, Art. 12 GDPR, Art. "J3t8 PTOCEssME principles
FRANCE 13 GDPR, Art. 32 GDPR,
Art. 35 GDPR
20241127 892,783 EONEnergiaspa  Art.5 GDPR, Art.6 GDPR,  Insufficient legal basis for data link link
° ETid-2519 Art.7 GDPR, Art. 12 processing
ITALY GOPR, Att. 15 GDPR, Art.
22 GDPR, Art. 24 GDPR,
Art. 28 GDPR
— 2024-11-26 4,750,000 Netflix International ~ Art. 5 (1) a) GDPR, Art. 12 Insufficient fulfilment of link link
° ETid-2507 [ro— BY. (1)GDPR, Art. 13(1) <), &), information obligations
THE NETHERLANDS 1) GDPR, Art. 13 (2) GOPR,
Art.15(1)a), o, d) GOPR
20241113 5,000,000 Foodinho Srl A5 (1)a), 0), ), &) Non-compliance with general  link ink
° ETid-2531 GDPR, Art. 6 GDPR, Art. 9 "data processmg principles
ITALY (2)b) GDPR, Art. 12 GDPR,

Art. 13 GPR, Art. 22 3)
GDPR, Art. 25 GDPR, Art.
28 GDPR, Art. 32 GDPR,
Art. 35 GOPR, Art. 88
GDPR, Art. 2-septies

CybAlliance Webinar and Guest Lecture, Silvia Lizeth Tapia Tarifa 2025
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Home » News & Media » Press releases

[rish Data Protection Commission fines Meta
€251 Million

17th December 2024

The Irish Data Protection Commission (DPC) has today announced its final decisions following two
inquiries into Meta Platforms Ireland Limited (MPIL’). These own-volition inquiries were launched
" ase NP7 “rllowing a personal data breach, which was reported by MPIL in September 2018.

ach impacted approximately 29 million Facebook accounts globally, of which

y 3 million were based in the EU/EEA. The categories of personal data affected

r's full name; email address; phone number; location; place of work; date of birth;
ler; posts on timelines; groups of which a user was a member; and children’s

1. The breach arose from the exploitation by unauthorised third parties of user
the Facebook platform. The breach was remedied by MPIL and its US parent

rtly after its discovery.

* There is growing concerns about
personal data protectioninan
increasingly digital world.

* Nowadays The GDPR is enforced
and has strict rules for handling
personal data within EU/EEA
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As of May 2025, GDPR violations have resulted in
over €6 billion in fines.

1. Course of overall sum and number of fines (cumulative):

1 Sumof Fines (€) [
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https://www.enforcement-tracker.com/chronological-statistic/
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Controller/
Processor

Ordine degli
psicologi della
Lombardia

Yliopiston Apteekin

Quoted Article

Art. 5 (1) f) GDPR,
Art. 32 (1) GDPR

Art. 5 (1) c), f) GDPR,
Art. 32 (1), (2) GDPR

Type

Insufficient technical
and organisational

measures to ensure
information security

Non-compliance with
general data
processing principles

Vodafone GmbH

Art. 28 (1) GDPR

Non-compliance with
general data
processing principles

=}
=

ETid-2648 ITALY 2025-04-29 30,000
ETid-2647 FINLAND 2025-05-27 1,100,000
ETid-2646 GERMANY 2025 45,000,000
ETid-2645 SPAIN 2025-03-24 2000

The GDPR plays a crucial role in governing the handling of personal data across modern

INDEPENDENTS DE
VALLROMANES

Art. 5 (1) ¢) GDPR

Non-compliance with
general data
processing principles

=~
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==
~

technologies, especially as reliance on 5G mobile communication, IT, and OT infrastructure

grows.

Since 5G often supports global operations where data flows across regions, the GDPR offers
a consistent framework to ensure that personal data remains protected, no matter where it is

processed.

https://www.enforcement-tracker.com/chronological-statistic/



Why Secure Data Management in I'T-OT Convergence? =NR

-ERP - Command & control » Information and Operation Technology domains
+ GRM + Internet of Things (loT)

* Helpdesk + Scada (OT—IT)

« Asset t .S i

- IT oT (el » IT-OT Convergence is needed for:

=S L5gacy Systiiie *  Better decision-making

+ Cloud + External data sources

* Mobile consumer * Mobile staff = Improved performance

+etc... + etc...

*  Enhanced visibility
=  Resource optimization etc.

Convergence between IT and OT

/> IT Technology permits the handling of large volumes of data in a\ T §g kafka.
secure and privacy-preserving manner il = il =
: T 1= H1E= 3 —
» OT Technology deals with devices and other HW parts to or || orewar || orewar
dynamically enable process control, maintenance, and manage =OPC UA =OPC UA
key industrial functions into the infrastructore | e N — >

Rogre™ TL M wmp,
. . . . Machine a D) over TSN a O
\>IT—OT convergence is one of significant drivers for Industry 5.0/ = =D al

An Illustration of IT-OT Architecture Example

Yassine Maleh, IT/OT convergence and cyber security, Computer Fraud & Security, 2021
Lorenzo Patera et al., A Layered Middleware for OT/IT Convergence to Empower Industry 5.0 Applications, Sensors Journal, 2022 o]



How 5G Increases
the Security Threats
in IT-OT?

/ Robust security approaches and\
continuous monitoring are
essential to enable secure and
privacy-preserving IT-OT

convergence against evolving 5G-

K IoT anomalies /

Expanding Device Ecosystem

5G connects a vast number of 10T devices, dramatically
increasing the potential attack surface.

Conflicting Security and Privacy IT-OT Priorities

IT prioritizes data confidentiality, while OT emphasizes
availability creating integration challenges.

New Hardware Attack Vectors

Emerging 5G hardware introduces new entry points for
attackers in both IT and OT environments.

10
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Why is Anomaly Detection more Challenging in =2NR
S5G-based Critical Sectors?

% Anomaly detection in 5G-I0T can improve the protection of critical sectors

% "The 5G-PPP consortium has identified a pool of Key Performance Indicators (KPI) [1] that have a high impact
when analyzing and inspecting traffic network flows"

% " Four main KPI which can make anomaly detection procedures an even greater challenge in 5G mobile networks.
= 1000 times higher mobile data volume per geographical area.

= 10 to 100 times more connected devices.

= 10 times to 100 times higher typical user data rate.

=  End-to-End latency of <Ims"[2]

As 5G links an increasing number of personal devices, the potential for misuse, surveillance, and data breaches rises.
GDPR enforces privacy-by-design principles, enabling organizations to reduce these risks from the very beginning.

The 5G Infrastructure Public Private Partnership, “Key Performance Indicators (KPI),” https://5g-ppp.cu/kpis
Maimd, Lorenzo Fernandez, et al. "On the performance of a deep learning-based anomaly detection system for 5G networks." IEEE SmartWorld, Ubiquitous Intelligence & Computing, Advanced & Trusted
Computed, Scalable Computing & Communications, Cloud & Big Data Computing, Internet of People and Smart City Innovation (SmartWorld/SCALCOM/UIC/ATC/CBDCom/IOP/SCI).
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Presenter Notes
Presentation Notes
the large number of User Equipments (UE) belonging to 5G subscribers, the large volumes of traffic data produced by them, as well as the reduced latency in connectivity makes us face new challenges to be solved without losing detection accuracy in real-time scenarios

https://5g-ppp.eu/kpis

£NR
Examples of Personal Data in 5G, IT and OT

IT Personal Data: OT Personal Data: 5G Personal Data:

* Device IDs e Biometric data » Subscriber

* Records to access control Identity

« Browsing history e Incident and * Location Data
accident reports e 10T Data

 Work Schedules

12



Why GDPR in 5G-IoT Networks =NR

|

Scientific Problem: Due to the increased softwarization and virtualization in 5G-enabled
IoT systems, security threats and anomalies have become major concerns.

In this context, GDPR's emphasis on privacy and data protection is crucial to ensure
that such intelligent systems are designed to safeguard user information and maintain
compliance with privacy regulations.

Real User Network - 5GTN GNB 1

Components of the Testbed |

[
[_Existing SGTN Network Elements |
[

External Networks ]

INTERNET

Iu‘u

-
-?
[ 21} [ Device [ Description |
-f/mm — b Attacker Raspberry Pi 4 Model B with Ubuntu 21.10 - Impish
MEC \‘ o I Victim HP with Ubuntu 18.04.5 LTS - Bionic
sty B » O Base Station Nokia - Flexi Zone Indoor Pico Base Station
ECWATR AVERS,WNEMQRK Modem HUAWEI - E6878
e [ SGW P.ow Mobile devices Motorola - Moto g50 5G
RSt | e Switch Dell - N1524
= s:f eal  Real E;? \_MmME  Hss J .
DuaColesionpcz o Users vsar7 U5 Traffic includes data from both IT and OT

Real User Network - 5GTN GNB 2 5GTN EPC CORE

5G Test Network, University of Oulu 13



Proposed Al-based Anomaly Detection in 5G System

/

& 5G-loT Network 1 i
B2'EE
EH E kB '
Baddl & Baed:lid

vttagker

(((( )))))) =

B
Mode HJ

B T T  p——

\&ker

(@)

IE=N

B7

Modem

5G-loT Network 2 7

5G-loT Infrastructure

An overview of the proposed Al-based anomaly detection system for 5G-IoT networks
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» There is an attacker node and
devices generating benign traffic
on two base stations in these
networks.

» Data consists of 112 features in
packet format

» We consider a range of

visualizations for the dashboard:
o line charts to track changes in the
network traffic over time,
o bar charts to display the frequency of
detected anomalies

14



Al-based Anomaly detection: Binaryl10&25

» Input data: 10 and 25 most important features (ANOVA)
» Deep Learning Models: GNN and CNN

» Epoch = 100; Batch size = 32; Learning rate = Adaptive;
» Results

*  More comprehensive and inclusive model
* Higher training costs (CPU-based)

Input Layer Hidden Layers

Input
Computat\on'
. Function

Input: data extracted from 5G-loT Testbed

—— o —— —— o o = e = =

Output Layer

Output

Activation
Function

An illustration of the deep learning-based SG-IoT Anomaly Detection Engine
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Output : Al-based Anomaly Detection



True Labels

Selected Experimental Results (1/2)

Confusion Matrix

131466

1
Predicted Labels

Model Accuracy

w
N

Accuracy (in %)

—— Train
82 ~—— Validation

0 20 40 60 80 100
Epoch

0.40
0.35

0.30

("]
So0.25

0.20
0.15
0.10

—
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Model Loss
— Train
- Validation
0 20 40 60 80 100
Epoch

Training (right) and accuracy (left) results
for 5G-IoT anomaly detection, (k= 25)
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Selected Experimental Results (2/2)
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Dataset class distribution (left), ROC and
Precision-Recall results (right), for (k =25)
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Digital Twins Technology (DTs): An Approach for Virtual Communications =NR

Digital model

4
“ No data connection

Digital shadow

o
i’ t-. Continuous synchronization
]

Digital twin

, b Continuous synchronization
™~ “
-
]

Feedback

v

RSN RSN KN
& % 4

Physical entity Data thread Digital entity

Sources: Lauer-Schmaltz, M. W., Cash, P., Hansen, J. P., and Maier, A. (2024). Towards the Human Digital Twin: Definition and Design — A Survey. arXiv preprint
arXiv:2402.07922.
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Digital Twins in Tele-Healthcare

Provide real-time secure monitoring of patients via physical twin (hospitals, and/or smart
homes) and/or virtual twins

Enable doctors to simulate treatments on virtual twins of patients to predict their
responses, enhancing safety and care quality

Establish feedback loops between virtual systems and healthcare providers for ongoing
learning and improved diagnostic predictions for diseases like gastric issues, cancer, and
cardiac conditions, among others

Enable dynamic risk assessment with root cause analysis, cybersecurity prediction and
evaluation with appropriate countermeasures using a closed feedback loop in healthcare
infrastructures

Embed Privacy by Design and Default into the architecture and
lifecycle of digital twin systems.

19



Digital Twin-Driven Real-time Security for =NR
IT-OT based Healthcare Sectors

The digital twin is a virtual network that represents the
components having real mapping throughout life
cycle process by utilizing using physical information,
virtual information, and interaction between both
data sources.

i Synchronization

Real-time

I
IT Healthcare owtedgevase || data |

Consent
(policies)

GDPR |
Compliance |
———»

Following features of Digital Twin are useful for
enhancing cybersecurity

4—H Simulation/Experimentation ‘I

ion Support & Comp i Tools |
» Improves the understanding of cyber attacks Plan |
» Gives a continuous overview of vulnerabilities,
threat landscape, attack space for IT-OT ) Observe L
infrastructures, and mitigate them before they (I CAE i | :T
— @ -
happen . . Cognitive Healthcare
Physical Healthcare Twin Decision-making Cycle

» Allows the design of new prevention, detection,
and response methods without disturbing physical > Adopt transparency-focused data policies that outline
IT-OT systems data use and access.

» Ensure comprehensive governance at every stage of the

data lifecycle.
20



Thank You!

Any questions?

Sandeep Pirbhulal, Ph.D., Senior Research Scientist,

Norwegian Computing Center/Norsk Regnesentral,

P.O.Box 114 Blindern, N-0314 Oslo, Norway

Project Manager, CybAlliance

Email: sandeep@nr.no

Phone no. +47-41393687 or +47-22852582

Google Scholar:
https://scholar.google.com/citations?user=ecVXehQAAAAJ&hl=en
Researchgate: https://www.researchgate.net/profile/Sandeep-Pirbhulal
Linkedin:https://www.linkedin.com/in/sandeep-pirbhulal-
4858a37a/?originalSubdomain=no

N
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