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business Privacy ...

»In an era of small data privacy of
individuals is the challenge, in a big data
era freedom of speech will be ...“

Unknown Author
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= What is Privacy?

» Data Protection Directives and Laws
= Technical Data Protection

= General Requirements for Privacy

= Selected Privacy Approaches

= One more thing ...
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mobile N\ i
business What is privacy:

* Privacy (from latin: separated from the rest,
deprived of something, esp. office, participation in
the government”, from privo "to deprive®)

= Some definitions ... =
= ... right to be left alone” [Warrend and Brandeis, 1890] & M.,_a

= “.. right not to be annoyed” [Varian, 1996]

= But there are many more ... and privacy is a very
complex, multi-disciplinary concept ...
= Technical, economic, legal, socio-economic, philosophic aspects

- 50, no working definition here ...
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Privacy has multiple dimensions ...

What is privacy?

Technological, economical, social, legal

... and multiple stakeholder perspectives il

Users, online businesses, regulators, public authorities, etc.

Privacy for users is highly individual and may depend on

Usage context (e.g. user location, application, personal data)
Online experience and past privacy violations of a user
Cultural background and privacy attitude of users

Privacy Protection as a challenge for individuals

takes effort, knowledge and often technical understanding

is not directly rewarding (short term) and not perceivable (Privacy Calculus)

is often demanded by many, but without the willingness to take the effort (Privacy Paradox)
can most likely never be outsourced or automated

but can actively be enabled and its effort minimised
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= Societal perspective |

= Foundation of democracy \ el
* Freedom of speech

Why privacy?

» [ndividual perspective

* Free personal development
= Ownership of personal data of any kind

= However, in an information society, it always takes
effort for individuals to protect their privacy.
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mobile X\ Why privacy? Parallels to political
business instable regions of the world?

= Political instable regions of the world

» Enterprises hesitate to invest and develop their
business because they are afraid of losing it again
soon

= |ndividuals without privacy

» Individual hesitate to develop personally because
they are afraid of being observed/surveilled and
may experience consequences from this act
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= Offline Privacy %

= |n the offline world individuals are mainly able
to maintain their privacy intuitively

Privacy Online vs. Offline

= Online Privacy

* |n the online world, privacy

= has to be maintained through often complex privacy
settings or identity management systems

= often cannot be maintained at all by individuals
because personal data is collected even without their
knowledge or consent

Privacy vs. Data, SS 2016, Chair of Mobile Business & Multilateral Security 8 F



mobile N\ Challenges for Privacy in the

business Online/Mobile World
\

* The Internet does not forget or is sometimes I

not allowed to do so (data retention). e

&

= The Internet allows to easily connect social
roles or partial identities, which would have
been otherwise separated in the offline world.

= Profiling is easy and can be done automatically.
In contrast, managing personal information is
complex and has to be done manually.

Privacy vs. Data, SS 2016, Chair of Mobile Business & Multilateral Security 9 F



mobile N\ o .
- rivacy Protection
business Y
= Data Protection Law (EU / Germany) f
= Technical Data Protection 3

* Privacy by Design & more

= |dentity Management (see Lecture 11)

Privacy vs. Data, SS 2016, Chair of Mobile Business & Multilateral Security 10 F
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= What is Privacy?

= Data Protection Directives and Laws
= Technical Data Protection

= General Requirements for Privacy

= Selected Privacy Approaches

= One more thing ...
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business Term “Data Protection

= Definition
Measures for the protection of stored and transferred personal
data against manipulation or misuse; Federal Data Protection
Act in place since 1978 (amendment in 1990).

= Originally for the protection of the citizen against governmental
institutions.

= Businesses are regulated with regard to special aspects
(telecommunications, medicine) of data protection.

» Increased need for regulation due to the use of information
technology (data warehouses, globalisation of information
processing).

Privacy vs. Data, SS 2016, Chair of Mobile Business & Multilateral Security




mobile N\ Data Protection Principles in the
business Context of Communication Services

= Data minimisation:
The service should be offered with a minimum of

needed data.

= |Information of data subject:
The person, whose data is being stored, should know

what has been stored.

= Acceptance not without consent:
The data subject is to be asked in advance.

Privacy vs. Data, SS 2016, Chair of Mobile Business & Multilateral Security




mobile X\ Privacy vs. Data Protection
business (Working Definition)

= Privacy (Individual) ao
= Non-Absolute ‘

= Contextual
= Relational

= QOpacity of the
Individual

= Data Protection (General)

» Procedural Safeguards
= Accountability -
= Transparency

= Personal Data

Source: Seda Giirses (2010) >
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mobile N\ The Montreux Declaration
business (“International” Privacy Principles)

= 27th International Conference of Data Protection and
Privacy Commissioners

= 2005-09-14/16 in Montreux, Switzerland

=  “The protection of personal data and privacy in a
globalised world: a universal right respecting
diversities” [Source: ICDPPC (2005)]

= Agreement on 11 principles by participating data
protection and privacy commissioners

Privacy vs. Data, SS 2016, Chair of Mobile Business & Multilateral Security




mobile N\ 11 Principles of the

business Montreux Declaration
. Lawful and fair data collection and processing,
. Accuracy,
. Purpose-specification and -limitation,
. Proportionality,
. Transparency,
. Individual participation and in particular the guarantee of the
right of access of the person concerned,
- Non-discrimination,
. Data security,
. Responsibility,
. Independent supervision and legal sanction,

Adequate level of protection in case of transborder flows of
personal data.

Privacy vs. Data, SS 2016, Chair of Mobile Business & Multilateral Security




mobile N\  EU Privacy Directives related to
business Personal Data and Privacy

= Data Protection Directive (Directive 95/46/EC)

= Directive on the protection of individua'SOO-LL\ regard to the
processing of personal data and on the | Dgt;OPber d
rotect' yGen

data 0N Regyy g cral

= Directive on Privacy and Electronic Communications
(Directive 2002/58)

= Directive on Privacy and Electronic Communications with
regard to data retention, spam and cookies

Privacy vs. Data, SS 2016, Chair of Mobile Business & Multilateral Security
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1.

9 Principles of EU Privacy Law |

Intention and notification: The processing of
personal data must be reported in advance to a Data
Protection Authority.

Transparency: The person involved must be able to
see who is processing her data for what purpose.

Finality principle: Personal data may only be
collected and processed for specific, explicit and
legitimate purposes.

Legitimate grounds of processing: The processing of
personal data must be based on a foundation
referred to in legislation, such as permission,
agreement, and such.

Quality: Personal data must be as correct and as
accurate as possible

Source: Blarkom and Borking (2003)
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mlgt?sl,lﬁe\\ss 9 Principles of EU Privacy Law I

6. Datasubject's rights: The parties involved have the
right to take cognisance of and to update their data as
well as the right to raise objections.

7. Processing by a processor: This rule states that, with
the transfer of personal data to a processor, the rights
of the data subject remain unaffected and that all
restrictions equally apply to the processor.

8. Security: A controller must take all meaningful and
possible measures for guarding the personal data.

9. Transfer of personal data outside the EU: The traffic
of personal data is permitted only if that country offers

adequate protection.

Source: Blarkom and Borking (2003)
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mobile N\ General Data
business Protection Regulation

= Established on 14th April 2016 (fresh!)
= Meant to replace Data Protection Directive 95/46/EC
= 2 years for EU states to complete national implementation

= Main features
= Scope

= The regulation applies if the data controller or processor (organization) or
the data subject (person) is based in the EU

= Single set of rules and one-stop shop
= Asingle set of rules will apply to all EU member states.
= Responsibility and accountability

= The notice requirements remain and are expanded. They must include the
retention time for personal data and contact information for data
controller and data protection officer has to be provided.

= Privacy by Design and by Default (Article 23) require that data protection
is designed into the development of business processes for products and

services.

Privacy vs. Data, SS 2016, Chair of Mobile Business & Multilateral Security




mobile N\ General Data
business  Protection Regulation (cont‘d)

Data Protection Officer
= Under the GDPR, the independent Data Protection Officer (DPO) will be under
a legal obligation to notify the Supervisory Authority without undue delay and
this is also still subject to negotiations at present.
Right to Erasure
= Article 17 provides that the data subject has the right to request erasure of
personal data related to him on any one of a number of grounds [...]
Sanctions

= A fine up to 20,000,000 EUR or up to 4% of the annual worldwide turnover of
the preceding financial year in case of an enterprise, whicheveris greater

Data Portability

= A person shall be able to transfer their personal data from one electronic
processing system to and into another, without being prevented from doing so
by the data controller.

Privacy vs. Data, SS 2016, Chair of Mobile Business & Multilateral Security




mobile N\ The Implementation of
business Data Protection

Germany: Federally organised data protection

= Responsibility in Germany:
Federal Commissioner for Data Protection and
Freedom of Information (BfDl)

= Each state in Germany has its “Lander” Data
Protection Commissioner.

= Specialisation on certain fields, e.g. in Schleswig-

Holstein (ICPP) on Privacy in the Internet

= Additionally:
Data protection commissioners within governmental
administration and within companies

Privacy vs. Data, SS 2016, Chair of Mobile Business & Multilateral Security




mobile N\ The origin of data protection
business in Germany?

= The term “Privacy” (‘the right to be left alone’) originates
from [Warren and Brandeis, 1890].

= Data protection in Germany (“Datenschutz”) originates from
concerns over too much information und power in the hands
of large (governmental” institutions (“Big Brother”).

= Nowadays Data protection and Privacy in Germany are based
on the right of informational self determination derived from
the constitution in the “Volkszahlungsurteil* [BVG 1983]).

= Germany has one of the most advanced infrastructures for
Privacy but still no established German language term for
Privacy beyond the (misleading “Datenschutz”).

= Some (more or less established) related terms are:
= Privatheit
» Privatsphare
= Schutz der Privatsphare

Privacy vs. Data, SS 2016, Chair of Mobile Business & Multilateral Security 23 F




mobile N\ Data Protection
business Interests and Conflicts

= Users want to keep their personal data under their
control.

= Service providers want to use the customers’ data
mainly for commercial purposes (e.g. customer
profiles / targeting).

= The legislator demands:
= Data protection on the one hand
= Surveillance and retention of data on the other hand.
= Conflicts between expectations and regulations often arise.

Privacy vs. Data, SS 2016, Chair of Mobile Business & Multilateral Security 24 F



mobile N\ ,vorratsdatenspeicherung*
business is back ...

il
= [nitially introduced in 2007 as part of
"Gesetz zur Neuregelung der
Telekommunikationsuberwachung und anderer

verdeckter ErmittlungsmaBinahmen sowie zur
Umsetzung der Richtlinie 2006/24/EG"

= |n 2010 suspended by Bundesverfassungsgericht

= Reintroduced in December 2015

= Storage of communication meta data
= Meta communication information of users for 10 weeks
= |ocation data for 4 weeks
= Contents of text messages (due to technical requirements)

Privacy vs. Data, SS 2016, Chair of Mobile Business & Multilateral Security




mobile N\ Illustration of possible consequences
business of ,,Vorratsdatenspeicherung®

Green party politician Malte Spitz sued to have German telecoms giant Deutsche Telekom hand over six months
of his phone data that he then made available to ZEIT ONLINE. They combined this geolocation data with
information relating to his life as a politician, such as Twitter feeds, blog entries and websites, all of which is
all freely available on the internet.

+ Map | Satellit Tuesday, 1 December 2009

- 47 e
Www
Granewald
Kartendaten ® 2015 GeoBasis-DE/BKG (2£2009), Google P»u',:vfgst-:-d ngungen
0 0 + Show the points in time, Malte Spitz
0 Download Data

' Speed 01 Dec 09 17 24‘ was in the selected map segment, too

0 September October November December January February
12

|

24

Source: www.zeit.de/datenschutz/malte-spitz-vorratsdaten
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= The increased usage of IT systems and networks leads to
= huge amounts of data
= easily searchable data
= automatic analysis
= and knowledge extraction

= Data protection / Privacy law alone not sufficient
= Not all processing can be controlled (e.g. every network node).
= Deliberate breaking and bending of law (different legislations on the internet)

= Economic pressure can force customers to give consent to almost any kind of
‘privacy’ policy (e.g. selling privacy for “peanuts”).

= Slow pace of privacy self-regulation in the US, Focus on self-help
= Self regulation by sustaining user ignorance
= Enforcing norms may violate anti-trust.
= Being a good actor (e.g. by exposing privacy practices) increases liability.
= Legal compliance and related business processes (deemed) expensive

Source: Reagle (1998); SelfReg (1999); Bell (2001); Hoofnagle (2005)

= Technical Privacy Protection
= Standardisation

Privacy vs. Data, SS 2016, Chair of Mobile Business & Multilateral Security
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= What is Privacy?

» Data Protection Directives and Laws
= Technical Data Protection

= General Requirements for Privacy

= Selected Privacy Approaches

= One more thing ...
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business Technical Data Protection

)

= |ndividuals :

= want to control the amount of identity information visible from
the outside.

= consider what personal information they reveal to whom.

= Typical protection techniques are:

= Anonymization and identity management tools
= Data encryption

= Spontaneous switching between different levels of anonymity
and pseudonymity depending on the context

Privacy vs. Data, SS 2016, Chair of Mobile Business & Multilateral Security 29 F




mﬁ%lﬁe\\ss WWWw.anonymizer.com

Client Browser Anonymizer Proxy WWW Server

www.anonymizer.com

N Client (anonymity) is protected in an “anonymity set” of all
possible proxy clients.

V' Anonymizer learns about client’s activities / interests.
V' No protection against attackers with global view.

Privacy vs. Data, SS 2016, Chair of Mobile Business & Multilateral Security 30 F
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business Tor Network

= Tor is a network of virtual tunnels that allows
people and groups to improve their privacy and T()'
security on the Internet.

= Distributed anonymous network

= Tor allows users to change circuits during
sessions

—->Aims to minimize linkability of actions

Privacy vs. Data, SS 2016, Chair of Mobile Business & Multilateral Security 31 F
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bUSINESS Mixes and Onion Routing

= Communication is anonymised by multiple mix
servers, also called onion routers.

Privacy vs. Data, SS 2016, Chair of Mobile Business & Multilateral Security
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bUSINESS How Tor works (1)

Ef) How Tor Works: 1 &5 Tor node

« « = unencrypted link
—p encrypted link

Alice

- 4 4

A
- Step 1: Alice’s Tor

- client obtains a list
- of Tor nodes from - P—

a directory server. Jane

Dave Bob

http://tor.eff.org F
33
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bUSINESS How Tor works (2)

) How Tor Works: 2 &5 Tor node

« « 4 unencrypted link
—p encrypted link

Alice
|- -a & =

Step 2: Alice's Tor client

picks a random path to

destination server. Green -
links are encrypted, red

links are in the clear. —— - = Jane
Dave - = — Bob

http://tor.eff.org F
34
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How

Tor works (3)

Step 3: If th

in the clear.

L

Ef) How Tor Works: 3

e user wants

access to another site,
Alice's Tor client selects
a second random path.
Again, green links are
encrypted, red links are

-

Dave

-
.....
'''''''

CEt) Tor node
« « = unencrypted link
g encrypted link

Privacy vs. Data, SS 2016, Chair of Mobile Business & Multilateral Security
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= Anonymous Credentials are used to prove privileges
or attributes of their owner without revealing its
identity, e.g. to prove, that

= a device contains an unrevoked Trusted Platform Module
(TPM); this is also called Direct Anonymous Attestation

= the owner possesses a subscription and is of the required
age, e.g. for an identity management system supporting
anonymous video download

» Such a system needs to have the following

properties: i

= Unforgeability of credentials _‘Q

= Unlinkability of credentials // 9

= No credential sharing ¢ o —

= Consistency of credentials T .9 :E“
s

Privacy vs. Data, SS 2016, Chair of Mobile Business & Multilateral Security
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business ldemix: Car Example

ff
,,' / i / i."’ [ ]
Ll Li cense

Anonymity
g J Revocation
=/

\?\\Qﬁ\ D *

= What happens if a user exchanges information with multiple
parties?

» The user has different pseudonyms with different parties.

= The user uses credentials to prove that he has a driver’s
license and an insurance.

Privacy vs. Data, SS 2016, Chair of Mobile Business & Multilateral Security 37 E




mobile N\ Online Tracking Protection:
business DoNotTrack Flag

DoNotTrack Flag

= Browsers are signaling advertising networks via the DoNotTrack
Flag not to track the online behaviour of their users

= Problem: Advertising networks and other data collectors can either
respect or ignore the DoNotTrack Flag

= Solution Approach: Privacy Badger - Enforcing respect for the
DoNotTrack Flag (www.eff.org/privacybadger)

Privacy vs. Data, SS 2016, Chair of Mobile Business & Multilateral Security 38 F



mobile N\ Online Tracking Protection:

business CookieCooker

Confuses data collectors e e

= Exchange of cookies between taiaca CookieCooker . . . 3
USers : .y © google.de : Q 3

= Exchange of identities ® googlecon % AP, 3

= Use of ,faked” data . g, o

= User-defined identity R e g A S A
management [ T |

ﬂ

4

» Assistance for the registration - Ay,

= Application of ,,real“ and
,fJaked“ data

= Spam protection through
disposable email addresses

= Ad blocking
» Integrated with JAP Anonymizer

Privacy vs. Data, SS 2016, Chair of Mobile Business & Multilateral Security




mobile N\ Online Tracking Protection:
business Tracking Protection Lists

Tracking Protection Lists g g

= Tracking Protection is build into a web browser
(e.g. Internet Explorer 9 or later).

= Based on black lists, browsers prevent tracking data
being transferred to advertising networks or other data

collectors while Online advertisements are still being
displayed.

= Problems

= Who maintains and updates the lists?
= Do users understand the black list concept?
= What if tracking protection is turned on by default?

Privacy vs. Data, SS 2016, Chair of Mobile Business & Multilateral Security 40 F




mobile N\ Online Tracking Protection:

business

Vv Google Q| @ ‘ﬂ‘ %) 6

Detected trackers from these sites:

script.ioam.de

ad-emea.doubleclick.net

ad.yieldlab.net

counts.yieldlab.net

static.unister-adservi...

w.unister-adservices.com

m.unister-adservices.com

googleads.g.doubleclic...

cm.g.doubleclick.net
What is Privacy Badger?

Privacy Badger

@5

@ Privacy Badger

Privacy Badger is protecting you on this page.
These sliders let you control how privacy badger

handles each tracker.”

Could not detect any tracking cookies.
| Disable Privacy Badger for This Site |

| Deactivate Privacy Badger |
What is Privacy Badger?

Privacy vs. Data, SS 2016, Chair of Mobile Business & Multilateral Security
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mobile  Privacy-friendly Search Engines,
e.g. Duck Duck Go

business

Take back your privacy!

H H ! riva
Switch to the search engine that doesn't track you. privacy Q >
Bilder Videos
Privacy - Wikipedia
privacy policy (auch Datenschutzrichtlinie oder Datenschutzerkl&rung) Diese Seite ist eine Begriffsklarung
zur Unterscheidung mehrerer mit demselben Wort ...
W de.wikipedia.org/wiki/Privacy
Privacy (Spiel) - Wikipedia
Privacy; Daten zum Spiel; Autor: Reinhard Staupe: Grafik: Oliver Freudenreich: Verlag: Amigo:
Erscheinungsjahr: 2004: Art: Brettspiel: Mitspieler: 5 bis 12: Dauer: ca ...
W de.wikipedia.org/wiki/Privacy_(Spiel)
Privacy Policy - Privacy & Terms - Google
Transparency and choice. People have different privacy concerns. Our goal is to be clear about what
information we collect, so that you can make meaningful ...
G google.com/policies/privacy/
dict.cc | privacy | Wérterbuch Englisch-Deutsch
Ubersetzung fiir privacy im Englisch-Deutsch-Wérterbuch dict.cc.
[ dict.cc/?s=privacy
42
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bitcoin

= Decentralized (peer-to-peer) digital
currency and payment system

= Block-Chain as central component
logging all transactions

= Cryptographic foundation

Fle Settings Help

@ Send Coins Address Book

Your Bitcoin Address: |1PWZWeDsSwaSmkiOVErquradcYLKCYkP | ‘ New... ‘ ‘ Copy to Clipboard

v Bitcoin -0 X

/R d | Sent | R d
Date Description Debit Credit
11/12/10 12:59 To: EFF IMCwBbhNGpShRmS5rC1Aims2YFRe2SXPYKt
3/uncon firmed 11/12/10 12:56 Received with: 1PW2WeDsSwy... (Your Address) +0.07
6 confirmations 11/12/10 12:46 Received with: 1PW2WeDsSwy]... (Your Address) +0.05
8 connec tions 97018 blocks 3 transac tions

Anonymous Payments
(e.g. via Bitcoin)

I Bitcoin Kurs

391,82 €

owere
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Encryption for Privacy

= Encryption is the transformation of data into
ciphertext, which typically cannot be understood by

unauthorized parties.

= Basic Principle

(

Plain Text

acy vs. Data, SS 2016, Chair of Mobile Business & Multilateral Security
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Encryption

)

<

Decryption

Secret Key>

-

Ciphertext

|

~
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bUSINESS Encryption for Privacy (cont‘d)

= Symmetric Encryption

= Sender and receiver share the same secret key used to encrypt/decrypt a
message

= Challenge: How to securely share the secret between sender and receiver?

= Asymmetric Encryption

= Receiver has a private and public key. Senders encrypts message with public
key while receiver of message decrypts message

= Challenge: How to deal with the high computing/processing requirements?

= Hybrid Encryption

= Mix of symmetric and asymmetric encryption, which combines the best of both
worlds

=  Asymmetric encrypted message used to share the secret symmetric key
between sender and receiver. Then switch to symmetric encryption for the
actual messages

Privacy vs. Data, SS 2016, Chair of Mobile Business & Multilateral Security
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buSiness Encryption for Privacy (cont‘d)

[/ Y

) %/
~é boxcryptor

= Encryption of data in different states

= Encryption of stored data
= BoxCryptor, Spideroak
= Zero Knowledge Encryption

= Encryption of data in transit
= Transport Layer Security

= Encryption of data being processed
= Hardly possible, mainly still research

= Threads to encrypted data
= Weak passwords
= Carelessly revealed keys
= Man-in-the-Middle Attacks (symmetric encryption)
= Weak implementation of encryption algorithms
= Weakly designed encryption algorithms
= |mplementations contain backdoors

Privacy vs. Data, SS 2016, Chair of Mobile Business & Multilateral Security




mobile X\ Privacy-enhancing Technologies (PET)
bUSineSS alone are not sufficient

= Anonymisation and Pseudonymisation

» Mix-Master, Onion Routing, Anonymous Payment, Anonymous
Credentials

= A myriad of techniques and algorithms

= |ssues of PETs

= Lack of integrated privacy protection for

= business processes

= for user interfaces

= for applications in general
= PETs affect service quality and performance
= Playing Cat and Mouse with “Big Brother”

» Privacy and service quality are always a trade-off. Which
personal data to disclose and which to hide?

Privacy vs. Data, SS 2016, Chair of Mobile Business & Multilateral Security
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= What is Privacy?

» Data Protection Directives and Laws
= Technical Data Protection

= General Requirements for Privacy

= Selected Privacy Approaches

= One more thing ...
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= Anonymity
is the condition of not being identifiable within a set of subjects.
The anonymity set for a given action is the set of all subjects who
might have triggered the action.

Concepts in the Privacy Context

= Pseudonymity
is an identifier used in place of the “real” identities, e.g., name,
unique id number, of a given user. Pseudonymous identifiers can
be made conditional and accountable using cryptographic building
blocks.

= Unlinkability
is the condition in which a third party cannot determine whether
two actions or two data items belong to a single user. Unlinkability
is central to another privacy related concept called the separation
of identities.

Source: GINI (2011)

Privacy vs. Data, SS 2016, Chair of Mobile Business & Multilateral Security 49 F



mobile  Concepts in the Privacy Context

Priva

business (cont’d)

= Separation of Identities
the condition of guaranteeing that separate partial
identities of a given user are unlinkable.

= Separation of Audiences
the condition in which a user can control the audience
of the information s/he reveals. The flexibility of the
access control models determine the type of separation
of audiences that can be practiced by the user.

Source: GINI (2011)
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= What is Privacy?

» Data Protection Directives and Laws
= Technical Data Protection

= General Requirements for Privacy

= Selected Privacy Approaches

= One more thing ...
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mtg)tlfsl,lﬁe\ss ( l ) Privacy by (Re)Design

* Privacy by Design advances the view that the future of privacy
cannot be assured solely by compliance with regulatory
frameworks; rather, privacy assurance must ideally become an
organization’s default mode of operation.

'Wb Drivacybyd

* Privacy by Design states that privacy and data protection are
embedded throughout the entire life cycle of technologies, from
the early design stage to their deployment, use and ultimate
disposal.

= The objectives of Privacy by Design — ensuring privacy and gaining
personal control over one’s information and, for organizations,
gaining a sustainable competitive advantage — may be
accomplished by practicing the 7 Foundational Principles

Source: Ann Cavoukian, Privacy Data Commissioner of Canada
52
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Priva

bUSINESS Privacy by Design Principles
. Proactive not Reactive; Preventative not Remedial

. Privacy as the Default Setting

. Privacy Embedded into Design

Full Functionality — Positive-Sum, not Zero-Sum
End-to-End Security — Full Lifecycle Protection
Visibility and Transparency — Keep it Open

Respect for User Privacy — Keep it User-Centric

N O O AN W IN =

cy vs. Data, SS 2016, Chair of Mobile Business & Multilateral Security
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business More Privacy Concepts

* Privacy by Default

= The collection, display and sharing of personal data
is not allowed without explicit consent of a user

* Transparency

= Organisations need to make transparent to their
users what personal data they collect and how they
process and use it

= Right to be forgotten

= Users have the right to have their personal data
(stored by organisations) deleted at their command

Privacy vs. Data, SS 2016, Chair of Mobile Business & Multilateral Security




mobile N\ User Awareness as Prerequisite for
bUSineSS Privacy Protection in General

= Take This Lollipop, www.takethislollipop.com
(Scary visualisation of a user’s Facebook profile)

= DoNotTrack, https://donottrack-doc.com/de/intro/
(Personalised Web-Series about the business with our data)

= Facebook Privacy App, http://app.europe-v-facebook.org
(what Facebook shares about you)

= Need a debit card, www.twitter.com/NeedADebitCard
(Tweets about pictures of debit cards taken by their owners)

= Lamebook, www.lamebook.com
(Funny & embarrassing (un)-intented public Facebook posts

= Ghostery, www.ghostery.com
(Alerts about online trackers on Websites, Browser Plug-In)

= Panoticlick, panopticlick.eff.org/
(Tests the uniqueness of your browser fingerprint)

= Everything Google Knows http://www.techinsider.io/how-to-see-everything-
google-knows-about-you-2015-10
(Overview on the aspects Google knows about us)
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mobile N\
business

= What is Privacy?

» Data Protection Directives and Laws
= Technical Data Protection

= General Requirements for Privacy

= Selected Privacy Approaches

= One more thing ...
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mobile N\ NSA & Co.
business Some press statements

Only technology is the limit ...

= NSA: Large scale attack on encryption technology

= NSA: Surveillance of German chancellor’s mobile phone

= NSA: Access to all major smartphones (operating systems)
= NSA: XKeyScore as real-time analysis tool to handle massive amount of collected data
= NSA: Access to Telecommunications providers infrastructures

= NSA: PRISM program: Direct access to user data of Microsoft, Google, Yahoo, Facebook, Paltalk,
Youtube, Skype, AOL und Apple

= GCHQ: Storage of all data transmitted through certain Internet backbone (sea) cables

= Direction Générale de la Sécurité Extérieure (DGSE): Storage of communication meta data and
user activities on Google, Apple, etc.

= NSA: Surveillance of metadata for phone calls & scanning of letter post

= Latest on NSA: Possible access to some SIM-Card crypto keys and possible ability to compromise
hard drive BOOT-ROMs with malware

Further information:

=  http://www.heise.de/newsticker/meldung/Was-bisher-geschah-Der-NSA-Skandal-im-Jahr-1-
nach-Snowden-2214943.html (1 years summary of NSA scandal)

. (Interactive timeline of NSA events)
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mobile N\ NSA & Co. and Privacy
business Not all is lost ...

= As it appears, the NSA is able to virtually access and also
manipulate all communications running across the Internet or
Telecommunication infrastructures

= Why should we then start/continue to care about our privacy?

\/

= Privacy is always context dependent

= You still want to protect your personal data against online enterprises, otherindividuals or
other entities

= Aiming at End-2-End encryption for all sensitive (Internet) communications
can become the first level of defence or at least a start
= Reliable encryption mechanisms are hard to break
= Exception: Via known exploits or backdoors
= So how can we know?
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mobile N\ NSA & Co. and Privacy
business Not all is lost ... (cont’d)

= Trusted, reliable communication infrastructures need
to be established

= How does one know that an infrastructure can be trusted?
» Infrastructures could be audited by independent Third Parties, but why should the latter be trusted then?
= Open Source software, which could be inspected by everyone
(theoretically), should be fostered

» Could such inspections work for enterprises/NGOs: Yes/Maybe. For individuals: Most likely no. So it’s trust
again, right?

= Switching to more secure software alternatives

= E.g. switching from WhatsApp to Threema
= No 100% guarantee of privacy protection, but several indications for a more secure approach
» Does not protect against backdoors on a phone

= As always there is no 100% security for protecting
privacy, but with some effort (by individuals, industry
and (EU-)regulators) it can be significantly increased.
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mobile N\

buSiness Further Readings

Impact of Surveillance & Awareness

= http://techcrunch.com/2015/01/25/what-happens-to-privacy-when-the-internet-
is-in-everything/

= https://netzpolitik.org/2016/studie-online-ueberwachung-bringt-abweichende-
meinungen-zum-schweigen/

=  http://www.heise.de/newsticker/meldung/EU-Datenschuetzer-warnt-vor-Big-Data-
Diktatur-3009139.html

=  http://www.heise.de/newsticker/meldung/Informationelle-Selbstbestimmung-und-
Grundrecht-Internet-Neues-Denken-zwischen-alten-Fronten-3025755.html

=  http://www.heise.de/newsticker/meldung/Online-Mobbing-Skype-versteckt-jetzt-
standardmaessig-IP-Adressen-3082646.html

=  http://www.heise.de/newsticker/meldung/Das-digitale-Leben-nach-dem-Tod-wird-
zum-Geschaeft-2866992.html
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mobile N\
business

Technical Protection

Legal

Further Readings (cont‘d)

http://www.travelbook.de/service/sie-verraet-mehr-als-man-denkt-darum-sollte-
man-seine-bordkarte-nach-dem-flug-vernichten-726557.html

http://t3n.de/news/duckduckgo-alternative-suchmaschine-wachstum-668840/

http://m.heise.de/ix/meldung/EU-Datenschuetzer-veroeffentlichen-Anleitungen-
zum-Umgang-mit-elektronischer-Kommunikation-3062009.html

http://m.heise.de/ct/ausgabe/2015-1-Wie-Sie-lhre-Facebook-Daten-schuetzen-
2483757 .html?from-classic=1

http://www.heise.de/newsticker/meldung/Privacy-Badger-Browser-Plugin-fuer-Do-
Not-Track-mit-Nachdruck-2181593.html

https://netzpolitik.org/2016/eu-parlament-beschliesst-
datenschutzgrundverordnung

http://www.sueddeutsche.de/digital/datenschutz-statt-safe-harbor-privatsphaere-
schild-soll-europaeische-daten-in-usa-schuetzen-1.2846552

http://arstechnica.com/tech-policy/2016/02/interview-safe-harbour-2-0-will-lose-
again-argues-max-schrems
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