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§ Google

§ Facebook
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§ Disruptive Business Models
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Structure of Case Studies

§ Business Model
§ Value Proposition
§ Architecture of Value Creation
§ Revenue Model

§ Personal Data 
§ User Identification
§ Data Collection
§ Data Processing
§ Data Usage

§ Privacy Risk

§ Privacy Protection
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Alphabet / Google
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Source: Arstechnica.com
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Google Search Engine

§ Founded on 4th September 1998
by Larry E. Page and Sergei M. Brin

§ “Google’s mission is to organize the
world’s information and make it 
universally accessible and useful”
(Google)

§ Core competence and revenue stream is “Web Search”

§ Some figures …
§ Revenue in 2015: $ 74,5 billion (Google Inc. 2016)
§ Profit in 2015: $ 23,4 billion (Google Inc. 2016)
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Value Proposition of GoogleSearch in 
a Two-sided Market

Google 

Advertiser Users

€

Value 
Proposition

Value 
C

reation
Revenue 
M

odel€

Product 
Offerings
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Google AdWords Business Model



…
…

...

Privacy vs. Data, SS 2016, Chair of Mobile Business & Multilateral Security

Business Model
Value Proposition (1)

§ Benefit for Users
§ Free Web Services, e.g.

§ Search, Video, Mail
§ Docs, Browser
§ Social Networking
§ …

§ Search Web Services are OS-independent, 
cloud-based, collaboration-enabled, …

Value 
Proposition

Value 
C

reation
Revenue 
M

odel
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Business Model
Value Proposition (2)

§ Value for Advertisers (Customers)
§ AdWords (Keyword Targeting), incl. data on

§ Search Query
§ IP Location
§ Language

§ AdSense (Context/Content-based Targeting)
§ Website related
§ User Interest related
§ Used outside the Google services

Value 
Proposition

Value 
C

reation
Revenue 
M

odel
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Business Model
Value Proposition (3)

Value 
Proposition

Value 
C

reation
Revenue 
M

odel

AdWords Examples

AdWords in Google Online Search
Location-based Advertising 
in Google Maps (iPhone)

10



…
…

...

Privacy vs. Data, SS 2016, Chair of Mobile Business & Multilateral Security

Business Model
Value Proposition (4)

AdSense Example

Value 
Proposition

Value 
C

reation
Revenue 
M

odel
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Source: onlineincomelab.com/
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Business Model
Architecture of Value Creation

Value 
Proposition

Value 
C

reation
Revenue 
M

odel
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Business Model
Revenue Model (2)

§ AdWords Auction (high-level perspective)
§ Bid x Quality score 
§ Quality score = Click-Through Rate x Landing 

Page Quality x Landing page Load Time x 
Geographical Considerations x Ad Content vs. 
Keyword Relevance

§ Cost per Click, per Acquisition, per View
§ Google charges the bid amount of the auction 

winner

Value 
Proposition

Value 
C

reation
Revenue 
M

odel
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Business Model
Revenue Model (3)

AdSense: Revenue Sharing

§ Website owners integrate Google advertisements 
into their own website

§ Every time an advertisement is displayed or 
clicked, Google charges the advertiser

§ This revenue is shared between advertisers and 
Google

Value 
Proposition

Value 
C

reation
Revenue 
M

odel
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AdSense Revenue Share Concept

€ Publish

Publish
Revenue 
Sharing

Advertiser Google 
Search

Website 
Owner

€ €

Advertiser Area Google Area
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Personal Data:
User Identification 

§ Google User Account
§ Cookies (expire after a certain period of time)

§ On own services
§ On Third Party websites connected via Google 

Analytics or Google AdSense

§ IP address (gets anonymised after certain 
period of time)

§ Unique identifiers in
§ Mobile OS, mobile devices, mobile apps, …
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Personal Data:
Data Collection

§ Notebook usage (Chrome OS)
§ Mobile device usage (Android)
§ Online communication (e.g. Gmail, Google Voice, 

Hangouts)
§ Physical movement data (e.g. Maps, GPS)
§ Online browsing (e.g. Google Analytics, Web Search)
§ Translate Services (e.g. Translate)
§ Personal Assistants (e.g. Ok, Google)
§ Social context data (e.g. Google Plus)
§ Other (e.g. Google DNS)
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Personal Data:
Data Processing Example

Google Ads Settings
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Personal Data:
Data Processing Example (cont‘d)

Google Ads Settings (cont‘d)
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Personal Data:
Data Usage Expamles

§ Targeting of Advertising (e.g. Adwords, 
Adsense, YouTube, Gmail, etc.)

§ Forecasting current and future needs of 
users

§ Improving existing products and services

§ …
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Privacy Risks for Individual Users

§ Collected personal data could be 

§ transferred to Third Parties
§ unwillingly disclosed to other individuals (e.g. photos on 

Google Plus)
§ used for surveillance 

§ Location Profiling, 
§ Internet tracing (e.g. IP address) or 
§ GPS tracking

§ used for any other kind activities (e.g. 
manipulation/influencing of individuals)
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Privacy Protection @ Google

§ Google Dashboard
§ Opt-out of Ad Personalisation
§ Encrypted Search
§ Google Analytics Opt-out
§ Search Personalisation Opt-out
§ Off the record of chats
§ Street View Blurring
§ Unlisted and Private Videos on YouTube
§ Web History Controls
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Google Dashboard – Personal 
Data Management
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§ Google
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Facebook Inc. 

§ Founded on 4th February 2004 by Mark Zuckerberg as 
TheFacebook at the Havard University

§ “Facebook’s mission is to give people the power to share and 
make the world more open and connected” (Facebook)

§ Core competence in the provision of social networking services
§ Complementary services like messages and games were added later

§ Core business revenues generated by advertising, especially 
banner ads 
§ Facebook had the highest share of banner ads in the U.S. (September 2010)

§ Some figures
§ Revenue in 2015: $ 17,9 billion (Facebook 2016)
§ Profit in 2015: $ 3,7 billion (Facebook 2016)
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Value Proposition of 
Facebook in a Two-sided Market

Facebook

Advertiser Users

€

€

Product 
Offerings

26
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Business Model
Value Proposition (1)

§ Benefits for Users
§ Free sharing of content and staying connected 

with your friends 
§ Free social network services complemented by

§ Games, Messenger, Facebook M, Virtual Reality
§ Apps, Open Graph (Connect)
§ Facebook Places, Video chat, Calendar
§ …

Value 
Proposition

Value 
C

reation
Revenue 
M

odel

27



…
…

...

Privacy vs. Data, SS 2016, Chair of Mobile Business & Multilateral Security

Business Model
Value Proposition (2)

§ Value for Advertisers
§ Advertising based on

§ User demographics, e.g.
§ Age, gender, location,
§ Connections, relationship status, birthday,
§ Education level, workplace, language, interests, …

§ Searched Keywords
§ User behavior collected through “Like” 

buttons

à Micro-Targeting capabilities

Value 
Proposition

Value 
C

reation
Revenue 
M

odel
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Business Model
Value Proposition (3)
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Business Model
Architecture of Value Creation

Value 
Proposition

Value 
C

reation
Revenue 
M

odel

collects

Support for connecting 
content and data beyond 
Facebook• OpenGraph (Like Button)
• Facebook Connect
• Facebook Analytics
• Graph APIs
• ...

Facebook Services

• Apps & Games
• Calendar
• Marketplace
• Video Chat
• Micro-Payments

generatessupports

Third Party apps User & Traffic

collects

supports

User data

supports

User Data

Facebook Advertising

Advertising Types

Advertisers

pr
ov

id
es

finances
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Business Model
Acquisition of Instagram, TagTile & WhatApp

§ 33% of Facebook’s traffic originates from 
mobile devices (newsroom.fb.com)

§ Mobile Advertising is a challenge for Social 
Networks

§ Instagram can help to learn more about 
user’s mood and context.

§ TagTile builds a bridge to local 
advertising business.

§ WhatApp as the major messenger in the 
mobile world, whose acquisition removes 
competition and gains users as well as 
most valuable mobile data (e.g. phone 
numbers)
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Business Model
Main Revenue Model

§ Auctioning of Advertising Space (Example)
§ Bid x Click-Through-Rate/Impressions x Quality
§ Quality = OpenGraph Results x Country x Ad Relevance to 

profile x Page Quality

§ Pay-Per-Click (PPC) Model 
§ Facebook gets the bid amount of the auction winner 

(advertiser) - if an ad is clicked by a user 

§ Pay-Per-Impression (PPI) 
§ Facebook gets a predefined amount per thousand 

impressions

Value 
Proposition

Value 
C

reation
Revenue 
M

odel
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Personal data
User Identification 

§ Facebook account
§ Name, user name, eMail, IDs, etc.

§ User pictures
§ Face recognition

§ Cookies
§ For own services
§ for Third Party websites connected by OpenGraph

§ Browser Fingerprinting?
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Personal data
Data Collection

§ Social-Interaction Data 
§ Social connections (e.g. friends list, family relations, etc.)
§ Interests (e.g. user profile, fan page likes, clicked ads, 

gaming, posts, etc.)
§ Education and job related data (taken from user profile)
§ Hobbies (taken from user profile)
§ Communication behaviour (e.g. video chat, comments, etc.)

§ Location-based data 
§ Facebook places, Facebook location tracking, Instagram etc.

§ User Transactions via Facebook
§ Market-place, user micro-payments to app providers

§ Other Online behavioural data (FB site tracking, Open 
Graph (Like Buttons), etc.)
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Personal data
Data Processing (1)

§ From the collected data, Facebook extracts and categorises 
user attributes relevant for advertising

§ Facebook Category Targeting Manager (by Facebook Studio)
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Personal data
Data Usage

§ „We use the information we receive about you in connection with 
the services and features we provide to you and other users like 
your friends, the advertisers that purchase ads on the site, and the 
developers that build the games, applications, and websites you 
use. For example, we may use the information we receive about 
you:
§ as part of our efforts to keep Facebook safe and secure;
§ to provide you with location features and services, like telling you and your 

friends when something is going on nearby;
§ to measure or understand the effectiveness of ads you and others see;
§ to make suggestions to you and other users on Facebook, such as: suggesting that 

your friend use our contact importer because you found friends using it, 
suggesting that another user add you as a friend because the user imported the 
same email address as you did, or suggesting that your friend tag you in a picture 
they have uploaded with you in it.”

(Facebook, 2011)
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Privacy Risks for Individuals

§ Collected personal data could be

§ transferred to Third Parties
§ unwillingly disclosed to other users (e.g. photos on 

Facebook)
§ used for surveillance 

§ Location Profiling, 
§ Internet tracing (e.g. IP address) or 
§ GPS tracking

§ used for any other kind activities (e.g. 
manipulation/influencing of individuals)
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Facebook Privacy Protection

§ Types of Privacy Protection

§ Privacy Protection towards other individuals in 
Facebook (e.g. Facebook friends)

§ Privacy Protection towards Third Parties 
(e.g. Facebook apps)

§ Privacy Protection towards Facebook itself
§ Is this possible if an individual …

§ is a Facebook member?
§ is a non-Facebook member?
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Facebook Privacy Protection 
(Individuals/Third Parties)
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Agenda

§ Case Study Structure

§ Google

§ Facebook

§ Apple

§ Amazon

§ Disruptive Business Models

§ Conclusion
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Apple Inc. 

§ Founded on 1st April 1976 by Steve Jobs, Steve Wozniak and Ronald 
Wayne as Apple Computer in Los Altos, California
§ Until 1985, Apple I and Apple II dominated the personal computer market. 
§ In 2003, Apple entered the music market, introducing the iPod and iTunes Store
§ In 2007, Apple has revolutionised the mobile phone market with the iPhone. Other 

mobile devices such as iPad or Apple Watch followed in the next years

§ Today, Apple’s core business is selling hardware, software and 
contents complemented by its iAds platform 

§ Some figures
§ Revenue (in 2015): $ 233,7 billion 
§ Profit (in 2015): $ 53,4 billion

Source: telegraph.co.uk
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Value Proposition of 
Apple in a Two-sided Market

Apple

Content Providers Users

Value 
Proposition

Value 
C

reation
Revenue 
M

odelConsumption

Content Provision
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Business Model
Value Proposition (1)

§ Benefits for Users
§ Content

§ Movies, TV shows, music, etc.

§ Hardware Devices
§ iPhone, iPad, Apple TV, iPod, Watch
§ MacBook, iMac, displays

§ Software
§ OS, Office, Mobile Apps, etc.

§ Complementary OS integrated services
§ iCloud, Apps Store, 
§ iMail, iCalendar
§ iTunes Music Match

Value 
Proposition

Value 
C

reation
Revenue 
M

odel
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Business Model
Value Proposition (2)

§ Value for Content Provider/Advertisers
§ Sales Channel incl.

§ Promotion system
§ Payment system
§ Infrastructure (e.g. storage & distribution)
§ …

§ Advertising Platform (for Advertisers)
§ iAds Infrastructure
§ User contacts
§ …

Value 
Proposition

Value 
C

reation
Revenue 
M

odel

44



…
…

...

Privacy vs. Data, SS 2016, Chair of Mobile Business & Multilateral Security

Business Model
Architecture of Value Creation

Value 
Proposition

Value 
C

reation
Revenue 
M

odel
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Business Model
Revenue Model (1)

§ Main Source: iPhone Sales (Q1/2016) Value 
Proposition

Value 
C

reation
Revenue 
M

odel
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Business Model
Revenue Model (2)

Value 
Proposition

Value 
C

reation
Revenue 
M

odel

iPhone 4S without contract (16GB, 32GB, 64GB): $649, $749, $849.

47

High margin phone business … 
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Personal Data:
User Identification 

§ Apple ID
§ Product serial number
§ Cookies 
§ IP-address
§ Unique identifier in

§ Browser 
§ OS, Mobile Device

§ Required user information during device set up (e.g. 
phone number, address, bank account)
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Personal Data:
Data Collection

§ Observed Behavioural User Data 
§ Entertainment consumption (e.g. iTunes Store)
§ News (e.g. Newstand) 
§ Notebook usage (MacBooks)
§ Mobile device usage (iPhone, iPad)
§ Communication (e.g. iMessage)
§ Browsing (e.g. Mobile Safari)
§ (Real-time) Location-based data (e.g. GPS, Maps)
§ Voice data (Siri)
§ Communication data (e.g. iCloud Mail)
§ Calendar data (e.g. iCloud Calendar)
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Personal Data:
Data Processing

§ From the collected data, Apple generates
users profiles which serve to foster its business
§ Content consumption preferences
§ Favourite mobile apps
§ Devices owned by a user
§ General communication habits
§ Profiles for targeted ads

Raw
User 
Data

User 
Profiles
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Personal data:
Data Usage

§ Improve existing products and services, e.g.
§ by allowing iOS to run certain background services
§ Theses services were selected for the analysis of  

mobile app usage 

§ Content promotions and recommendations
§ (e.g. iTunes Store, MacOS Apps Store)

§ Targeting of Advertisement in the iAd System
§ Based on installed mobile apps on an iOS device
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Privacy Risks for Individuals

§ Collected personal data could be

§ transferred to Third Parties
§ hacked and misused (e.g. credit card details of customers)
§ used for surveillance

§ Location Profiling, 
§ Internet tracing (e.g. IP address) 
§ communication tracking

§ used for any other kind activities (e.g. manipulation/influencing 
of individuals)

à Apple is (theoretically) able to collect data about 
virtually almost any aspect of the online behaviour of 
individuals
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Privacy Protection
Apple‘s „Ad Opt Out“ Options
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Agenda

§ Case Study Structure

§ Google

§ Facebook

§ Apple

§ Amazon

§ Disruptive Business Models

§ Conclusion
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Amazon.com Inc. 

§ Founded in 1994 by Jeff Bezos in the state of Washington, USA.
§ At first only an online bookstore 
§ In that time the core competence was selling books and offer far more 

titles than offline bookstores 
§ During the last years Amazon has merged and acquired a lot of companies 

to expand their business to other categories (e.g. electronic staff, music, 
etc.)

§ Today, Amazon is the world’s largest online retailer, Cloud service 
provider and Marketplace provider

§ Some figures
§ Revenue (in 2015): $ 107 billion
§ Profit (in 2013): $ 596 million

Source: variety.com
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Value Proposition of 
Amazon in a Two-sided Market

Amazon

Content /Product
Providers Users

Value 
Proposition

Value 
C

reation
Revenue 
M

odelConsumption
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Business Model
Value Proposition (1)

§ Value for End Customers
§ Services

§ Shopping Platform with many categories
§ Amazon Publishing 
§ eContent (music, e-books, video streaming, etc.)
§ …

§ Products
§ Amazon Kindle
§ Amazon Fire Phone, TV, Tables, …

Value 
Proposition

Value 
C

reation
Revenue 
M

odel
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Business Model
Value Proposition (2)

§ Value for Product & Content Providers

§ Sales Platform
§ Payment Services
§ Infrastructure Services
§ Promotional Offerings
§ Marketplace for Third Party Vendors
§ Multi-Channel Approach  

Value 
Proposition

Value 
C

reation
Revenue 
M

odel
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Business Model
Architecture of Value Creation

Value 
Proposition

Value 
C

reation
Revenue 
M

odel
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Source: seoromeo.com (2011)
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Business Model
Architecture of Value Creation 

Example (cont’d)
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Business Model
Revenue Model

§ Amazon generates the most revenue from 
electronics, media & cloud services (B2B)
(direct revenues)

§ Amazon offers a Marketplace platform for Third 
Party merchants and cloud services (direct 
revenues)

§ Amazon complements product catalogues with 
Third Party advertisements (indirect revenues)

§ …

Value 
Proposition

Value 
C

reation
Revenue 
M

odel
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Personal Data:
User Identification

§ Customer account (e.g. phone number, 
address, bank account)

§ Cookies 
§ IP-address
§ Unique identifier in Kindle
§ …
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Personal Data:
Data Collection

§ Consumer Behavioural Data 
(Own/Third Party websites)
§ Search data
§ Transaction data
§ Rating system
§ Review data 
§ Wish list
§ “Liked” products
§ “Disliked” products
§ Browsed products
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Personal data:
Data Processing

§ From the collected data, Amazon extracts 
user profiles, which help fostering their 
business (i.e. sales of products)
§ Content consumption preferences
§ Product purchase preferences
§ General customer interests

Explicit & 
implicit 

data from 
users

User 
Profile
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Personal data:
Data Usage

§ Generated user profiles are used in the recommender system to
§ Promote products relevant to a user 
§ Promote complementary or related products
§ Align product and service offerings to current/future demand
§ …
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Privacy Risks for Individuals

§ Collected personal data could be

§ transferred to Third Parties
§ hacked and misused (e.g. credit card details of customers)
§ used for surveillance 

§ Location Profiling, 
§ Internet tracing (e.g. IP address)

§ used for any other kind activities (e.g. manipulation / 
influencing of individuals)

§ used for unfair price differentiation for products
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Privacy Protection
Overview of Selected Options

§ Delete cookies after each session (when not logged-in)

§ Manage recommendation preferences
§ Deactivate (partially) 
§ Manage actively

§ Manage your Amazon Browsing History

§ Deactivate personalised advertisements
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Example: Managing 
Browsing History
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Agenda

§ Case Study Structure

§ Google

§ Facebook

§ Apple

§ Amazon

§ Disruptive Business Models

§ Conclusion
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Airbnb

§ Airbnb - Rent unique places 
to stay from local hosts in 
190+ countries.
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Uber

§ It develops, markets and 
operates the mobile-app-
based transportation 
network also called Uber. 
The Uber app allows 
consumers to submit a trip 
request, which is routed 
to crowd-sourced taxi 
drivers.
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Airbnb & Uber as Examples of
Disruptive Business Models

Importance of understanding the foundation of 
(disruptive) business models

§ What is the foundation of a business model? 
§ How do they make revenue?
§ What makes them potentially disruptive?
§ How do they compete with (traditional) businesses?
§ What is the role of online/mobile/digital media as enabler for this 

business?
§ What kind of data fuels the business?
§ What is the privacy policy?
§ Why should one trust their service offering? 
§ How do they ensure a certain level of service (quality)?
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Agenda

§ Case Study Structure

§ Google

§ Facebook

§ Apple

§ Amazon

§ Disruptive Business Models

§ Conclusion

73



…
…

...

Privacy vs. Data, SS 2016, Chair of Mobile Business & Multilateral Security

Conclusion on Case Studies

§ All „Big Four“ are not solely offering their products and 
services

§ They grow and maintain their eco-systems (driving their 
business) by actively shaping markets, technology, standards 
and driving innovation

§ Eventually Google, Amazon and Facebook may aim at build a 
net in the net, making them the starting point and center for 
any Internet user 

§ Apple profits currently mainly originate from hardware 
(iPhone) sales. It leverages its eco-system to differentiate 
from other hardware manufacturers. Can it continue like that?
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Conclusion on Case Studies 
(cont’d)

§ Personal data is a fundamental component of all four 
business models in order to provide value to users

§ Depending on the organisation, personal data about different 
aspects of individuals are collected

§ General privacy risks and its consequences are roughly the 
same, but it has to be differentiated between these risks with 
regard to
§ observing user behaviour vs. users actively posting personal data
§ Online vs. mobile user vs. other behaviour

§ Means to protect the privacy of individuals are very different 
for each of the four organisations

à Personal data is required for value provision, privacy 
risks are similar, but protection means differ. 
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Further Readings

§ Social Network / Media Usage
§ http://www.welt.de/icon/article134352155/Hawaiiiii-Das-taegliche-Grauen-

der-Facebook-Postings.html
§ https://medium.com/backchannel/a-teenagers-view-on-social-media-

1df945c09ac6
§ http://www.golem.de/news/jugendliche-und-soziale-netzwerke-geh-sterben-

facebook-1503-112782-2.html

§ Insides about Google
§ http://arstechnica.com/gadgets/2016/01/2016-google-tracker-everything-

google-is-working-on-for-the-new-year/

§ Amazon Strategy & Activities
§ http://uk.businessinsider.com/amazon-google-gurley-2015-9?r=US&IR=T
§ http://m.heise.de/newsticker/meldung/Amazon-Deutschland-Chef-bestaetigt-

unterschiedliche-Preise-2866554.html
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