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= |ntention

= Confidentiality (secrecy of messages):
encryption systems

* |ntegrity (protection from undetected manipulation) and
accountability:
authentication systems and digital signature systems
= Key distribution

= Symmetric:
Both partners have the same key.

= Asymmetric:
Sender and addressee have different (but related) keys.

* |n practice mostly hybrid systems
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= Typical applications
= confidential storage of user data

» transfer of data between 2 users who negotiate a key
via a secure channel

= Examples

= Vernam-Code (one-time pad, Gilbert Vernam)

» key length = length of the plaintext
(information theoretically secure)

= DES: Digital Encryption Standard
= key length 56 bit, so 256 different keys

= AES: Advanced Encryption Standard (Rijndael, [NIST])
= 3 alternatives for key length: 128, 192 und 256 bit
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Keys have to be kept secret
- secret key crypto system

It must not be possible to infer on the plaintext
or the keys used from the encrypted text (ideally
encrypted text Is not distinguishable from a
numerical random sequence).

Each key shall be equally probable.

I nmrimAainla Aa~rlh cvicetAarm wwindh limastad Lav, 1A n
Il PIIIIL;IIJIC caull DYDLCIII VVIULIT 11T U r\cy ITI

IS breakable by testing all possible keys.
Publication of encoding and decoding functions

(algorithms) is considered as good style and is
trust-building.

g h

Symmetric Encryption Systems
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B |C |D|E F |G |H |l |J |[K|L |M
0112 |3 1|4 5|6 |7 |8 1|9 [10/11|12
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= We assign a number for every character.

= This enables us to calculate with letters as If
they were numbers.
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HELLO

74111114
\ KHOOR .| HELLO
/ ‘ 74111114
E 107 1414 17
7
3 a X
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= Very simple form of encryption.

= The encryption and decryption algorithms are very
easy and fast to compute.

* |t uses a very limited key space (n=26)

= Therefore, the encryption is very easy and fast to
compromise.

Assessment of Caesar Cipher

13
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Advanced Encryption Standard

The Data Encryption Standard (DES) was designed
to encipher sensitive but not classified data.

The standard has been issued in 1977.

In 1998, a design for a computer system and
software that could break any DES-enciphered
message within a few days was published.

By 1999, it was clear that the DES no longer
provided the same level of security it had 10
years earlier, and the search was on for a new,
stronger cipher.

This new cipher is called Advanced Encryption
Standard (AES).

AES has been approved for Secret or even Top
Secret information by the NSA. [Bishop 2005]

15
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Advantage: Algorithms are very fast
Algorithm Performance”
RC6 138 ms
AES 173 ms
SERPENT 200 ms
IDEA 288 ms
MARS 394 ms
TWOFISH 697 ms
DES-ede 726 ms
*) Encryption of 1 MB-blocks with an Athlon 1GHz processor

[J. Buchmann 2005: Lecture Public Key Infrastrukturen,
FG Theoretische Informatik, TU-Darmstadt]

17



mobile N\ Symmetric Encryption
bUSIneSS co Disadvantage: Key Exchange {

/ 3@ \ = |

V\
//rf n*(n 1)/2 Keys h'\
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[adopted from J. Buchmann 2005: Lecture Publlc Key Infrastrukturen,
FG Theoretische Informatik, TU-Darmstadt]
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[J. Buchmann 2005: Lecture Public Key Infrastrukturen, 19
FG Theoretische Informatik, TU-Darmstadt]
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[J. Buchmann 2005: Lecture Public Key Infrastrukturen, 21
FG Theoretische Informatik, TU-Darmstadt]
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[J. Buchmann 2005: Lecture Public Key Infrastrukturen, 22
FG Theoretische Informatik, TU-Darmstadt]
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Use of key pairs instead of one key
» Public key is solely for encryption

» Encrypted text can only be decrypted with the corresponding
private (undisclosed) key.

* Private key cannot be calculated from the public key.

= The public key can be distributed freely, even via insecure
ways (e.g. directory (public key crypto system))

= Messages are encoded via the public key of the addressee.

= Only the addressee possesses the private key for
decoding.

24
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secret area ¢ random number
Key
C - gene-
encryption key, ration
publicly known

d decryption key,

v v kept private

plaintext encrypted text plaintext

—§ I Encryption . C(X) I Decryption. X I

box with slot, access to messages only with a key

[Federrath and Pfitzmann 1997] 25
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RSA
= Rivest, Shamir, Adleman, 1978

* |s based on the assumption that the factorization of the
product of two (big) prime numbers (p*q) is “difficult” (product
IS the public key)

= key lengths typically 1024 bit, today rather 2048 [Rivest et al., 1978]

Diffie-Hellman
= Diffie, Hellman, 1976, first patented algorithm with public keys
= allows the exchange of a secret key

* |s based on the “difficulty” of calculating discrete logarithms in
a finite field

[Diffie, Hellman, 1976]

27




mobile N
business

* |Introduction
= Symmetric Cryptosystems
= Public Key Cryptography
= General Concept
= Algorithms
* Hybrid Systems
= Key Management
= Example: PGP

Agenda t

28




mobile N\ Performance of
+hme

business Public Key Algorithms ¢
Algorithm Performance”

El Gamal 1826 s
RSA 16 s

Disadvantage: Complex operations

with very big numbers
@ Algorithms are very slow
*) Encryption of 1 MB-blocks with an Athlon 1GHz processor

[J. Buchmann 2005: Lecture Public Key Infrastrukturen,
FG Theoretische Informatik, TU-Darmstadt]

29



mlg)t.l?sllﬁe\ss Solution: Hybrid Systems t

symmetric session key

/ \
y 4
) o2& Rer [\
/ J 0TS & ere \
AL T5eop 2
Offer | > | encrypt Lé R P@erTse s %\L decrypt |— Offer
QLo XN ATSe
er’ess & er \
/ A Y
4
T ¥ € 3 T
h :ég"—:ffp h
y D
encrypt decrypt
Alice yP yP Bob

e
hybrid

public encryption private

[J. Buchmann 2005: Lecture Public Key Infrastrukturen, 30
FG Theoretische Informatik, TU-Darmstadt]
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“Man In the middle attack”

A asks for B’s public key

v

but C sends his own

public key C asks for B’s public key

A
v

B sends its public key B

A
<

message ignorantly
encrypted for C

v

message encrypted for B

v

< Keys are certified, that means a third person/institution
confirms (with its digital signature) the affiliation of the public
key to a person

32
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= B can freely distribute his own public key.

= But: Everybody (e.g. C) could distribute a public key
and claim that this one belongs to B.

= |f A uses this key to send a message to B, C will be
able to read this message!

* Thus:
How can A decide if a public key was really created
and distributed by B without asking B directly?

< Keys get certified, i.e. a third person/institution
confirms with its (digital) signature the affiliation
of a public key to entity B.

< Public Key Infrastructures (PKIs)

33




mobile N\ S -
bUSINESS Certification of Public Keys t

Three types of organization for certification
systems (PKIs):

= Central certification authority (CA)

= Asingle CA, keys often integrated in checking software
= Example: older versions of Netscape (CA = Verisign)

= Hierarchical certification system
= CAs which in turn are certified by *“higher” CA

= Examples: PEM, Teletrust, infrastructure according to
Signature Law

= Web of Trust

= Each owner of a key may serve as a CA
= Users have to assess certificates on their own
= Example: PGP (but with hierarchical overlay system)

34
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Regulatory Authority Root-CA (Regulatory Authority)
confirms public keys of
the CAs / \
/ j Certification
@ O Q Authorities (CA)

TeleSec, D-Trust

JIN /N /l\‘ TC rusicenten -

persons organizations

= The actual checking of the identity of the key owner takes place at
so called Registration Authorities
(e.g. notaries, bank branches, T-Points, ...)

= Security of the infrastructure depends on the reliability of the CAs.

35



mobile N\ Content of a Key Certificate
bUSl neSS (according to German Signature Law and Regulation) :

3 serial number

indication of
the algorithms _
used version: v3
serial number: 4711
sign alg: RSA/SHA-1
period of validity issuer: all-sign-CA
validity: 1.1.00 - 31.12.02
key owner, subject: German, Michel certification
pOSSlbly named by key 0100110001110000... provider that
pseudonym pseudonym: yes issued the

_ certificate
signature tes

key

limitation: no
qualified: no
attributes:

representative of the
lchancellor

signature
36
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= Reliable identification of persons who apply for a
certificate

* |[nformation on necessary methods for fraud resistant
creation of a signature

* Provision for secure storage of the private key
= At least Smartcard (protected with PIN)

* Publication of the certificate (if wanted)
= Barring of certificates

* |f necessary emission of time stamps

» For a fraud resistant proof that an electronic document has
been at hand at a specific time

37
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= Checking of the following items by certain
confirmation centers (BSI, TUVIT, ...)
= Concept of operational security

= Reliability of the executives and of the employees as
well as of their know-how

* Financial power for continuous operation

= Exclusive usage of licensed technical components
according to SigG and SigV

= Security requirements as to operating premises and
their access controls

= Possibly license of the regulation authority

38
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"Introducer”
David

1 >Bob knows David and has received
David’s public key by David himself

2 > Alice lets David sign/
her public key }
3 > - o
Alice sends the signed x Bob can verify Alice” key

on the basis of David’s
» ¥ key to Bob )
> signature
-y
- N B
Bob encrypts his message to

Alice 5 > Alice with the received key Bob

= Each user can act as a “CA™.
= Mapping of the social process of creation of trust.
= Keys are “certified” through several signatures.

= Expansion is possible by public key servers and
(hierarchical) CAs.

39
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Web of Trust:

= Certification of the public keys mutually by users
» Level of the mutual trust is adjustable.

40
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= PGP = Pretty Good Privacy

De facto-Standard for freely accessible e-mail
encryption systems on the Internet

First implementation by Phil Zimmermann

Long trial against Phil Zimmermann because of
suspicion of violation of export clauses

In U.S. free version in cooperation with MIT
(agreement with RSA because of the patent)

Meanwhile commercialized: www.pgp.com

Gnu Privacy Guard (GPG): non-commercial Open
Source variant (OpenPGP, RFC2440)

42
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g Klausur MC1 - Nachricht - Microsoft Word il ] ] 5|
Datei  Bearbeiten  ansicht  Einfigen  Format  Extras Tabelle  Fenster ¢ Frage hiet eingeben - X
=EHEa aR_Y éﬁ@@ oo @BOEEB BT w0 B,
| |NurTe>ct —||I1c.ur|er|‘-lew | F K © D— e i= = == | i - i .
1|Er-dgt||tige ‘tersion enthalt Markups |P.nze|gen' & & & - 5y - @ ‘T‘l—} B .
28 PGPEray - Key Selection Dialog 7| x
- [=1%enden | kontenv |l - o0 U 3 | * | BJoptionsn.. - | % L abnlecieil s _I_I
A [ ity Drag users From this lisk ko Ehe Recipients lisk | Yalidiks: | Size | -
: - | F=andreas Albers <andreas. albers@m-lehrstubl, de = W 2045/1074
FHCC,,,
[F<"Elvira Koch <Elvira.kochi@M-Lehrskuhl.de = W 5095/1074
- Betreff: |K|ausur MC1 Efritsch 1024
Hallo Jan. [ fritsch@dfki,uni-sb.de d 1024
My exercises for the “MC 2" test are enclosed: [ A fritschi@Fsinfo. cs,uni-sh.de @ 1024
[ fritschi@pfsparcol. phill5.uni-sh, de 1024
heiko rossnagel heiko.rossnagell . . i 1
universitaet frankfurt direkt: +49-g3-7 Efrltsch@phll.unl sb.de . 1024
graefstr. 7 fax: [F<TIHeiko Rossnagel <heiko rossnageli@n-lehestuhl, de = o l074/1074
DrsBUBSTstrankount wow. w- 1ehestull . 4R q e 5i Rannenberg <Kai.Rannenberg@m-lehrstuhl, e @ 2048
Ml ai Bannenhern <K ai Bannenheramm-lebeatobl As [ ] el =T Rt j
ElE Sl - Fecipients | N alidity | Size |
2echnen~ [y [AuoFormen- N W (1O EH 4 [ @+ FHeiko Rossnagel <heiko.rossnagel@m-lehrstubl, de > &} z04s/1024
Aeled a2 i B 2e e VAE AN IR Jan Muntermann <munkerma@eivi, uni-Frankfurt, e il 1024
0. | Cancel | Help
[T Secure Yiewer

[T Corventional Encryption
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OpenPGP: Encrypt Message

Betreff: | MBI Slides

Micht gefundene Empfanger

Empfanger fir Verschlisselung wihlen

Verfassen: MB I Slides EER
Datei Bearbeiten Ansicht Einstellungen OpenPGP  Extras  Hilfe

3 : 0 ¥

L-P b - - Fan - - W -
Senden Kentakte Rechtschr. Anhang  OpenPGP 5/MIME Speichern
Won: | Katja Liesebach <katjaliesebach@m-chair.net> - kap=tossboche —baito oo L]
OpenPGP-5chliissel auswihlen . @

[=] A | 2= Christian Kahl < christian.kahl@m-Ig

Benutzer-1D

WVertrauen Ablauf-...

Schldssel-1D

Hi Christian,

Johann Wolfgang
Institute of Bug

f Mobile

78, DA

Internet: http:
Fon: +49 (6€9) 79
Fax: +49 (€3] 79

T14E21EDA

Christian Kahl <christian. kahl@m lehrstuhl.de>

Dipl.-Medien-inf

OpenPGP-Bestédtigung

22

christian.kahl@m-lehrstuhl.de

Hinweis: Die Machricht wurde mit folgenden Benutzer-IDs / Schldsseln verschlisselt:
0:42B8B29914E21 EDA, 0:23EE4 DI6CA495AF0

VERSCHLUSSELTE Machricht an folgende Empfanger senden:

Nein

a ||

L1 F.dT]d LTESEHdTh KEEJE MEFEDdCAEET - CAdIT.RET

O =K

atrin Borceg <k

abzolutes Ver...

)
]
m
]
m

absolutes Ver...

C4495AFCI

SlUALE

m

[7] Machricht unverschliisselt und nicht unterschricben senden

Diesen Dialog nicht mehr anzeigen, wenn Verschlidsselung unméglich ist

’ Liste aktualisieren ] lEehIende Schlissel herunterladen

OK

] [ Abbrechen ]
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= Betreff: MB II Slides
Von: Katja Liesebach <katja.liesebach@m-chair.net>
Datum: 1918
An: Christian Kahl <christian.kahl@m-chair.net>

""" BEGIN PGP MESSAGE-——- [ OpenPGP-Fingabe - [E
Charset: I50-8859-15
Veraion: GnuFs vl.4.7 ([HingW3Z) [y Bitte geben 5ie lhre OpenPGP-Passphrase cder SmartCard-PIN ein

Comment: Using GuPE with Mozil e

hQECRzxc3r5371RRERDR o dNEELe VOV,
o : o =  Betreff: MBI Slides

iEsWpmlxAl1HIpTZtIKd9ecdV10F0T Erst nach 5 Minutd
EXEXLESAPkESEOkSNKEMZ 114 TFE0 I rvid] Von: Katja Liesebach <katja.liesebach@m-chair.net=
/ 0mdSICLREN/NJeuS£sWewl LUpTVHQQ 04 Datum: 19:18

ZRRveI2Av ) gHHwAT 1 dKWEewB 354 zgll .. o .
Xxkzﬂ:iAEtlDIchFEE\:YPpri[{SEZ)Sdngz = T Higaa Amn: Christian Kahl <christian.kahl@m-chair.net>

JMRnZ / s+MneiglvhdbPJuhEVaFvLW+up 3G2+maGd3v4PEOZ1VES 459
JOkayvdIkxEgrillggi¥391ltyZUtowl Jaa+uPK2pgl i 31 1 DHE oqms

cEIWSExpglFGyixnTwleI+eTd6DEEQ== . . - -
==Fkh please find attached the MB II slides for lecture 7.

Hi Christian,

Dipl.-Medien-inf. Katja Liesebach

Johann Wolfigang Goethe Univeraity Frankfurt a. M.
Institute of Busiﬂess In"u:rmatiu:s

TE, D-60484 Frank:urt ag. M., Germany

Internet: http',-‘fm chair.net
Fon: +49 (69) 798-25313
Fax: +49 (69) 798-25304
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¥Yon: Heiko Rossnagel An:  Jan Muntermann
Betreff: Klausur MZ1 Cc:

Werzion: PGP 5.0 - not licensed for commercial use: wyw. pgp. oo

2%

hOCMAS/WPPIP3sat AOP+LogyvxF3kd G/ ThexpMLE43 hiwBpexPEpasoRTroS5io!
UHEsO?/ tFEJFOIpPEcUTouyd Y pdsP2 FO+THgJulI yHp SEXx MG TdmQC pGEEQSZ Ty w Meszage was enciypted ta the following public key(s] ;
BETXKtUBBYJhanckE1as?BRBP1quvDrAlYDpEAeqHHw2pkBqu?DSKCiRkhi
AodD IVl owhVEEZwoCADZLAOWALY P XEUEWMET6RROINS+0af TEF+RO LwaTOz2 TOSE:
Blkh23i00lIobryve/ uygpeOpTEHRTCEY LAY judlvi+GeegOlMnE j YEqeG1¥E 1,
EDPIGEanyDiDUARAF 1EF O PNNKEEREhHAGEZZ PhhDNDC Rk kS I M3 nd 2V aulwEh
ouEMNa9iacoedhgYNpweCJIZ I RMCuEBCBTISLEODrwGLwnLtalS+EwgL1lxTu
AfwO3NiGEUEQsOHVwi oAt r SCO9KREYLuAdD 7/ 08 WE s Adb AVMR T2 PYFOIRE S
iPMitBf b EFOgF 37/ b2 Lochak8fx6e IVNFnWO7 B/ Qqpd0GgSWEZVPZ el SEhw
h2oTOSIWMCRp/ w5200y lalte AxdlRAJOPHpVeF 32 e EEMnCO Z ZvNIFMhEEC otot 6K
w32 JRIPESChL,/ HLIMwP AXUHyneh9Qr CE1 ES8gHORNe j IV rnOovZGI k8t 39059F B
crlrhfeht?3wGgfgGlal8HyiFEVRCepiJalJFmreifnel iwfufs2 ToedZ2 GEASRE.
E1IJGt9QL1meXDrmchg+MR2qunGFXl?H?1VJkqm?gf?LxXJgeDCanm?OBJ
NAWCRE+13kgqCEs4+PeciHD2 UG s s
PEZ huhKEe vl Ug7+0a0 ST Ay, et
NEncIivwIgkZeZrlbhh+piddRisi] = B _:J
=hC0o Hallo Jan.

----- END PGP MESSRGE-----1 My exercises for the “MC 2" test are enclosed:

Heiko Fozsnagel <heiko.rossnagel@m-lehrstubl. dex [DH/A2048)
L an Muntermann <muntermat@wim, uni-frankfurt des [RSAMD24]

Enter pazsphraze for your private ke ¥ Hide Typing

k. Cance

heiko rossnagel
frankfurt direkt
—-25306 D-60054 frankfurtc

Copy to Clipboard ak. |
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= Certification of public keys by users: “Web of Trust”

= Differentiation between ‘validity’ and “trust’
= “Trust’:
trust that a person / an institution signs keys only if their
authenticity has really been checked

= “‘Validity’:
A key is valid for me if it has been signed by a person / an
Institution | trust (ideally by myself).
= Support through key-servers:
collection of keys, allocation of ‘validity’ and “trust’
remains task of the users

= Path server:
finding certification paths between keys

47
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PGP: Key Management

= =k
FI|E ; Edit  Wiew Keys Server Groups  Help
: e yp L »
WP PREV| SH
Feys I " alidlity I Tzt I Size I Description =
Gm Andreas Albers <andreas. albersf@m-lehrztuhl, e o 2048024 DH/DSS public key
Gw Elvira Foch <Elvira Kochi@kd-Lehrstuhl des - J0961024  DH/DSS public key
T fritzchi@fzinfo.cs.uni-sb.de o (e 1024 RS54 legacy public key
:-’H Heiko Roszznagel <heiko.rozsnageli@m-lehrstuhl de> wbd [ 204841024 DHADSS ke pair
:A’H Heiko Bozsnagel <heiko rozsnagel@m-lehrztubl des - [ 1024005 Lutha th fruts
TR | an Muntermann <munkerna@eiw uni-frankurt, des o (e 1024
G kel Bannenberg <kara@io.uni-freiborg, des [ 2048410 Generl | Subkeys |
©a Kai . Bannenberg 2048 <kara@iig uni-freibung, des - 2048
= G Lathar Fiitsch <fritschi@klammeraffe.org> @ (w4090 D IR B0
#-F=1 Lothar Fritsch <fritschi@klammeraffe. orgs - Type: DH/DSS
E}EI Lothar Fritzch <Lothar. Fritsch@h -Lehrstubl desx o Size: 40961024
f;ij'_., Lothar Fritzch <fritzchi@klarmmeraffe.org: Created: 15.01.2004
{.i?_, fritzehi@tzinfo. cz.uni-sb.de Expires: 15.01.2005
1y Jan Muntermanin <muntema@wiviuni-frankfurt des Cipher: [CAST
;.'i?_., Andreasz Albers <andreaz. alberz@m-lehrztubl dex
v Enabled
. #-[5=1 Lothar Fritsch <Lothar Fritzchighwhatizmobile. des -
[+ Gw Stefan Figge <stefan.figge@m-lehrstubl. dex o 2048101 S
1]
| BO7E 1446 1248 Bads YE18 6187 AERY SE4D FEDO 7240
| 1 keyls) selecked
v Hexadecimal
 Truzt Model
Invalid [ E— Y alid Untrusted ._J Trusted

Cloge | Help
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[

&) OpenPGP-Schlissel verwalten E@g

Datei Bearbeiten Anzeigen  Schldssel-Server  Erzeugen

ZLeige Schldssel, deren Benutzer-ID oder Schlissel-1D felgendes enthalten: Alle zeigen
Benutzer-1D WYertrauen Ablauf-D... Typ i}
Alexander Boettcher ("Nur wenige wissen, wie viel man wissen muss, um z.. abgelaufen 02.09.2006  d&ffentlich *
[# Alexander Boettcher <ab764283@inf tu-dresden.de> absolutes Vertrauen offentlich I
I Alexander Boettcher <ab764283@ os.inf.tu-dresden.de > abgelaufen 11.10.2005  dffentlich
Andre Mexner <s4538672@inf tu-dresden.de> - affentlich
Andreas Albers <andreas.albers@m-lehrstuhl.de> absolutes Vertrauen offentlich
Andreas Pfitzmann < pfitza@inf.tu-dresden.de> MO LEGAL RELEVANCE absolutes Verfrauen offentlich
André Deuker <andre.deuker@m-lehrstuhl.de= absolutes Vg Schlusseleigenschaﬂen ﬁ

Birgit Pretscheck <birgit.pretscheck@gmx.nets -
. Christian Kahl <christian.kahl@m-lehrstuhl.de>
Denis Royer < me@myasterisk.de> absolutes Vg

Primire Benutzer-1D | R e e N e A

Elvira Koch <Ehira.Koch@m-lehrstuhl.de> volles Vertra Schlissel-ID 0x14E21EDA
Felix Gopfert (keine Passphrase) <fg798936@inf.tu-dresden.de> -
[+ Hagen Wahrig <wahrig@web.de> - Typ &ffentlich
[* Jan Zibuschka <zibuschka@m-lehrstuhl.de> absolutes Ve
[# Kai Rannenberg <Kai.Rannenberg@m-lehrstuhl.de> absolutes v | Vertrauen absolutes Vertrauen
Katja Ltesebach {katj.a.ltesebach@mf.tu-flresden.de‘k - Besitzer-Vertrauen “beolutes Vertrauen
Katja Liesebach <katja.liesebach@m-chair.net> absolutes V.
Katrin Borcea <kati@inf tu-dresden.de> ' Fingerabdruck E1CC 3AAS BCB2 452A 65C2 DDD3 4288 B299 14E2 1EDA
Marco Lehrmann <m99@ gmcli= -
[+ Mathias Staab <mathias.staab@arcor.de> - Typ D Algo Chdr Erzeugt Ahlauf-Daturm

Mike Beramann (dienstlich. TU Dresden. unbeschrnkt altial <mb4] @inft.. -

Unterschlassel ASEFD... ELG 2048 07.08.2007 nie

|
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' 'ﬁ' PGPkeys Search Window

t Search for kepz on IIdap:.-’fkeyserver.pgp.n:nm j where

Key-Server

=10l x|

Search

; ILIser [n] j Icnntains j IKai Fannenberg

Mare Choices | Fewer I:hcuin::esl [ Search Pending Area

Clear Search

Help

Fens

| walidity | Trust | Size

| D escription

&= Lai R, Rannenberg 2048 <kara@iig.uni-freiburg, des
& [ai B, Rannenberg < karai@iguni-freiburg, des
Sm kara <kara@iig uni-freiburg. des

@ [ 2048
g 1 1024
@ [ 204841024

RS54 legacy public key
RS54 legacy public key
OH/DSS public key

2

g

|IIIIIIIIII ‘f
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Key-Server

OpenPGP-5chlissel herunterladen

S5

Schldssel gefunden - Auswihlen zum Importieren

Benutzer-ID
O Kai R. Rannenberg <kair@microsoft.com>
O = kara <kara@iig.uni-freiburg.dex»
O kara <kara@telematik.iig.uni-freiburg.de>

Schlassel-Server auswahlen @
Suche nach Schlissel | Kai Rannenberg]|
Schlassel-Server subkeys.pgp.net |Z|

oK ] [Abbrechenl

Erstellt Schlaszel-ID o}
1997-03-09 BEFO41F1
1997-09-18 AFLFDFIO
1997-03-09 G6623E0DD

oK ] [ Abbrechen
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business :

Public Key Server —- Yerhose Index ~“Kai Rannenberg ** - Microsoft Internet Explorer - |EI|5|
File  Edit Miew Faworites Tools  Help ﬁ
dpack ~ = - 2 it | f@Qhsearch  [GElFavorites SfMedia ¢4 | By & & - P
Address I@ http:ifblackhole. pca.dfn. de: 11371 {pksflookup?op=vindexfsearch=Kai+Rannenberg j (‘PGD |Links =

T LY e * I
Public Key Server -- Verbose Index ""Kai Rannenberg
Type bits/keyID Date User ID
pub 1024/AF1FDF70 1997/03/18 kara <karafiig.uni-freiburg.de>
=ig OEG3I7?SFD Matthias Schunter <schunterfacm.orgs
=ig DSCDEOSS Herbert Damker <dawmkerfiig.uni-freiburg.de>
=ig SV9LCO3] Birgit Pfitzmann 1 <pfitzhinformatik.uni-hildesheim.de> WO LEGAL RELEVANCE
sig S125DC75 Gerhard Weck <73064.Z2271compuserve. coms
sig SEFO041F1 Fai R. Rannenberg 2048 <karafiig.uni-freiburg.de> -
sig 2F5D5039 Fai Martius «<Kailliwib.med.tu-dresden.de>
=ig SC3C4FE4 Holger Reif <reiffiprakinf.tu-ilmensu.des>
=ig AF1FDF7O kara <karafiig.uni-freiburg.de>
=ig 49EF1DE4 Hanhes Federrath <federrathlinf.tu-dresden.de>
Kai R. Rannenberg <kairfmicrosoft.com>
=ig OEG3I7?SFD Matthias Schunter <schunterfacm.orgs
=ig AEE4ECDD fappZ ALEE4ECDD HSE <fappilcarm. ac . uk>
sig AF1FDLF7O kara <karafiig.uni-freiburg.des>
sig 04455455 Douglas Swiggun <Swiggumilsisman.Wisc.Edus>
Kai Rannenberg <karafliig.uni-freiburg.de>
=ig OCEGEEIF Martin Reichenhach <mareifiig.uni-—freiburg.de>
=ig AF1FDF7O kara <karafiig.uni-freiburg.de>
kara <karaftelewmatik.iig.uni-freiburg.de>
=ig OEG3I7?SFD Matthias Schunter <schunterfacm.orgs
sig AF1FDF7O kara <karsfiig.uni-freiburg.de:
Kai R. Rannenberg <karafiig.uni-freiburg.de>
sig OE&375FD Matthias Schunter <schunterfascin.orgs
sig AF1FDLF7O kara <karafiig.uni-freiburg.des> -
< | L|_I
& | [ e nterner 4

= Network of public-key-servers:
www.pca.dfn.de/eng/dfnpca/pgpkserv
WwWw.openpgp.net/pgpsrv.html 52




mobile N\ PGP: Practical Attacks and
business Weaknesses |

= Brute-Force-Attacks on the pass phrase
= PGPCrack for conventionally encrypted files

= Trojan horses, changed PGP-Code

» e.g. predictable random numbers, encryption with an
additional key

= Attacks on the computer of the user
= not physically deleted files
= paged memory
= keyboard monitoring

= Analysis of electromagnetic radiation
= Non-technical attacks
= Confusion of users [whitten, Tygar 1999]
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“Anybody who asserts
that a problem is
readily solved by
encryption, understands
neither encryption nor
the problem.”

(Roger Needham /
Butler Lampson)

[Source: The Marshall Symposium: Address Roger Needham, May 29, 1998, Rackham School of Graduate
Studies, University of Michigan www.si.umich.edu/marshall/docs/p201.htm] 54
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