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Agenda

Introduction to Corporate Security
Guidance on Implementing a Security Management Framework

Tools and Best Practices
Practical Session: Security Policy Development
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INn executing key business processes, organisations
depend on a well-functioning information supply...

... that is there when needed

... that is reliable

... that is available only to those
who are authorised to have
access to it

availability

integrity

An organisation must therefore organise the
collection, storage, handling, processing and
provision of data in such a way that these conditions
are satisfied.
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Corporate information is now almost entirely
processed, stored or transmitted by computer
systems.

Corporate Security is necessary
{ie factors beyond the {eg uncertainties about {eg posibility of litigation,

d ue tO . contral of managemeant projected aamings) loss of key employess,
such as interast and delay in commissioning
currency rates) new faclities)

» the potential impact on other
forms of risk (see picture) y ‘ (

e increasing dependence on IT-
based information systems

e the scale of IT investment

» the ever growing vulnerability
of systems x ! K

e New I T— based m eth (@) d S Of * Borrowings and * Contractual obligations
- - imsestment positions * 5ales foracasts * |dentity of key employees
d oin g b usiness * Project rates of interast * Planned expenditura * Business expansion plans

* Projoctad cash flows by * Actual sales and * Parformance against
currency expenditura contracts and plans

Source: Information Security Forum

Managing risks associated with IT-based
Information systems is vital!
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“Remember, you are protecting information assets, not
computer systems. It is a risk management problem
that deals with people, process and technology.
You’ve got to integrate all three to protect those

assets.”
John Lindquist,

CEO EWA Information and
Infrastructure Technologies




aAnagement




Step 1: Target security efforts

» Take a business view of an
Information system

Y

B ERATING ST e Understand the value of that

system to the business

oour®
PERIMETER AND NETWORK

INFORMATION SYSTEM
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Step 2: Document security objectives

for security to information

. Apply Management Expectations
systems. Consider:

MANAGEMENT EXPECTATIONS
(Security Policies)

 target company’s risk appetite

* legal or legislative requirements
* principles of due care

* best practices

 previous incidents

INFORMATION SYSTEM

e auditor recommendations
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Step 3: Define policy-derived security controls

MANAGEMENT EXPECTATIONS
(Security Policies)

Define the “standard way of
doing things” to ensure
consistent implementation of

policy

Operational Procedures

INFORMATION SYSTEM

10

Application Standards

Database Standards

Platform Standards

Infrastructure Standards
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Step 4: Monitor and measure compliance

11

— » MANAGEMENT EXPECTATIONS
(Security Policies)

INFORMATION SYSTEM

MONITOR COMPLIANCE

Define benchmarks and
frequency of measurement
based on the value of the
iInformation you want to

protect
\
Operational Procedures
Application Standards
Database Standards >A
Platform Standards
Infrastructure Standards

Key Performance Indicators MONITOR COMPLIANCE

- Benchmark Value

- Frequency of measure
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Step 5: Choose enabling technologies

Select security technologies
that meet specific
—  » MANAGEMENT EXPECTATIONS — reqUIrementS and thus
(Security Policies) maximise RO'

Enterprise Security Solutions

N

Operational Procedures

Application Standards

Database Standards >A

Platform Standards

Infrastructure Standards

INFORMATION SYSTEM

Key Performance Indicators
- Benchmark Value

MONITOR COMPLIANCE MONITOR COMPLIANCE

- Frequency of measure

Security Monitoring Tools
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Tools and Best Practices
Policy Implementation

The following supporting elements are derived from
a security policy:

e Standards
e Procedures
e Baselines

e Guidelines

and will enforce the security policy principles on
every business process and system.
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Tools and Best Practices
Policy Hierarchy

Laws, Regulations, Requirements,
Organisational Goals, Objectives

Management’s

General Organisational Policy Security Statement

Management’s
Security Directives

Functional Implementation Policies

Standards ﬁm

Specific Hardware Step-by-Step Minimum Level of Recommendations
& Software Instructions Security
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Tools and Best Practices
Types of Guidance

e Standards

— specific anti-virus software
— specific firewall system

Procedures

— user registration
— incident response

e Baselines

— server build specifications
— IDS configurations

e Guidelines

— product evaluation criteria
— government recommendations

16
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Standards form the base upon which an overall
framework is being built ...

e ISO/IEC 17799:2000 The Code of Practice for Information Security
Management at the core of the information security framework (see slide 26);

e The ISF Standard of Good Practice which addresses information security from a
business perspective and focuses on the arrangements made by leading organisations
to keep the business risks associated with critical information systems under control
(www.securityforum.orq);

e COBIT or “Control Objectives for Information and Related Technology” — a generally
applicable and accepted framework for good IT security and control practices
(www.isaca.orq);

e ITIL (the IT Infrastructure Library), and in particular, Security Management, which
focuses on the process of implementing security requirements identified in the IT
Service Level Agreement, rather than considering business issues of security policy
(www.itil.co.uk);

e Common CriteriaZ1SO 15408 — which deals with functional and assurance
requirements of specific IT equipment (www.iso15408.net);

e GASSP or “Generally Accepted System Security Principles”, which is a collection of
security best practices (http://www.infosectoday.com/Articles/gassp.pdf);

e GMITS/1S0O 13335 — a five-part “Guidelines for the Management of IT Security” which
provides a conceptual framework for managing IT security.

...enabling corporations to quickly implement an
enterprise-wide Information Security Management
Program.
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http://www.securityforum.org/
http://www.isaca.org/
http://www.itil.co.uk/
http://www.commoncriteria.org/
http://www.infosectoday.com/Articles/gassp.pdf




19

Practical Example
Electronic Commmunications — Acceptable Use Policy
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Security Policy Development
Risks associated with electronic communication

e Unauthorised access to vital company or personal information
e Potential loss or corruption of business information or denial of service

e Loss of productivity and spiraling costs through the excessive use of
telephone, e-mail and Internet resources for non-business purposes

e Potential contractual liabilities by unintentionally committing the
company to obligations that have not been authorised (e.g. software
license obligations when downloading trial software; e-mail, etc.)

e Potential exposure to legal liability or serious reputational damage
through the distribution of offensive and/or defamatory material
attributed to the company
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Security Policy Development
Policy Objectives

e Mitigate against legal liability by setting boundaries for appropriate
employee conduct when using electronic communications facilities

» Safequard Electronic Communications facilities from abuse, damage or
disruption

e Ensure that employees understand that the electronic communications
facilities provided to them are primarily for business use

e Comply with all relevant regulatory and legislative requirements
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Security Policy Development
Type of Use

e Internal communication to colleagues, co-workers or management via
fax, e-mail, FTP or through the Intranet web site

e Public communication with another organization via fax, e-mail, FTP or
to their Internet web site

e Public communication with any third party (irrespective of whether this
Is for business purposes or not) via fax, e-mail, FTP or to their
Internet web site

e Communications with any third party via Internet Newsgroups or
bulletin boards

e VVoice communications via company telephone services
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Security Policy Development
Roles & Responsibilities

e All Users are responsible for complying with related policies and
standards for security.

e The Information Security Steering Group is responsible for the
formulation of company policy and standards for security, ensure that
risks are identified and managed, resolve disputes and endorse any
proposed non-compliance with this and related policies.

e The Information Security Manager is responsible for the provision
of specialist support and advice to the Information Security Steering
Group, plan and coordinate information security related activities in
the organisation and undertake independent monitoring of security
status in accordance with this and related policies.

e Information Owners are responsible for determining the security
requirements of their systems, authorising access and defining access
privileges in accordance with sound risk management principles and
the directives of the Information Security Steering Group.

e Security Administrators must ensure that security controls are
iImplemented in accordance with Information Owner directives.

e Internal Audit is responsible for monitoring compliance with policies.
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Security Policy Development
Policy Decisions (Examples)

e All users with access to any electronic communications facilities
must be uniquely identified and authenticated in line with the
objectives stipulated in the company’s Logon Policy.

e Misrepresenting, obscuring, suppressing, or replacing a user's identity
(pretending to be someone else) on an electronic communications
system is strictly forbidden.

e Users may not view, store or distribute any material that is sexually
explicit, pornographic, racist, sexist, or derogatory of race, origin, sex,
sexual orientation, age, disability, religion or political beliefs.
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Security Policy Development
Example

ELECTRONIC COMMUNICATIONS
ACCEPTABLE USE POLICY
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Security Policy Development
Supporting Material

e Find the content of ISO/IEC 17799 (27002) at

26

ISO/I1EC 17799:2000 (Information
technology - Code of practice for
information security management),
renamed to ISO/IEC 27002, contains 36
control objectives and suggests hundreds of
specific controls, organised into 10 main
sections. Supporting text under each control
objective contains advice on how to satisfy
the objective, and mentions a number of
best practice information security controls.
It can serve as a basis for developing
security policies and should be used in this
exercise

For the standard ‘specification’ of an
Information Security Management System
also refer to 1SO 27001.

Information
Lechnology — Code ol
praciice Tor information

SeCUrily ma UL e anhesnl

or
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http://iso-17799.safemode.org/index.php?page=ISO_17799
http://www.17799central.com/
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