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mobile N\

What is mobile?

business
Stationary Nomadic  Transportable Mobile
wireless wireless portable
Moving ++ ++ ++ ++
Information
Moving device |-- + + ++
Moving person |-- - + ++

Legend: ++ applies; -- does not apply
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. -
business What is mobile~

A The stationary wireless dimension comprises usage contexts in
which a mobile user and device are stationary, but information is

transmitted via mobile networks (e.g. personal computer attached
to Wi-Fi network).

A The nomadic wireless dimension represents a stationary, but

frequently changing usage context (e.g. mobile sales force person
equipped with a notebook).

r

A The mobile transportable dimension encompasses devices, which
are connected to transportable objects, but are not moved by the
user itself (e.g. car radio, subway TV, etc.).

A The mobile portable dimension refers to devices, which are
actually carried by users (e.g. mobile phone).
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business

A What is mobile?

Agenda

A Mobile Infrastructure & Ecosystem
A Mobile Voice & Data Communication Services
A Mobile Devices
A Smartcards and Subscriber Identity Module (SIM)
A Mobile Operating Systems
A Mobile Web Apps vs. Mobile Apps
A App Markets

A Mobile Information Systems

A Conclusion on Challenges / Benefits of Mobile 1S

Data vs. Privacy, WS 2011/2012, Chair of Mobile Business & Multilateral Security 5

A d




mobile N\ Mobile Voice & Data

Datav

business Communication Services

A Mobile Device
A Base Station/Mobile Station/Cell
A Connection to the Internet

User terminal

A Refer to Sauter (2008) for more information on wireless technologies .
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mobile N\ Mobile Voice & Data
business Communication Services

Fundamental Mobile Communication Services

A Mobile Voice
A GSM, UMTS

A Mobile Data

A GPRS, EDGE, 3G networks (UMTS, HSDPA), 4G networks
(LTE, LTE Advanced)

A Mobile Messaging
A Text Messaging (SMS), Multimedia Messaging (MMS)

A Mobile Machine-To-Machine

A GPRS, EDGE, 3G networks (UMTS, HSDPA),
4G networks (LTE, LTE Advanced)

A Lecture is focuses on Mobile Data Communications
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mobile X\ Mobile Voice & Data
business Communication Services

A
A

pX

15t Generation (1G) o6 Analogue networks

2nd Generation (2G) 0 GSM networks
Global System for Mobile Communications

3'd Generation (3G/3.5G) OUMTS/HSPA/HSPA+
Universal Mobile Telecommunications System
High Speed Packet Access / Evolved HSPA = HSPA+

3.9G or4G OLTE
Long Term Evolution

4% Generation (4G) OLTE Advanced

Evolution of mobile telecommunication infrastructures
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mobile X\ cell-Based Communication (CBC)["
bUSl Ness What is a Cellular Network?

A Cellular networks are radio networks
consisting of several transmitters.

A Each transmitter or base station,
covers a certain area A a cell.

A Cell radii can vary from tens of meters
to several kilometres.

A The shape of a cell is influenced by
the environment (buildings, etc.) and
usually neither hexagonal nor a
perfect circle, even though this is the
usual way of drawing them.

Source: Sauter (2008)
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mobile N\ ] L
bUSINESS Cell-Based Communication (CBC)

A Cellular networks offer a number of advantages
compared to alternative solutions:

A Highercapacity: Cel | s of fer t hremsed otslsé bl

transmission frequencies assigned to mobile devices (e.g. by
multiplexing) . In order to do so, the networks need a thorough

planning of the position of base stations and their frequencies.
A More users can use the infrastructure

A Reduced transmission power: Reduced power usage for the
mobile device, due to the fact that only a limited amount of

transmission power is needed in a small cell, compared to a far
away base station.

A Reduced power consumption for mobile devices

A d
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mobile N\ ] B
bUSINESS Cell-Based Communication (CBC)

A Cellular networks offer a number of advantages over
alternative solutions:

A Robustness: Cellular systems are decentralised with regard to
their base stations. In the case that one antenna fails, only a
small area gets affected.

A Failure of one base station does not affect the complete infrastructure

A Better coverage: Cells can be adapted to geographic
conditions (mountains, buildings, etc.).
A Better availability of the infrastructure

But: A complex and costly infrastructure is required, in order to
link all base stations. This includes switches, antennas,
location registers, etc.
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mobile N\ CBC using the example of GSM
business (2G) System Architecture

OMC, EIR 0SS
AuC

NSS Network - & Switching
Subsystem

)

e
\ »
NSS L

BSC

OSS Operating Subsystem
RSS Radio Subsystem

™~

HLR Home Location Register

VLR: Visitor Location Register

(G)MSC (Gateway) Mobile
switching center

BSC Base Station Controller

OMC Operation and
Maintenance Centre

RSS <

EIR Equipment Identity
Register

AUC. Authentication Centre

PSTN Public Switched
Source: Sauter (2008) Telephone Network
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mobileN\  CBC using the example of UMTS
business (3G) System Architecture

A UTRAN:UMTS
Terrestrial Radio
Access Network

A RNS:Radio
Network
Subsystem

UMTS Core network
Ais not shown here in detail
AUMTS Core network

corresponds to Network- &
Switching Subsystem (NSS)
in GSM

A RNC:Radio
Network
Controller
(controls the
Node Bs)

A Node B: UMTS
base stations
(equivalent to
base transceiver
stations (BTS) in
GSM

Source: UMTSIink.at (2011)
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mobile N\

business Mobile Devices

)

A Categories of mobile devices
A Mobile phones (low-end &4 Feature Phon
A Smartphones
A Tablet PCs
A Netbooks
A Notebook

Source: Nokia Booklet 3G (2010)
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business Mobile Device Characteristics

A Terminal of users differ in
technical specifications

A Heterogeneous and fragmented
system landscape
ADisplay resolution
ADifferent web browsers
AKeyboard
AMobile Operating Systems

AApplication software that can
be installed

A Other features
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business Os |
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mobile 3\ Evolution of Mobile Phones

business Capabilities

A Near Field Communication (NFC)
A Possibility to execute 3rd party software

video, TV, etc.)

A Data Services (GPRS, UMTS, LTE Internet
connectivity, Wi -Fi)

A Bluetooth

A Interactive Voice Response (IVR)
A Short Message Service (SMS)

A General telephony capabilities

Data vs. Privacy, WS 2011/2012, Chair of Mobile Business & Multilateral Security

A Multimedia applications (MP3, radio, camera,
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business

Alcatel

Apple
Audiovox
Benefon
BenQ Mobile
Bosch

Huawel

HTC

LG Electronics
Motorola/ Google
NEC

Nokia

Panasonic
Philips

v v I By Dy Dy >y D Dy Dy D>y D D

>\

v v I Dy Dy Dy Dy D Dy Dy By B B

Sagem
Samsung
Sendo
Siemens
Sony Ericsson
Telepong
Telit
Telme
Toshiba
Trium
Windhorst
Xelibri
ZTE

mobile N\  Device Manufacturers and Brands

(including some historic ones)

A d
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mobile N Smartcards for Mobile
business Communication
A SIMs are Smartcards: 5@

A SIM cardsserve as security medium.
A Tamper-resistance prevents counterfeiting.
A robust design

A Contain International Mobile Subscriber
ldentity (IMSI)for subscriber identification
and the key K: provided by the mobile
operator

A Reliably execute computational functions for
the mobile device

Source: Effing and Rankl (2002)
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mobile N\ The Subscriber Identity
business Module (SIM

A In GSM and UMTS since 1991,
upcoming for WLAN

A Represents contract between
subscriber & network operator

A Authorisesa 0 p h donusedhe
network by linking itto a subscription

A 3450 Mio GSM subscriptions  [Gsm2009]

A More countries with SIMinfrastructure
(219, 2010-Q4) than with Mc Do n a |
(119, 2011-Q3) and more than UN
member states (193, 2011-Q3)

|
(MEESRIRE
l i

Source: GSM (2010), McDonalds (2007),
Wiki (2010), UN (2011)
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mobile N\
business

What Is a mobile operating system (OS)?

A An OS is a program that serves as a mediator between the user
and the hardware.

A It enables the users to execute programs

A Other properties: Multi-user, multi -thread, high availability,
real-t i me, &

A Primary goal of an OS : Easy usage of the actual hardware

A Secondary goal of an OS : Efficient usage of the hardware

{ ! | o symbtan Q@ Windows MeeGo MCEM O iy
qqqqqqq % BlackBen Phone Mobile

<

Mobile Operating Systems

Source: Silberschatz (1999)
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mobile N Functions of the Mobile
business Operating System

A Controlling of the resources:

A Computation time, real -time processing:
oWho i s computing how much? H

A Memory (RAM, Disk):
oWho gets which part of the m

A Security functions:

? ”f_ A Protection of the data (memory, hard disk):
V( oWho is allowed to access res
A Process protection (computation time, code, isolation):
oWwho iIis allowed to compute?o
g A Communication:
( 4 A Allocation of I/O -Resources

A Processing of the communication
A User interface (Ul

Data vs. Privacy, WS 2011/2012, Chair of Mobile Business & Multilateral Security 22
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mobile 3\ Mobile OS unavailable to other
business device manufacturers

as of 2011

peim A Palm OS (Garnet OS)

A Latest release: Most devices equipped with Palm OS 6.0

Q A Apple iOS (Unixbased)

A Latest release: i0S 5.0

227 A RIM BlackBerry OS

*:BlackBerry A Latest release: BlackBerry OS 7.0

A HP webOS (initially developed by Palm)
WebQS A Latest release: webOS 2.1

A Not to be confused with Palm OS (now: Garnet OS) that was also initially
developed by Palm

is85 A Samsung bada

A Latest release: 2.0 (Samsung Wave 533)

Data vs. Privacy, WS 2011/2012, Chair of Mobile Business & Multilateral Security 23




mobile \ Mobile OS unavailable to other device
business manufacturers - Example: Apple iOS

A Developed by Apple for iPhone, iPod
Touch, iPad and Apple TV

A iOS derived from Mac OS X,
a Unix-based operating system

A Apple does not permit the OS to run
on third -party hardware

A User-interface uses multi -touch
gestures

)
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mobile N\ Manufacturer-independent
business mobile OS

A Symbian platform as of April 2011

symbian A = Linux-based

us A Latest release: Symbian”3

A Android (by Open Handset Alliance) 9

dan>=30I1> A Latest release: 3.3 (Honeycomb)
4v A Windows Mobile
W'R‘n%%“.fé A Latest release: Windows Mobile 6.5.5

@ Windows A Windows Phone

Phone A Latest release: Windows Phone 7

MeeGo A MeeGo (by Nokia, Intel) &

A Latest release: 1.2

A Maemo (by Nokia) 4

A Latest release: 5.0

(3 A Linux: LiMo, Openmoko Linux, Qt Extended (Qtopia)
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mObi!e N\ Manufacturer-independent mobile OS
business Example: Android

A Google and other members of the
Open Handset Alliance collabora-
ted to develop and release Android

A Open Handset Alliance (OHA)
established in 2007

A Android based on modified version
of Linux kernel

A October 2008: First commercially
available phone running Android:
T-Mobile G1
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business

Mobile Web App

A App not installed
on the device

MobiIeApp
(ONati ve

A App is downloaded,%
and installed

Data vs. Privacy, WS 2011/2012, Chair of Mobile Business & Multilateral Security

Types of Mobile Apps

Data Logic

<<% 3 Data

optional
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mobile N\
business

Mobi | e

Supports offline use

Can be found easily in App Store(s)
Business Model: Soldin App Store(s)

Can make useof all OS and device
functions

Needs to be platform -specific (native
code)

Based on Objective-C, C#.Net, Java
Updates/Versioning through App Stores

Data vs. Privacy, WS 2011/2012, Chair of Mobile Business & Multilateral Security

Ap pA d o4& Mobile Web App

Needs constant internet connectivity
(network coverage)

Distribution via URL, e.g. QR-codes

Difficult to implement payment and
authentication system

Cannot access OS core functions (e.g. 3D
graphic processing or access to local
storage)

Using web browser of the device, hence
manufacturer -independent multi -platform
support possible; also porting to other
devices/platforms is less expensive

Based on HTML5, CSSJavascript

Easy updates as they are done on the
server, not on every client device

Mobile Web Apps vs. Mobile Apps

28
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mobile N\
business

A Mobile App distribution through N\,
Appl\/larkets( 0Ap p Stores

App Markets

A Payment, hosting, maintenance and
marketing through App Market

'ﬂ
e Google e
aaa . aaa
amazoncom
App &i &’ hTc App

OVi Store smart mobility

BlackBerry
App World.

Users App Markets App developers F
29
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mobile N\
business

s
A Mobile platform for

selling content, services
(Apps) and hardware

A Offering channels against
the everything is free
culture of the internet

A Currently entering
advertising market with
IAd for iPhone OS 4

Data vs. Privacy, WS 2011/2012, Chair of Mobile Business & Multilateral Security

Mobile strategy of

Apple and Google (1)
CO()gl
AaMobile First

d Eric Schmidt, CEO Google

A Having control over
which Search Engine is
used on mobile devices

A Making the mobile web
attractive to build new
advertising pillars

30
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mobile X\ Mobile strategy of (F
business Apple and Google (2)

A Like Microsoft for desktop computers Android as a
rather non -restrictive platform will become a major
player on the mobile market.

AAndroid can profit from Ap;/

b ut can al so be affected

A There will not be a monopoly or duopoly on
the mobile OS market.

A With the rising complexity of mobiles the challenge will
be recognizable trustworthiness.

Data vs. Privacy, WS 2011/2012, Chair of Mobile Business & Multilateral Security
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mobile
business

Content Providers

« Developers

« Labels

« Movie-Studios
« Publishers

Content Providers are intereste: \_ J Content Providers offer
in a wide-spread platform. more content.

o e

Customers buy devices to Customers want to select
use (new types of) content. content from a big choice

Appl eds ec

Data vs. Privacy, WS 2011/2012, Chair of Mobile Business & Multilateral Security
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mobile N
business

upport for
spreading the web

« Web Standards (HTML5)
e Chrome

o ChromeOS

« Android

Experience

Awareness

Google Services

» Search
» YouTube
» Docs

« Picasa

User & Traffic

User Data

A

3rd Party Websites Organic

Google AdSense Google AdWords

Advertisers
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