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Overview

ÁGovernmental agencies more and more 

enforce surveillance of communication 

(òMe tooó-Approach).

ÁPrivacy and Security of communication is 

essential to protect citizens from 

unlawful surveillance.

ÁIdentity Management Systems help to 

protect the user from possible threats.
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Why òSurveillanceó?

ÁFight organised crime:

ÁInvestigation

ÁPrevention

ÁSocio-political goals:

ÁProtect democracy from extremists 

(e.g. surveillance of the NPD, Al -Qaida, etc.),

ÁKeep up preparedness of the military services,

ÁProtection from foreign intelligence services.
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Types of Telecommunication 

Surveillance

ÁEavesdropping

ÁStorage and analysis of connection data

ÁAutomated content analysis (BND)

ÁIdentification of mobile phone users and 
eavesdropping (IMSI Catcher)

ÁData retention

ÁDetermination of the location of callers

We do not cover òbuggingó or the manipulation 
of information technology for surveillance. 
These issues are regulated in Article 13 GG and 
§100 StPO.
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Who is executing Surveillance?

ÁEavesdropping is performed by so called public 
agencies (òBedarfstrªgeró), e.g.:
ÅPolice

ÅIntelligence services (e.g. Federal Intelligence Service 
(Bundesnachrichtendienst Ĭ BND))

ÅFederal Office for the Protection of the Constitution 
(Bundesamt f¿r Verfassungsschutz Ĭ BfV)

ÅVia Europol as administrative assistance for foreign 
authorities

ÁThere is no total trust into this agencies foreseen.

ĀTherefore, control of the surveyors is part of the 
system

ĀHowever, it is not trivial due to the secret nature 
of the agenciesõ tasks.
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Control of the Public Agencies

ÁPublic agencies (òBedarfstrªgeró) are under the control 
of a ministry. 

ÁThe parliamentary control commission 
(ăGeheimdienstausschussò) reviews the actions of the 
intelligence services.

ÁThe Federal Commissioner for Data Protection 
represents the citizen's interests.

ÁWhen investigating according to the code of criminal 
procedure (StPO ðStrafprozess-Ordnung) §100:
ÁThe obligation to inform the surveyed person by the public 

agencies is regulated in §101 StPO.

ÁNotification within 6 months ðexceptions may apply.
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Control of the Federal Office for the 

Protection of the Constitution

ÁThe Federal Office for the Protection of the 
Constitution is controlled by:
ÁThe minister of the interior responsible towards 

the parliament, 

ÁThe parliament itself, 

ÁThe Federal Commissioner for Data Protection
or the Commissioner for Data Protection of the 
states (òLªnderó).

ÁThis control is not executed in public!
ÁProblem: Lack of transparency

ÁExample: Incidents with regard to the 
surveillance of the NPD (e.g. òV-Mann Affªreó) 

[StPO]
8



é
é

...
Initiation of Surveillance

Distinction between two types:

ÁInvestigation
ÅFederal prosecutor and judge approve requests.

ÅFederal Network Agency (òBundesnetzagenturó) 
acquires connection data.

ÁòDanger aheadó principle (special urgency)
ÅIn cases of special urgency, the investigator can 
refer to the òdanger aheadò (òpericulum in mora ò) 
principle.

ÅThe officer -in-charge (security administrator) at the 
company (provider) decides, cooperates, and 
notifies authorities.
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Legal Foundations for the Surveillance 

of Communications

ÁArticle 10 Constitution (òGrundgesetzó)

ÁPrivacy of correspondence, posts and 
telecommunications

Á§100 of the Code of Criminal Procedure
(StPO) defines in which cases communication 
surveillance is allowed and how it has to 
be conducted.

ÁComprehensive framework with rules and regulations.

ÁMeasures have to be approved by the prosecutor and 
the judge, otherwise they cannot be used in court. 

ÁThe Telecommunications Traffic Surveillance 
Ordinance (TKÜV) regulates the general process.

[StPO]
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Legal Foundations for the 

Surveillance of Communications

ÁTelecommunications Traffic Surveillance 

Ordinance (TKÜV)

ÁReference to §110 and §111 TKG

ÁAffects telecommunication providers that offer 

network access to the public (TKG §110 (6))

ÁAffected:

ÁEvery Internet provider (also including universities and 

other public bodies offering network access)

ÁHotels/hospitals that offer phone services to their 

guests/patients

[BfDI04] & [BNDG07] 11
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Legal Foundations for the 

Surveillance of Communications

ÁFederal Intelligence Service Law 

(BND-Gesetz Ĭ BNDG)

ÁThe Federal Intelligence Service (BND) collects and 

analyses information of foreign countries, which are of 

interest with regard to foreign and national security 

affairs.

ÁThe BND is authorised to use the means of the Federal 

Office for the Protection of the Constitution (BfV), if 

these are necessary to fulfil their duties.

ÁThis includes, for example, the methodical interception of 

foreign phone calls.

ÁThe BND has to follow the statutes of the Federal Data 

Protection Act (BDSG).

[BfDI04] & [BNDG07] 12
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ÁForeign Trade and Payments Law (AWG) Ĭ 
Control of Exports
ÁFor the control of the violation of export controls and 

for their penalisation: §39 AWG restricts the secrecy of 
telecommunications.

ÁPublic agency: Customs Criminological Office

ÁControlled by the public attorney's office

ÁInternational Treaties
ÁTreaties such as the òEuropean Mutual Assistanceò for 
Europol extends the public agencies (òBedarfstrªgeró) 
by administrative assistance to European agencies.

ÁData protection and surveillance become an 
international topic.

Legal Foundations for the 

Surveillance of Communications
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Increase of 

Connection Data Queries

ÁCompared to 1995, the requests have increased by 

nearly 1000%, for 2007 an increase of 10% compared to 

the previous year could be observed.

ÁHowever, there is no evidence that there is an 

increased success-rate of the investigators.
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& [BNA09] 14
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Surveillance of Mobile Phones 

and IMSI-Catcher

Due to the diffusion of mobile phones, 

investigators have new problems:

ÁPhone number is not linkable to a personõs location.

ÁRelation between a person and a mobile phone is 

not fixed. 

Ā Therefore public agencies try to get quick access 

to the circumstances and content of the 

communication.

Solution: òIMSI-Catcheró by Rohde & Schwarz

[BlnBDI 2002] & [Fox02] 15
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Surveillance of Mobile Phones 

and IMSI-Catcher

òIMSI-Catcheró by Rohde & Schwarz simulates a 
strong base station, causing all mobile phones in the 
network of the respective operator to connect to 
this simulated base station.

Ā The person to be observed can be identified via the 
IMSI of the SIM, which can be queried at the mobile 
operatorsõ databases (if the operator is in a
cooperating country).

Ā Interception of the communication

ÁProblems
Á...with the constitution due to the rerouting of 

phones of persons that are not being observed.

Á...due to technical interferences between the IMSI 
catcher and normal base stations

[BlnBDI 2002] & [Fox02] 16
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IMSI-Catcher: Functionality

IMSI

Catcher

BS

IMSI-Catcher

Surveillance 

& Eavesdrop 

System
Base-Station

Mobile Network

MSC

BS

Take over of the connection and query 

of the IMSI by higher transmission power

[LDIN98]

Public 

Communication 

Network

Mobile Switching 

Centre
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Occasional Problemsé

German newspaper:

òO2 berechnet ¦berwachten das Abhºrenó

[SPOL02]

Bei der Überwachung von mutmaßlichen Extremisten und Straftätern 

durch Polizei und Geheimdienste hat es einen peinlichen Fehler 

gegeben. Die Verdächtigen konnten auf der Telefonrechnung für ihr 

Handy erkennen, dass sie abgehört wurden.

München - Die Betroffenen hätten wegen einer technischen Panne kürzlich 

eine Rechnung des Telefonanbieters O2 bekommen, in der Verbindungen zu 

einer unbekannten Mailbox aufgelistet waren, berichtet die "Süddeutsche 

Zeitung" unter Berufung auf Sicherheitskreise. Rund 50 Personen seien die 

Kosten für gegen sie gerichtete Abhöraktionen in Rechnung gestellt worden. 

[é]

Nach Angaben der Zeitung werden derzeit in Deutschland fast 20.000 

Telefonanschlüsse von der Polizei und den Geheimdiensten abgehört. 

Besonders nach den Terroranschlägen vom 11. September 2001 in den USA 

habe die Zahl zugenommen.

ò ó
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Situation of the Telecommunications 

Security Administrator

ÁThe security administrator is the mediator between 

the companyõs and the customersõ interests and 

the governmentõs interests:

ÁResponsibility for the security of the infrastructure

ÁContact person and in charge of dealing with surveillance 

requests in the case of urgency (òdanger aheadó) 

ÁConflict between potential òbreach of the secrecy of 

telecommunicationsó and òthe obstruction of 

investigationsó
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Costs of Surveillance

Connection -queries search account databases 

Á Example: ăAll calls to phone number n at the point of 

time tò searches the complete account database (due to 

data protection data is stored as ăa calls n at time tò).

Ā Results in tremendous costs for the servers and the 

database licences.

The interception of phone -calls causes costs:

Á Provision of online access

Á Purchasing of cryptography hardware (Elcrodat) and 

maintenance personnel with security clearance

Á 24h-availability of the infrastructure
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Enforced Registration of 

Prepaid-SIMs

ÁSince 1997, the Federal Network Agency demands:
ÁBuyers of a Prepaid-SIM have to identify themselves by 

showing an official photo identification.

ÁThe ID number of the identification document has to be 
stored in an adequate way by the provider.

ÁName and address according to the proof of identity, the 
related number as well as other identification 
credentials for telecommunications have to be 
transferred to the directory immediately (§90(1) TKG).

ÁThe telecommunication services may only be activated, 
once the identification process is finalised. 

ÁProviders took legal actions:
ÁWon at first instance.

ÁLost at second instance.

ÁWon at third instance.

ĀFinally, the law was changed. 21
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Denial of the Enforced Registration of 

Prepaid-SIMs in 3rd instance

22



é
é

...
Denial of the Enforced Registration of 

Prepaid-SIMs in 3rd instance

ÁRevision of the providers (especially Vodafone) at the 
Federal Administrative Court Leipzig

ÁDecision on the 22nd of October 2003

ÁGuideline:

Die Pflicht der Anbieter von Telekommunikationsdiensten, im 

öffentlichen Strafverfolgungs - und Sicherheitsinteresse Kunden-

dateien zu führen und in diese bestimmte, dem automatisierten 

Abruf durch die Regulierungsbehörde für Telekommunikation und 

Post unterliegende Daten aufzunehmen, betrifft nur diejenigen 

Daten ihrer Kunden , die sie zuvor nach Maßgabe des für die 

Vertragsabwicklung Erforderlichen in zulässiger Weise erhoben

haben.

Die Anbieter sind nicht darüber hinaus zur Erhebung der 

einschlägigen Daten bei den Kunden verpflichtet .

[BVwG03]

ò ó
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Prepaid-SIM Conflicts

Á Increased information surveillance not in proportion 
with the investigationsõ success rate? [AlDK03]

ÁStorage for 80 days (also of all Internet connections) 
opens potential for abuse.

ÁFederal Assembly (Bundesrat) wants to establish a 
6 months storage of all traffic -data (decision of 
19th of December 2003).

ÁPrepaid-SIM registration is required by the legislator.

Á Ineffectiveness of these measures due to foreign 
anonymous prepaid cards?

Á In future: Who controls and surveys the location data?
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Term òData Protectionó

ÁDefinition: 
Measures for the protection of stored and 

transferred personal data against manipulation or 

misuse; Federal Data Protection Act in place since 

1978 (amendment in 1990). 

ÁOriginally for the protection of the citizen against 
governmental institutions.

ÁBusinesses are regulated with regard to special 
aspects (telecommunications, medicine) of data 
protection.

Á Increased need for regulation due to the use of 
information technology (data warehouses, 
globalisation of information processing).
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Data Protection Principles in the 

Context of Communication Services

ÁData minimisation:

The service should be offered with a minimum 

of needed data.

ÁInformation of data subject : 

The person, whose data is being stored, should 

know what has been stored.

ÁAcceptance not without consent:

The data subject is to be asked in advance.

27
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Data Protection vs. Privacy

ÁData protection is the protection against adverse or 
unasked usage of data from the personal sphere of a 
person.

ÁPrivacy, on the other side, is the right òto be left 
aloneó, e.g. to be unobserved or to be anonymous. 

[WaBr1890]

ÁWhy ensuring the rights of freedom?

ÁRight of informational self -determination as a 
fundamental human right, derived from the 
Constitution ( Grundgesetz) -
òVolkszählungsurteiló (BVG83)

ÁProtection against too extensive governmental 
control
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The Implementation of 

Data Protection

Germany: Federally organised data protection

Á Responsibility in Germany: 

Federal Commissioner for Data Protection and Freedom of 

Information ( BfDI)

Á Each state in Germany has its òLänderó Data Protection 

Commissioner. 

ÁSpecialisation on certain fields, e.g. in Schleswig -

Holstein (ICPP) on Privacy in the Internet

Á Additionally :

Data protection commissioners within governmental 

administration and within companies
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Telecommunications Act

Telecommunications Act (TKG) (1997, amended in 2004)

Á §91 extends data protection to all professional providers of 
tele -communication services, incl. company telephone 
systems, hotels, Internet, etc.

Á TKG also includes the Telecommunications Data Protection 
Ordinance (TDSV)and implements the statutes of 
Directive 95/46/EG

Á TKÜV regulates the surveillance of the Internet, accordingly 
the data protection in the Internet!

Á Regulates 

Ástorage of data,

Ácreation of invoices, 

Áforeign usage of personal data 

ĀDemands data minimisation when storing data. 
30
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Telecommunications Act

Telecommunications Act (TKG) (1997, amended in 2004)

ÁExplicit consent by the user of processing personal data 
as well as the right to withdrawal.

ÁServices: Regulates call forwarding, caller ID, storage 
of mailboxes.

ÁUtilisation: Regulations for directory -assistance 
services, phone books und directories.

ÁDefines monetary fines up to 500.000 û. 
The Federal Network Agency (Bundesnetzagentur) is 
authorised to control the data protection.
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Teleservices Data 

Protection Act (TDDSG)

Teleservices Data Protection Act (TDDSG)
Á Principles
ÅFormal allowance or consent of the teleservice user are 

prerequisites for the acquisition, the processing, and the usage of 
personal data.

ÅProvider should acquire, process, and use no or only a limited 
amount of personal data.

ÅThe consent can also be declared electronically.

Á Responsibilities of the provider
ÅThe user of a teleservice must be notified about the processing 

of his/her data.

ÅUsage and payment of the teleservice must be offered 
anonymously, as far as they are technically possible and 
reasonable.

ÅUser profiles are allowed only when pseudonyms are being used.

Á Right of access to personal data by the user
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Interests and Conflicts

ÁUsers want to keep their personal data under their 

control.

ÁService providers want to use the customersõ data for 

commercial purposes (e.g. customer profiles).

ÁThe legislator demands:

ÁData protection on the one hand,

ÁSurveillance and retention of data on the other hand. 

ÁConflicts between expectations and regulations often arise.

Regulation is òaliveó and constantly 

demands new decisions.Ā
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Identity Concepts: 

Ipse vs. Idem Identity

Identity

Ipse identityIdem Identity

Description from 

other personõs 

perspective

(Categorisation)

Self-description 

(sense of self)
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Identity Concepts: 

Mental vs. Procedural View |1 

ÁMental identity (ipse, I)

ÁResearched by social/psychological sciences

ÁDynamically changing configuration reflecting, and 

shaped by, interactions between an individual and 

its environment

ÁPrivate and endless task to go deeply in onesõ own 

description:

ÁòOnly I can be responsible for acts done by me.ó

ÁòI remain myself by being faithful to my promises.ó

[BoBe01] 
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Identity Concepts: 

Mental vs. Procedural View |2

ÁProcedural identity (idem, Me)  
ÁUsed by technical/administrative sciences

ÁCollection of formalized characteristics, which 
enable identification and authentication 
necessary for social and economic relations, as 
well as dealings with the authorities.  

ÁE.g., a personõs name, marital status, date of 
birth, height, colour of skin or eyes, number of 
children, nationality, educational and professional 
qualifications, etc. 

ÁThe choice of these characteristics may depend 
on the context, i.e. controlling authority, 
functional needs, etc. 

[BoBe01] 
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Identity Concepts 

Implicit vs. Explicit View

The procedural identity ( Me) 
can be further differentiated

ÁThe I
the indeterminate first 
person perspective

Á Implicit Me
how a person perceives 
her-/himself

ÁExplicit Me
how this person is 
perceived and represented
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Identity Concepts:

View of Identity (Control)

ÁTier 1 (T1): True (ôMyõ) identity

ÁTier 2 (T2): Assigned (ôOurõ) identity

ÁTier 3 (T3): Abstracted (ôTheirõ) identity

ÁThe different tiers can be distinguished by the 

factor ôcontrolõ: Who controls the identity?

[Dura03]
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Identity Concepts

Tier 1: True Identity

ÁA Tier 1 (true ðôMyõ) identity is my true and 

personal digital identity and is owned and 

controlled entirely by me, for my sole benefit. 

ÁT1 identities are both timeless & unconditional.

[Dura03]
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Identity Concepts

Tier 2: Assigned Identity

ÁA Tier 2 (assigned ðôOurõ) identity refers to our 
digital identities that are assigned to us by 
corporations (e.g. our ôcustomer accountsõ). 

ÁOur job title (assigned to us by our employer)

ÁOur cell phone number (assigned to us by our mobile 
phone operator)

ÁOur United Mileage Plus number (assigned to us by United 
Airlines)

ÁOur social security number (assigned to us by the 
Government)

ÁOur credit card number (assigned to us by our credit card 
companies) 

[Dura03]
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Identity Concepts 

Tier 3: Abstracted Identity

ÁA Tier 3 (abstracted ðôTheirõ) identity is an 
abstracted identity in that it identifies us through 
our demographics and other reputation like 
attributes, but does not need to do so in a 1:1 
manner. 
ÁT3 identities speak to the way in which companies 

aggregate us into different marketing buckets for the 
purposes of advertising or communicating with us. 

ÁE.g., we're either a 'frequent buyer' or a 'one time 
customer' etc. 

ÁT3's are typically based upon our behaviour in our 
interactions with business. 

ÁThe entire CRM market caters to T3 identities.

[Dura03]
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Identity Concepts 

Working Definitions

ÁIdentity:
The characteristics (attributes) representing an 
acting entity

ÁPartial identity:
A subset of the characteristics of an identity

Why are partial identities important ?
ÁDifferent partial identities are assigned to and 

abstracted from an entity.

ÁThe identity of an entity consists of partial identities 
distributed over different partners of the entity.

[BaMe05]
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Identity Concepts: 

Partial Identities Illustrated |1

Anonymity Work

Public 

Authority

Health Care

foreign languages

education                address

capabilities                        salary

name                    income

credit cards                                           tax status            denomination

account number                                                                                      

birthdate       marital status   

hobbies                                                             

insurance

nickname        (dis)likes                                                      

phone number                              health status           

blood group

Shopping

Leisure

[Hans05] 44
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Identity Concepts: 

Partial Identities Illustrated |2

45
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Identity Concepts 

Mobile Identities

ÁWhat makes an identity mobile?

ÁLocation data / Context of the user

ÁTemporal aspect 

Āmobile identities change during their lifetime.

ÁPartial identities for different aspects

ÁPrivate life?

ÁBusiness life?

ÁWorking definition:
Mobile identities are (partial) Idem identities that are 

extended by location information.
[Roye06]
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Identity Concepts: 

Mobile (digital) Identities

ÁA concept that links a òtoken/deviceó from the 

digital/syntactical world to an object in the 

real/semantical world

ÁAccompanied by a set of properties and attributes

47



é
é

...
Identity Management (IdM)

Identity Management ( IdM) is often used as a buzz word
that can have many meanings such as:

Á The management of accounts for employees, customers or 
citizens. These accounts contain those parts of an identity 
relevant for an organization (attributes, access rights, roles, é)

Ą Trend towards federations between organizations

Á The collection and analysis of data about individuals allowing for 
the extraction of useful knowledge on these individuals 
(profiling ):

Ą E.g., for marketing or law enforcement purposes 

Á The possibility of an individual to manage its procedural 
identities with different organizations (partial identities) and in 
this way allowing

ĄTo build a ôhealthyõ virtual socio-psychological identity.
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Identity Management: 

Identity Management Systems

Á Identity Management Systems (IdMS) are tools that 
support Identity Management activities. 

ÁWe distinguish
1. Pure IMS main objective is support of identity management 

functionality, e.g. MS Passport, Liberty, Shibboleth, PingID, 
password managers, form fillers

2. Systems/applications with another core functionality, but 
basing on some identity management functionality, e.g. GSM, 
PGP, eBay

3. Systems/applications independent from identity management 
functionality, with some identity management functionality as 
add-on, e.g., HTML browsers, chat clients

[BaMe05]
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Identity Management: 

Identity Management Functions

ÁProvisioning, Enrolling, Choosing 

ÁBinding with Attributes

ÁCertifying

ÁChanging

ÁUnbinding of Attributes

ÁDeleting

Áé?
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Identity Management: 

Types of IdM (Systems)

Type 1

Account Management:

assignedidentity

(= Tier 2)

by organisation

Type 2

Profiling:

derived identity

abstracted identity

(= Tier 3) 

by organisation

Type 3

Management of

own identities:

chosenidentity

(= Tier1)

by user himself

supported by 

service providers

Ā There are hybrid systems 

that combine characteristics
[BaMe05]
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Interdisciplinary aspects of 

Mobility and Identity

Socio - Cultural Governmental

Technological Economical

[RoRa06]
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Interdisciplinary Aspects 

Dimension: Socio-Cultural

Socio - Cultural Governmental

Technological Economical

Á Group dynamics

Á Awareness

Á Trust

Á Right of Privacy

Á Perceived freedom
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Socio-Cultural Impacts

ÁConcepts being observed
ÁIdem-Identity , categorisation

ÁIpse-Identity , sense of self

ÁAnalysis of conceptual and sociological issues 
of the impact of idem -identification on ipse -
identity, in the case of mobile devices; e.g.:
ÁHow someone establishes communication using 

mobile devices, and 

Áhow we/others perceive ourselves/us.
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Interdisciplinary Aspects 

Dimension: Technological

Socio - Cultural Governmental

Technological Economical

Á Technologies

Å PETs

Å Protocols

Å Network Access

Á Interoperability

Á Standards
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Mobile Identity Management

ÁManagement of identities through the use of 

mobile devices

ÁManagement of social interactions in life, rather 

than Management of mobility

ÁManagement of Mobile Identities

ÁUsage of location data
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Transfer of Attributes

Attribute:

-Attr. 1

-Attr. 2

-é
Service Provider

Service access

Service provision

Customer

Mobile Operator
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Interdisciplinary Aspects 

Dimension: Governmental

Socio - Cultural Governmental

Technological Economical

Á Laws

Á Directives

Á Regulations
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Interdisciplinary Aspects 

Dimension: Economical

Socio - Cultural Governmental

Technological Economical

Á Costs and Benefits

Á Technology Diffusion

Á Return on Investment

Á Business Value of IT

Á Price of Convenience

Á Technology Acceptance

Á Business Models

59


