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Department “Business Informatics” @ Goethe-University

Who we are?

e-Finance Media Services Information Systems
Engineering
PD Dr. Hans-Dieter
Prof. Dr. Peter Gomber Groffmann Prof. Dr. Roland Holten
Business Education Business Education Financial Services
(associated) (associated)
Prof. Dr. Manfred
Horlebein Prof. Dr. Eveline Wuttke Prof. Dr. Cleigs
Jochum
Information Systems & Mobile Business & Wirtschaftsinformatik
Information Multilateral Security und Simulation
Management (Informatics)

Prof. Dr. Wolfgang Konig | Prof. Dr. Kai Rannenberg Dr. Andreas Lattner
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Chair of Business Administration, especially
Business Informatics, Mobile Business and
Multilateral Security

T-Mobile Chair of M-Business and Multilateral Security

Gruneburgplatz 1
Campus Westend, RuW
2" Floor

Phone: +49 69 798 34701
Fax: +49 69 798 35004
eMail: info@m-chair.net
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Office:

Elvira Koch
elvira.koch@m-chair.net

Office Hours:
Mo.-Fr. 10:00-14:00

WWW. m-chair.net

Team
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Vita of Kai Rannenberg

Kai Rannenberg

Einbeck, Gottingen, Eystrup, Wolfsburg, ...
TU Berlin (Dipl.-Inform.)
Uni Freiburg (Dr. rer. pol.)

Dissertation “Kriterien und Zertifizierung mehrseitiger IT-
Sicherheit”

Standardization at ISO/IEC JTC 1/SC 27 and DIN NI-27

Kolleg “Sicherheit in der Kommunikationstechnik
Gottlieb Daimler- and Karl Benz-Foundation

Multilateral Security:
“Empowering Users, Enabling Applications®, 1993 - 1999
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Recent history of Kai Rannenberg

1999-09 till 2002-08
Microsoft Research Cambridge UK
www.research.microsoft.com

Responsible for “Personal Security Devices and Privacy
Technologies

2001-10 Call for this chair
2001-12 till 2002-07 Stand-in for the chair

Since 2002-07 Professor
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Bachelor

Master/Diplom*)

WiSe 2010/2011

Vorlesung

Einfiihrung in Mobile Business
(EMB)

Teaching

SoSe 2011

Vorlesung
Wirtschaftsinformatik 2 (PWIN)

Vorlesung
Mobile Business | - Technology,

Markets, Platforms, and Business
Models (MB1)

Informations- und
Kommunikationssicherheit:
Infrastrukturen, Technologien
und Geschaftsmodelle (SEC)

Seminar

Managing Privacy and Trust in
Social Media Applications

Vorlesung

Mobile Business Il:
Platforms, Infrastructures,
and Business Models (MB2)

Informations- und
Kommunikationssicherheit:
Infrastrukturen, Technologien
und Geschaftsmodelle (SEC)

Seminar
In Planung

*) Der Diplomstudiengang lauft aus - nach dem Wintersemester 2010/2011 wird es keine Moglichkeit mehr
geben, entsprechende Veranstaltungen zu besuchen und es werden auch keine Klausuren mehr gestellt.
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Chair of
Mobile Business & Multilateral Security

Marketing Security

Mobile
Business Il

Information &
Privacy Communication
Security

Mobile
Business |

Mobile Business

Application Scenarios Identity Management

Studiengang

i G Bachelor Wirtschaftsinformatik 2
i @ Master (Business Informatics 2)
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business Research Objectives

= Usage and trial of “Mobile Services & Devices”
= Experience “M-Business” life

= Experience security issues

= Compare with state of the discussion in

research

= Feedback to designer and e
developers

= |nfluence future work !}* :
environments &u 2 ﬂ

E)iberimental Seminar

X
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= Multilateral Security
= Security, Trust and Privacy
= Mobile Sighatures
= Personal Security Devices

= Mobile Life, Work, and Business
= | ocation Based Services
= Mobile Communities

= M-Infrastructures
= Combination, Integration, Innovation
» Standardisation, Regulation
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Dr. loannis Krontiris

e Gruneburgplatz 1, room 2.220
e Phone: 069 - 798 34668
e joannis.krontiris@m-chair.net

Dipl.-Inf. Gokhan Bal

e Gruneburgplatz 1, room 2.235
e Phone: 069 - 798 34702
o goekhan.bal@m-chair.net

Dipl.-Ing. (FH) Christian Weber MBA

e Gruneburgplatz 1, room 2.233

e Phone: 069 - 798 34704 |yl

e christian.weber@m-chair.net — E
17

|&C Security - Contact Persons

sec@®m-chair.net
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Date not yet fixed but in the
period between 21.02.2011 and
11.03.2011

Please keep yourself updated!

(http://www.wiwi.uni-frankfurt.de/mein-wiwi-

studium/pruefungsamt/)

Written Exam

18
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Matt Bishop:

Introduction to
Computer Security

Addison Wesley
ISBN: 0-321-24744-2

\.4
Matt Bishop
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COMPUTER

Literature

Dieter Gollmann:
Computer Security
John Wiley & Sons
ISBN: 0-470-86293-9

.
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Claudia Eckert

L J e
IT-Sicherheit
Konzepte —Verfahren - Protokolle

Oldenbourg

Literature

In German:

Claudia Eckert:
IT-Sicherheit
Oldenbourg

ISBN: 3-486-5827-04
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Please Note:

Electronic library of magazines, access to more
than 2000 magazines

http://www.ub.uni-frankfurt.de/banken.html

(available only for University members via HRZ
account (141.2.XXX. XXX |IP-adresses; PC Pool or
dial-in via HRZ; see www.rz.uni-
frankfurt.de/campusnetz/vpn/index.html)

Research
H O = T | Databases

http://search.epnet.com/login.asp
Online search engines:

http://citeseer.nj.nec.com/cs
http://scholar.google.com
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Electronic Business and Securit
business Y/

c't 14/2004, S. 48: Distibuted Denial of Service Crime, Justice, Safety:
A DR NEW SCENTER = CRIM
= Vad ) [1EWS.COIT * SAFETY CENTER & CRIM

Patrick Brauch

YOU HAVE THE RIGHT TO KNOW k= CRIME SOLYERS = RESO|

2 k WIDEDO CEMTER.  + MEDIT
Geld oder Netz!

Breaking Mews | Mlis=zing | Internet Crime | Can *ou Believe Th

Kriminelle erpressen Online-Wettbiros mit DDoS-Attacken
Hack Attack Shuts Down Online

Auction Site

Es sieht ganz s0 aus, als habe das organisierte Verbrechen ein neues Gescl
Motto: ,Zahlt oder wir machen den Laden dicht™.

ald einen Angriff gegen E nser Team br: . . . .
llar ein angemessener B Wenn Ihr nict BidBay Offers Reward as FBI Investigates Denial of Service
BBses tun, es ist nur unsere Arbeit. Viel Gléck!™ r

B Y N =
(Distributed) ,,Denial of Service“-Attacks

,Sale of
on e-auctioneers/broker/betting office

MATIOMALFROMT
Report: Blackmailer Reveals

Denial of Service-Attacke legt Bluewin lahm
Upd ate g

Bluewin-Portal heute morgen teilweise unerreichbar.

. . ; . .. CNET
Beim Bluewin-Fortal www.bluewin.ch sowie einigen andere
Bluewin-Sites gab es anscheinend heute zumindest zeitweise
Frobleme. Einer unzerer Lezer informierte uns, dass er
i A e e 8 or g of Fa Liegilebe e

g com, i e i e iy g . e o 1 [ i

@ N N
EWS.COM:
FIRST
echon heute morgen um halb zwei Uhr Bluewin.ch nicht tin s s, s S A

erreichen konnte. Bei einem ersten Test kurz vor 10 Uhr Fai Ied dot_coms ma‘y ? i ey

kkamen auch wir noch nicht auf die Site, kurz darauf war B s b Erdien e by

Eluewin wieder problemlos erreichbar. be SEI I i ng you r private i P
s [ "M e Pl ")
Swisscom-Sprecher Christian Neuhaus bestatigte gegeniber = = s el e
inside-it.ch, dass, wie wir geriichtewsise erfahren hatten, Inform atlon WH&* =
eine Denial-of-Service-Attacke der Grund fur die Ausfille By Greg Sandoval ~‘ |ﬂl!!‘|gib|e5. i.e. URL name ]
war. (Bei einer DoS-Attacke versuchen Angreifer eine - s r—
Website mit automatisierten Zuariffen zu ibsflutan eo dace taff Writer, CMET Mews. cormn dataham, (!.IHHHHJIH!,

' : . CMET tech sites: Product revi sh Tach
die Server die Last nicht mehr bewaltiger USSP =ne s | S [ TRk

blockiert werden.) Fir Bluewin-ADSL-Kur NEWS.COM Nevs.com Mabils Login: |E-mail address Password

gemass Neuhaus nur eine Stunde lang ni NEWS OF CHANGE °F PDAorphone
wisse allerdings nicht, wie lange nicht-BIu

: 1 My News | Readers' Choice
keinen Zuariff hatten.
Front Door | Business Tech | Cutting Edge | Access ELGWCEICE Media 2.0 | Markets | Digital Life

Credit card breach exposes 40 million accounts

b
Stolen Internet Credit Card Data Customer data

Toysmart-com:

b
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Provider

= no payment - debtor
cannot be captured

= wrong or fake orders

= copyright violations

= www attacks

= internal server intrusion

Consumer

= unwanted deliveries
(false, not ordered, ...)

= unauthorized /
unexpected direct debt
of money, e.g. from a
credit card account

= unwanted advertising
mail (“spamming”)
» transparent consumers

Risks of Unprotected Market Activities

25
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100% -
90% -
80%
70% -
60% -
50% -
40% -
30% -

20% -

10% +
w - - © _© © _© 4

Source: Electronic Commerce Enquéte, Universitat Freiburg, 1998
(32 options + free text for choice, 6 options with highest agreement listed) 26




mobile N

Security vs. Safety

business
protected property/asset
material immaterial
] information, reputation,
(nature, body, life) ( prestigeg
(, _____________ RN
%) accident ! Safety Y
§ (laws of) nature | 1 ;
® . negligence X |
- @ | /
5 3 ' A e
g i i
2 : i
intention : :
' 7 Security

-
~———_—
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ﬂ very human discrepancy ﬁ(ind of technical arrangement |

e Privacy

Protect the own sphere and
the own values

e Binding
Gain trust (of partners),
transfer values

Security

Confidentiality

Information delivery just to
whom it is intended

Integrity
no faking of information
Availability

no system failures / no loss of
data

Accountability

actions are always accountable
to responsible parties

A combination of technical, organizational and legal
methods is necessary.

28
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Concepts and their Motivation (1
business P U

= Unauthorized earning of information, that means loss
of confidentiality: patient data (for example
information of physical examinations, diagnoses or
therapy attempts, but also content of meetings on
patient cases which is stored in databases) shall not
accessible to unauthorized persons (e.g. other patients,
hospital employees or employees of the network
operator whose (mobile) network is used to transfer
the data from hospital to hospital).

= Unauthorized modification of information, that means
loss of integrity: Unauthorized and unobserved data
modifications (e.g. a prescription, a medicament
ordering or a dosage instruction) may lead to life-
threatening consequences.

29
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= Unauthorized impair of functionality, that means loss
of availability: If the medical history is accessible
solely via one network and this network has a
breakdown when patient data has to be queried it may
be life-threatening for the patient.

= |ncorrect non-committalness, that means loss of
accountability: If the persons liable for procedures in
IT-systems (e.g. for the delivery of diaghoses, therapy
instructions or billings) cannot be identified
unwarrantable actions may occur. Moreover, the
consequences of a mistake may be worse for the
injured party since there is no information on whom to
ask for compensation.

30
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Different Parties

with \

different Interests ‘

= Customers/Merchants \ /

= Communication partners
cp e . . . Network
= Citizens/Administration Operator

Service

Provider
/
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.. in a world of
consortia
" more partners

= more complex
relations

Multilateral Security E

N

\

Service
Provider

Network
Operator

Content

Prowder

.
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@ti\ng ™ : \
Interests | Suppo_rtlng
- - Sovereignty
Protection

of different
parties and their
Interests

—

——

A Considering Conflicts 33 E
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//‘

/

business considers conflicts
Respecting Interests Supporting Sovereignty
Parties can define their own = Requiring each party to only
interests. minimally trust in the honesty
Conflicts can be recognized of others
and negotiated. = Requiring only minimal or no
Negotiated results can be trust in technology of others

reliably enforced.

Protection of different parties and their interests 4
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business daily communication

The Challenge Caller Callee

= |ncreased
reachability due to
new communication

services
= Annoying calls

. accept
» Shortage of time D
= Caller-ID conflict Communication
—p

or

deny
_

- Reachability Management (RM)
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The Features

Automatic call
filtering under
user control

Privacy protection
for both caller and
callee

Choice of different
ways to express
urgency

Choice of different
reactions for
different situations

Communication supported
by an RM System

Caller

Callee
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RS Call

m Urgency Of the Call Whoe Rannenberg, Katrin
*MyID: hone

= Extent of identification

n SeCUFity I’equirements ..........................................................................

= authentication ”:“N“;:;al i

= confidentiality

* hon-repudiation

it Ernergency

Security Settings: [ View Details ]

# Confidentiality: Important
# Authentication Don't care

Cancel Call

39
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Statement of urgency

“It is really urgent!”
Specification of a function

“l am your boss!”
Specification of a subject

“Let’s have a party tonight.”
Presentation of a voucher

“l welcome you calling back.”
Provision of a reference

“My friends are your friends!”
Offering a surety

“Satisfaction guaranteed
or this money is yours!”

Why should your call
go through?

L™
EY15 Question

éThe subscriber wishes to be informed of |
éynur identity before the call could be
iconnected.

Katrm Rannenberg’s RMS requests for
vour identity:

¥hone
Damker [D5 971, Herbert
Damker, Herbert
Pseudonym Harry Hurtig {P)

i b
L™
E¥15 Question J

é.ﬁ.t the moment the subscriber can only
éatcept urgent calls. Please decidel!

............................................................................................................

Katrin Rannenberqg’s RNS requires an
answer to the request abowve:

B Iy callis urgent, please connect,

% &t the moment ry call iz not s0 urgent,

Cancel Answer

40
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= Bell is ringing!
= Callee notified

= Callee can still
decide to accept or
deny the call

RMS accepted call
(Callee display)

EMS 100

# Current Situation: Priyate

Accept Call?

Call with normal urgency
For: KaiRannenberg
Frorn: Herbert Damker
S5ubject: Paper accepted!

41
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= Call not connected

= Caller gets
information
(configured by callee)

= Caller can leave a
message or request a
call back

RMS denied call
(Caller display)

REM15: Call denied

Unfortunately the subscriber can no

accept the call at the moment.

t

Leave with Katrin Rannenberyq:

B Textmessage
7+ Request far callback {with voucher)

27 Mo message

Cancel OK

42
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bUSINESS Configuring your RMS
Situations of e
o P

Set of rules how to deal with o FEEEEg
an incoming call ET—
R u l e S :: ;:::situation 'I'VIem:in[t_:;.':ﬁnE -
Combination of features
Users can reconfigure initial S

: : : Do ®
rules and situations as they like. oo

43
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Reachability Management and
Multilateral Security
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Multilateral Security

business considers conflicts

/

Respecting Interests

= Parties can define their own = Requiring each party to only
interests. minimally trust in the honesty
= Conflicts can be recognized of others
and negotiated. = Requiring only minimal or no

= Negotiated results can be
reliably enforced.

Protection of different parties and their interests

Supporting Sovereignty

trust in technology of others

45
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business Multilateral Security

* Protection of and

= Balance of security requirements

» Processing and storage of
ina

= Assessment of the concept in a simulation
study in the Heidelberg health service

46




mobile N\

business Simulation study

in Heidelberg health service

= Fictitious, but realistic
cases

= Real users: ca 40
doctors, nurses, admin
people, etc.

= 1 week “Playtime”

= 18 months preparation
and analysis: workflow
analysis usability tests,
script writing, attack
planning

= Reachability manager

= Negotiating security

= |dentities and pseudonyms

= Signing device

= Medical information (patient
records and knowledge base)

= Hospital communication 47 E




mobile N\

business Some lessons learned

Overall results
= High benefit for everyday tasks
* |Increasing awareness of security

= Integration of asynchronous messages
very useful

= Manual filtering of calls often used
User demands

= Smaller device - RMS functionality in
mobile phone

* |ntegration of full-flavour email
= Authentication also during a call
Many more design hints




mobile N\ Challenge
bus|ness Security introduces extra complexity

Complexity was accepted as benefit was seen, e.g.
Situations in Reachability Management vs. pagers.

Users coped with complexity in different ways:

= Conservatives: Never changed the given rule sets
= Reformers: Added the odd situation or rule

= Power Users: Designed large sets of situations and rules, even if they
never used all of them later.

Most ended up with 3-5 levels,
= but with different ones, and
= they came by different routes.

Experimenting was encouraged by the nature of the
control: “It’s just a call, not a top secret data base”.
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Just a small example, but
» |ntegration of voice and data services

Think this within
= Enterprise communication portals
= Mobile access
= Shared calendars

Stokehold_eir‘;\:". ‘

User <75

Mob”e

New dimensions for negotiation
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= Teaching & Research Agenda
» Organizational Issues

= |[ntroduction into information and
communication security

= Qutline of this course

Agenda




mobile N\
business

Lectures and Exercises (2010)

Outline of this course

20.10.2010  Lecture Introduction

26.10.2010 Lecture Authentication
27.10.2010 Lecture Access Control

03.11.2010  Guest Lecture Jens Eichler (Dimension Data)
09.11.2010 Lecture Cryptography |

10.11.2010 Lecture Cryptography Il
17.11.2010 Exercise Authentication
23.11.2010 Lecture Electronic Signatures
24.11.2010 Lecture Identity Management |
01.12.2010  Exercise Access Control

07.12.2010 Exercise Cryptography

08.12.2010 Lecture Identity Management Il
15.12.2010 Lecture Computer System Security
21.12.2010  Guest Lecture Udo Helmbrecht (ENISA)
22.12.2010 Lecture Network Security |

52
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Lectures and Exercises (2011)

12.01.2011
18.01.2011
19.01.2011
26.01.2011

01.02.2011
02.02.2011

09.02.2011
15.02.2011
16.02.2011

Lecture
Guest Lecture
Lecture
Lecture

Lecture
Guest Lecture

Guest Lecture
Lecture

Lecture

Outline of this course

Network Security Il
Stefan Weiss (KPMG)
Security Management
Security Engineering

Evaluation Criteria
Jurgen Kihn (Trivadis GmbH)

Martin Reichenbach (Commerzbank AG)
Aktuelle Forschungsthemen

Vertiefung ausgesuchter Inhalte
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