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mObIIe N PrOblemS Of Symmetr-ic
business Cryptosystems: Key Exchange
%
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n*(n-1)/2 Keys

Internet: ~ 1.000.000.000 Users

=> ~ 500.000.000.000.000.000 Keys /

N\

o

[J. Buchmann: Lecture Public Key Infrastruigegren, FG Theoretische Informatik, TU-Darmstadt]
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Key Server

— @

. Key Server

| Key Server knows all secret keys! |

[J. Buchmann: Lecture Public Key Infrastrukturen, FG Theoretische Informatik, TU-Darmstadt] 4 E
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mlg)l,l?sllﬁe\\ss Public Key Encryption
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olakjs
odasjd Offer
Offer — | encrypt —> | féljasd —> | decrypt —
ldjfoas —
jolakj

g public private

Alice Bob
asymmetric

[J. Buchmann: Lecture Public Key Infrastrukturen, FG Theoretische Informatik, TU-Darmstadt]
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[J. Buchmann: Lecture Public Key Infrastrukturen, FG Theoretische Informatik, TU-Darmstadt]
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mobile N\ Concept of Asymmetric
business Encryption Systems

= Use of key pairs instead of one key:

= Public key is solely for encryption.

= Key text can only be decrypted with the corresponding private
(undisclosed) key.

= Private key cannot be calculated from the public key.

= The public key can be distributed freely, even via insecure
ways (e.g. directory (public key crypto system)).

= Messages are encoded via the public key of the addressee.
Only the addressee holds the private key for decoding.
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secret area

encryption key, i )
publicly known

~ decryption key,
v . kept private

plaintext encrypted text

c . plaintext
R . ncryption C(X)

Decryption

Box with slot, access to messages only with a key

From: H. Federrath, A. Pfitzmann, 1997
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mobile N\ Asymmetric Encryption Systems:
business

RSA
= Rivest, Shamir, Adleman, 1978

= Based on the assumption that the factorization of the product
of two (big) prime numbers (p*q) is “difficult” (product is the
public key)

= Key lengths often 1024 bit; recommended 2048 or 4096 bit

Diffie-Hellman
= Diffie, Hellman, 1976
= First patented algorithm with public keys
= Allows the exchange of a secret key

= Based on the “difficulty” of calculating discrete logarithms in a
finite field

Examples

11
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= Public key cryptography
= General concept

= Algorithms
= RSA

= Hybrid systems
= Key management
= Example: PGP

Agenda

12




mobile N |
business RSA Encryption

= To encrypt a message M, using a public key
(e,n), proceed as follows (e and n are a pair of
positive integers):
= First represent the message as an integer between 0

and n-1 (break long messages into a series of blocks,
and represent each block as such an integer).

. Then encrypt the message by raising it to the
" power modulo n.
. The result (the ciphertext C) is the remainder of M¢
divided by n.
= The encryption key is thus the pair of positive
integers (e,n).
[RSA78]
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business RSA Decryption

= To decrypt the ciphertext, raise it to
another power d, again modulo n.

= The decryption key is the pair of positive
integers (d,n).

= Each user makes his encryption key
public, and keeps the corresponding
decryption key private.

[RSA78]
14
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RSA Encryption/Decryption Summar
business yP yP Y

= C = E(M) = M* (mod n),
for a message M

= M= D(C) = C? (mod n),
for a ciphertext C

[RSA78]
15




mobile N\

business Choosing the Keys (I)

* You first compute n as the product of two
primes p and q.

" n=p*q

nese primes are very large “random” primes.

though you will make n public, the factors p

nd g will be effectively hidden from everyone
se due to the enormous difficulty of factoring

|
S0 > o

» This also hides the way, how d can be derived
from e.

[RSA78]
16
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= You then choose an integer d to be a
large, random integer which is relatively

prime to (p-1)*(q-1).

= That is, check that d satisfies:

* The greatest common divisor of
d and (p-1)*(q-1) is 1.

" gcd(d, (p-1)*(q-1))=1

[RSA78]
17
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* The integer e is finally computed from
p,q, and d to be the “multiplicative
inverse” of d, modulo (p-1)*(g-1).

= Thus we have
e*d =1 (mod (p-1)*(qg-1)).

[RSA78]

Choosing the Keys (lll)

18




mobile N\

business Example (1)
@%ﬁ » Let p=7 and g=11.

e = Then n=77.
O=r . Alice chooses d=53, so e=17.

T e

§§d§53’20) 4 g -

M a e*d mod (p-1)*(q-1) =

901 mod 60 = 1

Based on [Bi05] E
19
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= Bob wants to send Alice the
message ,,Hello World*

= Each plaintext character is

represented by a number
between 00(A) and 25 (Z).

= Therefore, we have the
plaintext as:

Hello
World

=

Bob

070411111426 221417 11 03

Based on [Bi05]

20
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= Using Alice’s public key the
ciphertext is:
= 07" mod 77 = 28 IR
» 04" mod 77 = 16

* 11" mod 77 = 44 @

= 03" mod 77 = 75 Bob

= Or 28 16 44 44 42 38 22 42 19
44 75

Based on [Bi05] E
21
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28 16 44 44
42 38 22
42194475

= Alice decrypts the ciphertext

by calculating:

= 2833 mod
* 163 mod

= 44°3 moc

77 =07
77 =04
77 =11

= 753 mod 77 = 03

= Or: 0704111114 26 22 14
“Hello World”

1711 03 =

Example (V)

Based on [Bi05]

22
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business Public Key Algorithms
Algorithm Performance’
El Gamal 1826 s
RSA 16 s
Disadvantage: Complex operations
with very big numbers
= Algorithms are very slow
*) Encryption of 1 MB-blocks with an Athlon 1GHz processor

[J. Buchmann: Lecture Public Key Infrastrukturen, FG Theoretische Informatik, TU-Darmstadt]

.
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Solution: Hybrid Systems
business HHOM- TYPHE Y

symmetric session key

/ \
/
)oﬁé’@?‘er \
/ ﬁﬁg@ \ Offer
Offer — | encrypt L5 | 2oeersia| —N decrypt —
@2 op A AT N
7 erd e &er N
Z
Gy L0 g
y D
t decrypt
i enﬁ yp \ Bob
@=w [hybrid Q—p

[based on: J. Buchmann 2005: Lecture Public Key Infrastrukturen, o5
FG Theoretische Informatik, TU-Darmstadt]
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“Man in the middle attack”

Attacks on Public Key Distribution

A asks for B’s public key

v

but C sends his own

_ public key C asks for B’s public key

v

B sends its public key B
message ignorantly
encrypted for C

v

message encrypted for B

v

< Keys are certified: a 37 person/institution confirms (with its
digital signature) the affiliation of the public key to a person.

8-
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business Certification of Public Keys

= B can freely distribute his own public key.

= But: Everybody (e.g. C) could distribute a public key
and claim that this one belongs to B.

= |f A uses this key to send a message to B, C will be able
to read this message!

= Thus:
How can A decide if a public key was really created and
distributed by B without asking B directly?

= Keys get certified, i.e. a third person/institution
confirms with its (digital) signature the affiliation of a
public key to entity B.

> Public Key Infrastructures (PKIs)

28
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Three types of organization for certification systems (PKIs?):

» Central Certification Authority (CA)

= Asingle CA, keys often integrated in checking software
= eExample: older versions of Netscape (CA = Verisign)

» Hierarchical certification system

= CAs which in turn are certified by “higher” CA
= Examples: PEM, TeleTrust, infrastructure according to Signature Law

= Web of Trust

= Each owner of a key may serve as a CA.
= Users have to assess certificates on their own.
= Example: PGP (but with hierarchical overlay system)

Certification of Public Keys

29




mobile N\ Hierarchical Certlf!catlon
of Public Keys

bUSI neSS (Example: German Signature Law)

Regulatory Authority @ Root-CA (Regulatory Authority)
confirms

public keys

of the CAs / j \
/ Certification
@ @ @ Authorities (CA)

TeleSec, D-Trust

/j\ /j\ /l\ TC TrustCenter, ...

persons organizations

= The actual checking of the identity of the key owner takes place at
so called Registration Authorities
(e.g. notaries, bank branches, T-Points, ...)

= Security of the infrastructure depends on the reliability of the CAs. . E




mobile N\ Content of a Key Certificate

bUS| Ness (according to German Signature Law and Regulation)
indication of ) serial number
the algorithms .
used version: v3
serial number: 4711
sign alg: RSA/SHA-1
issuer: all-sign-CA
period of validity »validity: 7.7.00 - 31.12.02
key owner, \—>SUbJect German, Michel certification
possibly named by key: 010011 0001 110000... provider that
pseudonym pseudonym: yes issued the
certificate
signature test limitation: no
key qualified: no
attributes:
representative of the
lchancellor

signature

i



mobile N\ Tasks of a Certification Authority
bUS| Ness (according to German Signature Law and Regulation)

= Reliable identification of persons who apply for a
certificate

* |[nformation on necessary methods for fraud resistant
creation of a signature

= Provision for secure storage of the private key
= at least Smartcard (protected by PIN)

= Publication of the certificate (if wanted)

= Barring of certificates

= |f necessary issuing of time stamps

= for a fraud resistant proof that an electronic document has
been at hand at a specific time

32




mObI |e \ Requirements to an Accredited CA
bUS| Ness (according to German Signature Law and Regulation)

= Checking of the following items by certain
confirmation centers (BSI, TUVIT, ...)

Concept of operational security

Reliability of the executives and of the employees as
well as of their know-how

Financial power for continuous operation

Exclusive usage of licensed technical components
according to SigG and SigV

Security requirements as to operating premises and
their access controls

= Possibly license of the regulation authority

33
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“Introducer”
David

a 1 > Bob knows David and has received
David’s public key by David himself

2 > Alice lets David sign
her public key

3 4 > Bob can verify Alice’ key

Alice sends the signed on the basis of David’s
key to Bob .
> signature
-
Bob encrypts his message to

Alice 5 > Alice with the received key Bob

Each user can act as a “CA“.
= Mapping of the social process of creation of trust
Keys are “certified” through several signatures.

= Expansion is possible by public key servers and
(hierarchical) CAs

34
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Web of Trust:
» Certification of the public keys mutually by users
= Level of the mutual trust is adjustable.

Web of Trust Example
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Protection of Email

business Example PGP

» PGP = Pretty Good Privacy

» De facto-Standard for freely accessible e-
mail encryption systems on the Internet

» First implementation by Phil Zimmermann

» Long trial against Phil Zimmermann because
of suspicion of violation of export clauses

* |[n U.S. free version in cooperation with MIT
(agreement with RSA because of then
patent)

* Meanwhile commercialized: www.pgp.com

» Gnu Privacy Guard (GPG): non-commercial
Open Source variant (OpenPGP, RFC2440)

37
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PGP: Encrypt Message

g Klausur MC1 - Nachricht - Microsoft Word o ] 2
- Datei Bearbeiten Ansicht Einfligen Format Extras Tabelle Fenster 2 Frage hier eingeben v X
PrHEEn/ gRY B v QEBOF = - @,
4 If‘-]ur Text v—HCourir:r Neiw Jﬁﬂ v‘ F X © lE: =E (=45 LA S
: [Endaitige Yersion erthalt Markups  ~| Anzeigen & 5 & - Xy - ¥a - B =
: ‘ £€ PGPLray - Key Selection Dialog 2| x
?'i‘ls_enden Konten v 0~ e 3|y ‘ @0gtionen... - 14 X — FB —I—J
. T Drag users from this list to the Recipients list [ validiy | sSee | 4
- | "< andreas albers <andreas.albers@m-lehrstuhl.de s [ 20438/1024
§CC... ¥
i ["<7Elvira Koch <Elvira.Koch@M-Lehrstuhl.de > &) 3096/1024
Betreff: IKIausur MC1 =Afritsch 1024
Hallo Jan, i e "< A fritsch@dfki.uni-sb.de 1024
Anbeli meine Aufgaben fir die MC1 Klausur: Fritsch@fsinfo.cs.uni-sb.de 0 1024
5 fritsch@pfsparcOl.phillS.uni-sb.de . 1024
heiko rossnagel heiko.rossnagell . . . !
universitaet frankfurt direkt: +49-69-7 Fntsch@phll.unl sb.de o 1024
graefstr. 78 fax: "= "|Heiko Rossnagel <heiko.rossnagel@m-lehrstuhl.de> " 10241024
D6ARSdEranktunt wow.m-lehrstubl.( FoRy s pannenberg <Kai.Rannenberg@m-lehrstuhl.de> @ 2048
" 1K ai Rannenhera <K ai Rannenheramm-lehretiihl de- L 2Nn4811N24 .:.I
E“ @3 | . : Recipients | validity | Size |
- Zeichnen > L | AgtoFormen~ . w [ O ] 4 2 (2] & - FHeiko Rossnagel <heiko.rossnagel@m-lehrstuhl.de s &) 20481024
Sete 1 Ab 1 1t Bei2,5em Ze 1 Sp 1l MAK A4 IR 3an Muntermann <munterma@uwiwi, uni-frankfurt,de @ 1024
oK | Cancel | Help
™ Secure Viewer

[~ Conventional Encryption

38
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¥on: Heiko Rossnagel An:  Jan Muntermann

Betreff: Klausur MC1 Cc:

————— BEGIN PGP MES3LGE-———- <
Version: PGP 5.0 - not licensed for commercial use: WWW. pdp. ool

hOCMAS/VPPIP3Isat AP +LaguvxF3k4G/ ThexpNLE43 6hiwBp6xPEpat 9k 7roS5Ho
WHE=O07/ cFrJFOJpPEeINouyd PpdsREF O+ I EqJud yHp SEXx MG IdmQCnGEXEQIZ Ijw
BSTXKtUBBYJhanckElasTBRBPlquvDrAlYDpEleqHszpkBquyDSKCiRkhi
AgdDIY¥lowhVEAZwoCADZLOWAAS P EUEWNETA kRO nS+oaf TEF+R01lvaTOz2 TOSS
Alkh23ioolIabrye/ uygpeQpTEHWTCEY 1A judlvi+GsegOlmEjY8q8G1¥e 10,
KDPIGEanyDiDUARSF 1EFCwx PNk ERShHOQZS P hhDNDCEkx K3 M3 nd 2V uuLw X
UOuEMNASiAC9edhgYNpveCJIZJ7xRMCuECcSBUISLEODrvwGLynLtal S+EvgL1lxTu
AfvO3NiGrUEQsSOHVxwiQdNcr SCO9KREYLuLAD 7/ 0SWL s Adb AVMRY2PYFOIREE
IPNitBf AL EFOgFS7/beLechakefxce IVNFnV OB/ qpd0GgSWEVPZ2eQASEhw
h2oTOSIWCERp/w5s90glaltexdlRA QP HpVaF 32 e XEMnCo v IFMhe Kt opnt 6K
w3IIRIPESCL/HL I MwP AXUHyneh9Qr CE L ESqHORN e ) ITVERQYEZGIKEL39059FBa
crlrhfeht73wcgfgeW2al8HyiFEVRECepiJadFmreifneliwfufs2 Ted2 GEASRP
E1TJGe90LiwMmEormcOg+WRE IxdnGFEIVHylvikaq7gfyLxXjgeDCn)xm7o8d
NiwtLE+13kgqUCEs+Pec AHD S iUl s e
pEShuhKSefvullUgy+0a9304y4d

Meszage was encrypted to the fallowing public key(z] ;

PGP: Decrypt Message

Enter pazzphraze for pour private key :

Heikio Rozznagel <heiko rozsnagel@m-dehrstubl. der [DHA2048]
L an Muntermann <muntermat@sim. uni-frankurt. des [RSA024]

¥ Hide Typing

Ok

Cancel

NincIivIgkZeZrlbh+piddRisi|Hallo Jan,

heiko rossnagel
frankfurt direkt
-25306 D-60054 frankfurt

Copy ta Clipboard

=hC09 Anbei meine Aufgaben fur die HC1 Klausur:

ok |

39
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business

= Certification of public keys by users: “Web of Trust”

= Differentiation between ‘validity’ and ‘trust’

= ‘“Trust’: trust that a person / an institution signs keys only
if their authenticity has really been checked

= ‘Validity’: A key is valid for me if it has been signed by a
person / an institution | trust (ideally by myself)

= Support through key servers
= Collection of keys

= Allocation of ‘validity’ and ‘trust’ remains task of the
users.

= Path server: finding certification paths between
keys

40
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PGP: Key Management

14 PGPkeys i o
71 PGPk _ O
" File I_ Edit  Wiew Kews Server Groups Help
; i G L P |
wgZdPErER| 2H
Keys | W alidity | Truszt | Size | D escription -
Gw Andreas Albers < andreas. albers@m-lehrztuhl. de [+ 204841024 DH/DSS public key
Gw Elvira F.och <Elvira.KochizM-Lehrstubl. e [+ A09eA024  DHADSS public key
& fritzchi@fsinfo. o uni-sh, de - (e 1024 RS54 legacy public key
lﬁa Heiko Rossnagel <heiko rozsnageli@m-lehrstuhl de> & (== 2048/1024  DHADSS key pair _
34} Heiko Rossnagel <heiko rossnagel@m-lehrstubl de> (" PR Paliv Lothar Fritsch <fritsch@kla B
i&n Jar.1 kuntermann <munter.!'na@fwim‘li.uni-frankfurt.de> - (s 1024 General | Subkeysl
Gw Kai Rannenberg <kara@ig. uni-freiburg. des [+ 2043101
©A Kai R Rannenberg 2048 <kara@iig uni-freibung, des o 2048 B IW
= _.‘ﬁ Lathar Fritsch <fritsch@klammeraffe.nr@ [+ [ 40964101 Tupe: IW
=1 Lothar Fritzch <fritechi@klammeraffe. orgs (] . IW
H I2E:
=+ Lothar Fritsch <Lathar. Fritschizit-Lehrstuhl de: - R
' é‘; Lathar Fritzch < fritzchi@klammeraffe. org: Crea.ted. La
i, fitsch@fsinfo.cs.uni-sh. de Expires: [15.01.2008
1‘;:; Jan Muntermann < muntermat@sivi, uni-frank furt. des Lipher: [LAST
: i---;:?_., Andreaz Albers <andreas. albers@m-lehretuhl des ¥ Enabled
& F=1 Lothar Fritsch <Lothar. Fritzchi@whatismobile. des [+
Ge Stefan Figge <stefan figged@m-lehrstubl des [ 204801 [ Fingerprint

1]

| 1 kewls) selecked

G075 1445 1243 5244 TE18 E187 AESY SE4D FEDO 7240

v Hexadecimal

 Truzt bModel
Ireealic |/ — Y alid Untruzted ._J Trusted

Cloze | Help |
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i ?? PGPkeys Search Window

' Search for keps on IIdap:.-".-’ke_l,lsewer.pgp.c:nm j where

Key Server

=10 |

Search

| ILlser D j Icnntains j IKai Fannenberg

More Choices | Fewer Ehnicesl ™ Search Pending Area

Clear Search

Help

Keys

| walidiy | Trust | Size

Dezcription

©a ¥a R Rannenberg 2042 <kara@ig uni-freiburg. des
©a ¥ a R Rannenberg <kara@iig.uni-freibung. des
Gm kara <karal@iig.uni-freiburg. de:

al

@ [ 204
g 1 1024
@ [ 2048/1024

RS54 legacy public key
RS54 legacy public key
DHADSS public key

i

[t

Found 3 kevyis) matching search criteria,

|IIIIIIIIII ﬁ
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Public Key Server -- ¥Yerbose Index * “Kai Rannenberg " - Microsoft Internet Explorer

PGP: Public Key

Catalogs

=10 x|
[ & |

x| @0 |Links =

Eile Edit Miew Favorites Tools  Help
=Back ~ = - () 4t | f@Search [ Favorites fFMedia £ | Eh- & S - 2
Address I@ http:ifblackhole. pca.dfn.de: 11371 fpksflookup?op=vindexésearch=kK ai+Rannenberg
Public Key Server -- Verbose Index ""Kai Rannenberg "
Type bits/kevyID Date User ID
pub  1024/AF1FDF70 1997/09/18 karas <karafiig.uni-freiburg.de>
=ig OEE37SFD Matthigazs Schunter <schunterfacin. org>
=ig DSCDEQSS Herbhert Damker <damkerfiig.uni-freiburg.de>
sig SvSACOd] Birgit Pfitemann 1 <pfitzblfinformatik.uni-hildesheim.de> NO LEGAL RELEVANCE
sig S128DC75 Gerhard Weck <73064.2271Ecompuserve. coms
sig SEFO41F1 Eai R. Rannenberg 2048 «<karafiig.uni-freiburg.de>
sig 2F5Dh5039 Eai Martiuzs <Kaifimib.wed.tu-dresden.de>
sig SC3C4FE4 Holger Reif <reiffiprakinf.tu-ilmensu.de>
sig AFI1FDF70O kara <karafiig.uni-—freiburg.de>
sig 49EF1DE4 Hannes Federrath <federrathlinf.tu-dresden.de>
Kai R. Rannenberg <kairfmicrosoft.com:
sig OBES5375FD Matthias Schunter <schunterBacin.orgs>
sig AEE4ECDD fappZ AEE4ECDD HSE <fappilcam. ac . uk>
sig AFI1FLF7O kara <karaliig.uni—freiburg.de>
sig 044554E5 Douglas Swiggurn <SwigguwolTaisman.Tisc.Edus>
Fai Rannenberg <karafiig.uni-freiburg.de>
sig OCEGEGSF Martin Reichenbach <mareilliig.uni-freiburg.de>
sig AFI1FLF7O kara <karaliig.uni—freiburg.de>
kara <karafltelematik.iig.uni-freiburg.ds>
=ig OES5375FD Macthias Schunter <schunterfacm.org:>
=ig AFI1FLF70O kara <karaliig.uni-freiburg.de>
Kai R. Rannenberg <karalliig.uni-freiburg.de:>
=ig OES5375FD Macthias Schunter <schunterfacm.org:>
=ig AFI1FLF70O kara <karaliig.uni-freiburg.de> -
« | _>I_I
|@ l_l_l_lﬂ Internet 4

= Network of public-key servers:

= pgpkeys.pca.dfn.de
=  www.cam.ac.uk.pgp.net/pgpnet/email-key-server-info.html
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http://www.cam.ac.uk.pgp.net/pgpnet/email-key-server-info.html
http://www.cam.ac.uk.pgp.net/pgpnet/email-key-server-info.html
http://www.cam.ac.uk.pgp.net/pgpnet/email-key-server-info.html
http://www.cam.ac.uk.pgp.net/pgpnet/email-key-server-info.html
http://www.cam.ac.uk.pgp.net/pgpnet/email-key-server-info.html
http://www.cam.ac.uk.pgp.net/pgpnet/email-key-server-info.html
http://www.cam.ac.uk.pgp.net/pgpnet/email-key-server-info.html

mobile N PGP: Practical Attacks and
business Weaknesses

= Brute-Force-Attacks on the pass phrase
= PGPCrack for conventionally encrypted files

= Trojan horses, changed PGP-Code

= e.g. predictable random numbers, encryption with an
additional key

= Attacks on the computer of the user
= Not physically deleted files
= Paged memory
= Keyboard monitoring

» Analysis of electromagnetic radiation
= Non-technical attacks
= Confusion of users [WT99]
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