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= Decrypt the following word, encrypted
with the Caesar cipher:

JYFWAVNYHWOF
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= Let’s try:
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= Very simple form of encryption.

= The encryption and decryption algorithms are very
easy and fast to compute.

= |t uses a very limited key space (n=26)

= Therefore, the encryption is very easy and fast to
compromise.
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= |nstall GNUPG or a similar software for mail encryption
on your system. Create a new key pair, and send a
sighed and encrypted message to
goekhan.bal@m-chair.net
containing your newly created public key and a short
summary of your experiences.

= Practical exercise, no solution here, check lecture notes for
overview of PGP

= Be careful to only send your public key

* You can also send your existing public key, but in this case be
extra careful

» |f you haven’t done this yet, try it, sending encrypted mail is
useful, and we want you to be able to do it.
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- encryption decryption
plaintext ciphertext plaintext

http://www.pgpi.org/doc/quide/6.5/en/intro/



http://www.pgpi.org/doc/guide/6.5/en/intro/
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BEGIN PGP

Memo: .
Confidential

Memo- -
Co nﬁdEﬁ‘Ial

Re.
Figcal Review

This quarters
garnings N2¥e
just come in

and...

This quarter's
earnings have
just come in

and..

encryption decryption
plaintext ciphertext plaintext
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business Advantage
Advantage: Algorithms are very fast
Algorithm Performance’
RC6 138 ms
AES 173 ms
SERPENT 200 ms
IDEA 288 ms
MARS 394 ms
TWOFISH 697 ms
DES-ede 726 ms

*) Encryption of 1 MB-blocks with an Athlon 1GHz processor

[J. Buchmann 2005: Lecture Public Key Infrastrukturen,
FG Theoretische Informatik, TU-Darmstadt]
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— i~

/ *(n 1)/2 Keys \
e; Internet: ~ 1.000.000.000 Users
@ ~ 500.000.000.000.000.000 Keys (/

vd

[adopted from J. Buchmann 2005: Lecture Public Key Infrastrukturen,
FG Theoretische Informatik, TU-Darmstadt]
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Key-Server

| Key Server knows all secret keys! |

[J. Buchmann 2005: Lecture Public Key Infrastrukturen, 10
FG Theoretische Informatik, TU-Darmstadt]
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public key
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Memo
Conﬁde'ﬂhzl

Re:
Fiscal Review

This qu arters
earnings nave
just come In
and.

encryption

plaintext

Public-key cryptography

private key

Mema: )
Gonﬁdent'.al

Re: ,
Fiscal Review

This U.uanel’ 5
earnings h.aw
|u51 come 1N
and...

END PGF

decryption
ciphertext

plaintext
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Algorithm Performance’
El Gamal 1826 s
RSA 16 s
Disadvantage: Complex operations

with very big numbers

@ Algorithms are very slow

*) Encryption of 1 MB-blocks with an Athlon 1GHz processor

[J. Buchmann 2005: Lecture Public Key Infrastrukturen,
FG Theoretische Informatik, TU-Darmstadt]
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c. What are advantages and disadvantages
of asymmetric encryption/decryption?
Advantages:
= No secret must be shared
= Only one key per endpoint
Disadvantages:

= Algorithms are very slow
= Man-in-the-middle-attack
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plaintext is encrypted
with session key

session key is encrypted
with public key

ciphertext +
encrypted session key
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encrypted message

encrypted
session key

ciphertext

PGP Decryption

recipient’s private key used
to decrypt session key

session key used
to decrypt ciphertext

original
plaintext
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= Encryption offers
= Confidentiality

= Digital Signatures offer
= Authentication
" Integrity

.
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Digital Sighatures

hash function

v
digest signed —
with private key S

message digest

plaintext
+
signature

private key
used for signing
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cleartext

hello, world

this is cleartext that
anybody can easily
read without the key
used by encryption.
It's also bigger than
the box of text above.

This is some really
long text that we
mean to encrypt, and
to keep these pearls
of wisdom out of the
reach aof the bad guy.

We dont really know
how anybody could
ever break our rot13
encryption, but if the
MSA puts its mind to
it, perhaps they will
manage.

It's not an easy job
making up random
text for examples.

MD5dmeﬂ
hash 22c3683b094136c3
function ™ 398391 271620104
hash bd18d50263601 456
function 7 A 22e3f0d003bfE6

alwiays

128 hits
hash }lhdd?edaﬁdaccdsee
function ac3dB8badeyBd33ee

Hashing
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Signing Verification
— Hash
function 101100110101 —
Data
Encrypt hash Digitally signed data
USINg SIgNErs
private key /
mO —
_ allllﬂllﬂlllﬂ
— Signature
n 111101101110 R
Certificate Signature Data Decrypt
\ using signer's
N e - public key
\/’ \/n-o
Attach 9
to data .
v 101100110101 — 101100110101
Hash Hash
— If the hashes are equal, the signature is valid.
Digitally signed data
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now is the time
for all good men
to come to the

|
/ aid of their country -E.N___‘_NH

different inputs '? [f62eb0a3ed77BcA30faBel 3260512057 |
L]
the same hash?

fnurscnre and
SEvVen years ago
our fathers brought
forth, upon this
continent, a new
nation, conceived
in liberty, and
dedicated to the
proposition that
"all men are
created equal”
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“Man in the middle attack”

A asks for B’s public key

but C sends his own
public key

v

C asks for B’s public key

message ignorantly
encrypted for C

B sends its public key

v

&
<«

v

message encrypted for B

> Keys are certified, that means a third person/institution

confirms (with its digital signature) the affiliation of the public

key to a person

v

Attacks on Public Key Distribution

A
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public key

- PGP version number
- time when key create
- how long key is valid
- key type (DH, RSA)

- the key material itself

PGP Digital Certificates

- string identifying the
key’'s owner

signature

- certification that the userid
and key go together

- version number

- message digest algorithm

- message digest calculation

- signed message digest

- signer key id

22
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public key value

- cert holder’s unique name (DN)

- issuer’s unique name

- version of cert. format

- certificate serial number

- signature algorithm identifier
(for certificate
issuer’s signature)

- certificate issuer’s name
(the Certification Authority)

- validity period (start/
expiration dates/times)

- extensions

Certification Authority’s
Certification Authority’s  private key (also called
digital signature the root CA certificate)

23




