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Abstract

The goal of ABCATrust is to address the federation and interchangeability of technologies that support
trustworthy yet privacy-preserving Attribute-based Credentials (ABC). Towards this goal, one of the
main objectives of the project is to define a common, unified architecture for privacy-ABC systems to
allow comparing their respective features and combining them on common platforms. The first version
of this architecture is described in the deliverable at hand. Its main contribution is the specification of
the data artifacts exchanged between the implicated entities (i.e. issuer, user, verifier, revocation
authority, etc.), in such a way that the underlying differences of concrete Privacy-ABC implementations
are abstracted away through the definition of formats that can convey information independently from
the mechanism-specific cryptographic data. It also defines all technology-agnostic components and
corresponding APIs a system needs to implement in order to perform the corresponding operations, i.e.
to process an obtained issuance/presentation policy, perform the selection of applicable credentials for a
given policy or to trigger the mechanism-specific generation of the cryptographic evidence. How
Privacy-ABCs can be applied in existing identity protocols and frameworks such as WS-*, SAML,
OpenlID, OAuth and X.509 and how Privacy-ABCs can help to alleviate some of the security, privacy
and scalability issues of these protocols is also discussed.

The research leading to these results has received funding from the European Community’s Seventh Framework
Programme (FP7/2007-2013) under grant agreement n° 257782 for the project Attribute-based Credentials for
Trust (ABC4Trust) as part of the “ICT Trust and Security Research” theme.
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Executive Summary

This deliverable presents the first version of the ABC4Trust architecture. It produces an architectural
framework for Privacy-ABC technologies that allows different realizations of these technologies to
coexist, be interchanged, and federated. This enables users to obtain credentials following different
Privacy-ABC technologies and use them indifferently on the same hardware and software platforms,
as well as service providers to adopt whatever Privacy-ABC technology best suits their needs.

In particular, the architecture has been designed to decompose future (reference) implementations of
Privacy-ABC technologies into sets of modules and specify the abstract functionality of these
components in such a way that they are independent from algorithms or cryptographic components
used underneath. The functional decomposition foresees possible architectural extensions to additional
functional modules that may be desirable and feasible using future Privacy-ABC technologies or
extensions of existing ones.

The architecture of ABC4Trust is defined by following a layered approach, where all Privacy-ABC
related functionalities are grouped together in a layer called ABCE (ABC Engine). It provides simple
interfaces towards the application layer, thereby abstracting the internal design and structure. So the
deliverable defines and standardizes all the technology-agnostic components of the ABCE layer, as
well as the APIs they provide. For the latter, the deliverable defines first the interfaces the ABCE
components offer to the upper layers (e.g. Application), as well as the APIs that the different
components within the ABCE layer expose to each other.

Equally important in the architecture is the specification of the data artifacts exchanged between the
implicated actors, in such a way that the underlying differences of concrete Privacy-ABCs are
abstracted away through the definition of formats that can convey information independently from the
mechanism-specific cryptographic data. So the document emphasizes on the XML based specification
of the corresponding messages exchanged during the issuance, presentation, revocation, and inspection
of privacy-enhancing attribute-based credentials.

Consideration is also given on how the proposed architecture integrates with existing identity
management systems. The deliverable provides an analysis regarding the applicability of the
ABCA4Trust architecture to the popular existing identity protocols and frameworks such as WS-*,
SAML, OpenlD, OAuth and X.509. It shows how Privacy-ABCs can be applied in these protocols and
how the former can help to alleviate some of their security, privacy and scalability issues of the latter.

Finally, an overview on legal considerations of deploying Privacy-ABCs is also provided. It describes
how the benefits of Privacy-ABCs relate to privacy requirements from the legal point of view and lays
the foundation for evaluating the legal obligations and rights between the implicated parties. This
analysis will later be used to perform a legal evaluation on the specific pilot scenarios applying the
architecture.

Within the ABCA4Trust project, WP4 will use the input of this document to provide a reference
implementation of the architecture, which will be later used for realizing the pilot scenarios of WP6
and WP7. Also WP3 will use the architecture design presented here to perform a comparison of
features at common levels (cryptographic properties, security tokens, etc.).

The deployment of the reference implementation of this architecture in the pilot scenarios during the
next months will give valuable feedback to the architecture design and the experiences gained will
enable its finalization in the second version (M39). The second version will also concentrate on more
detailed definitions needed for advanced features (e.g. algebraic operation in predicates or in carry-
over issuing, efficient updates of attributes, limited spending, inspection of proofs, etc.)
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1 Introduction

Many electronic applications and services require some authentication of participants to establish trust
relations, either for only one endpoint of communication or for both. One widely used mechanism for
this is password-based authentication. Today, individuals are asked to maintain dozens of different
usernames and passwords, one for each website with which they interact. This authentication
mechanism is not always optimal, since it creates a burden to individuals and encourages the reuse of
passwords through multiple services, which in turns makes online fraud and identity theft easier.
Spoofed website, stolen passwords and compromised accounts have negative impact not only to
individuals but also to businesses and governments, who are unable to offer high-value online
services.

Given the weaknesses of such a simple authentication method, multiple alternate technigues have been
developed to provide a higher degree of access control and personal data management. Identity
management (or IdM for short) consists of the processes and all underlying technologies for the
creation, management and usage of digital identities. Broadly speaking, these techniques come to
cover the need of individuals and businesses to verify whether a presented identifier or identity is
actually representing the entity one trusts or that is entitled to enter into a certain transaction or
communication [DEF11].

In this chapter, we start with a brief discussion about the privacy issues concerning the current IdM
systems. Then we introduce Attribute-based credentials and how they can be used to effectively
resolve these privacy issues. Following that, we go through the objectives and the goals, which
ABCA4Trust project is aiming for, and continue with describing the design decisions and strategies
which have been considered in the ABC4Trust architectural work. The last section provides an
overview of the document structure and the organization of the following chapters.

1.1 Privacy issues of current IdM systems

In their everyday offline transactions, people have to present credentials in order to perform a number
of operations. There are several aspects in these transactions that are privacy respecting, but have not
been preserved in similar transactions online. For example, when individuals have to present their ID
card to open a bank account or board an airplane, the government authority issuing the ID cards does
not learn about every place individuals have to present their card.

On the other hand however, there are also some aspects of offline transactions that are not privacy
respecting. For example, showing the ID card to buy alcohol at the store reveals extraneous
information, such as the exact date of birth, while what is actually requested is to prove that one is
over a certain age. This is not really a problem in the offline world, because the infrastructure (i.e., the
clerk behind the counter) is not equipped to log and remember all disclosed information; but things
change in the online world: disclosed information is forever remembered.

Users’ online privacy is increasingly threatened as a number of countries are introducing or are about
to introduce electronic identity cards (eID) and drivers licenses [FP11], expanding the use of
credentials in the online world. Moreover, electronic ticketing and toll systems are also widely used all
over the world. As such electronic devices become widespread for identification, authentication, and
payment (which links them to people through credit card systems) in a broad range of scenarios.

One desirable goal of building online identity management systems should be to keep the privacy
respecting aspects of the offline paradigm and resolve the negative aspects. To see the problems that
emerge for privacy, one has to observe the flow and storage of information between the involved
entities. A typical identity management is based on the relations between three core parties: the user
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(U) who requests a service from the Relying Party (RP) that offers the service and relies on the
Identity Service Provider (IdSP) to provide authentic information about the identity of the user.

We briefly review below some of the main privacy aspects of the practices followed today, based on
the parties and the relations introduced [Bra00].

1.11 IdSP knows all user transactions

Even though the 1dSP does not necessarily need to know where the user is authenticating and which
service she is requesting for, this happens in a large portion of the existing federation identity
management systems. More specifically, in those systems where the ldentity Service Provider is
involved each time a user authenticates to a Relying Party, the 1dSP might be able to keep track of the
user actions, depending on the exchanged information between the IdSP and the RP. This enables the
IdSP to trace and link all communications and transactions of each user. Moreover, if the user does not
perform an active role in the information exchange between the IdSP and the RP (e.g. OpenlID
[OpenlD2.0]), there is a high security risk of identity theft and impersonation of the user by the IdSP
or an intruder who has gained access to the 1dSP resources.

1.1.2  Linkability across domains

In today’s identity management systems, each Relying Party can store all the tokens that are presented
to it, and can link them together. The simplest example is X.509 certificates where the certificate’s
public key and issuer’s signature act as kind of digital fingerprint, inescapably leaving a digital trail
wherever the citizen presents the certificate. In this manner, dossiers can automatically be compiled
for each individual about his or her habits, behavior, movements, preferences, characteristics, and so
on. Different Relying Parties can exchange and link their data on the same basis.

1.1.3  Proportionality often violated

There are many scenarios where the use of certificates unnecessarily reveals the identity of their
holder, for instance scenarios where a service platform only needs to verify the age of a user but not
his/her actual identity.

A typical example is the citizen PKI, where each citizen is provided with a X.509 certificate [X509] as
the digital identifier for securely accessing the online services offered by the governments. These
certificates contain a set of attributes such as full name, date of birth, gender, and ID number, and
inevitably all will be revealed to the Relaying Party each time the certificate is presented.

Revealing more information than necessary not only harms the privacy of the users, but also increases
the risk of abuse of information such as identify theft when information revealed falls in the wrong
hands.

1.1.4  Privacy Attribute-based Credentials

Over the past years, a number of technologies have been developed to build Privacy-enhanced
Attribute-based Credential (Privacy-ABC) systems in a way that they can be trusted, like normal
cryptographic certificates, while at the same time they protect the privacy of their holder, resolving the
problems discussed in the previous section, in addition to other properties.

Such Privacy-ABCs are issued just like ordinary cryptographic credentials (e.g., X.509 credentials)
using a digital (secret) signature key. However, as we will see in Chapter 2, Privacy-ABCs allow their
holder to transform them into a new token, in such a way that the privacy of the user is protected. Still,
these transformed tokens can be verified just like ordinary cryptographic credentials (using the public
verification key of the issuer) and offer the same strong security.
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There are a handful of proposals on how to realize a Privacy-ABC system in the literature [Cha85,
Bra93, CLO1, CL04]. Notable is especially the appearance of two technologies, IBM’s Identity Mixer
and Microsoft’s U-Prove, as well as extended work done in past EU projects. In particular, the EU-
funded projects PRIME® and PrimeLife’ have actually shown that the state-of-the art research
prototypes of Privacy-ABC systems can indeed confront the privacy challenges of identity
management systems.

The PRIME project has designed an architecture for privacy-enhancing identity management that
combines anonymous credentials with attribute-based access control, and anonymous communication.
That project has further demonstrated the practical feasibility with a prototypical implementation of
that architecture and demonstrators for application areas such as e-learning and location-based
services. PRIME has, however, also uncovered that in order for these concepts to be applicable in
practice further research is needed in the areas of user interfaces, policy languages, and infrastructures.

The PrimeLife project has set out in 2008 to take up these challenges and made successful steps
towards solutions in these areas. For instance, it has shown that Privacy-ABC systems can be
employed on Smart Cards and thus address the requirements of privacy-protecting elD cards
[BCGS09]. Also, in the last decade, a large number of research papers have been published solving
probably all roadblocks to employ Privacy-ABC technologies in practice. This includes means to
revoke certificate [Ngu05, BDDDO07, CL02, CKSQ9], protection of credentials from malware
[CamO06], protection against credential abuse [CHK+06, CHLO6], proving properties about certified
attributes [CG08, CCS08], and means to revoke anonymity in case of misuse [CS03].

Despite all of this, the effort of understanding Privacy-ABC technologies so-far was rather theoretical
and limited to individual research prototypes. Indeed, PRIME and PrimeLife showed that Privacy-
ABC technologies provide the desirable level of privacy protection, but so far this has been
demonstrated in a very limited number of actual production environments with real users.

Furthermore, there are no commonly agreed set of functions, features, formats, protocols, and metrics
to gauge and compare these Privacy-ABC technologies, and it is hard to judge the pros and cons of the
different technologies to understand which ones are best suited to which scenarios.

Thus, there is still a gap between the technical cryptography and protocol sides of these technologies
and the reality of deploying them in production environments. A related problem with these emerging
technologies is the lack of standards to deploy them. For instance, a position paper published by
ENISA on “Privacy Features of European elD Card Specifications” [ENISA09] observes that Privacy-
ABC “technologies have been available for a long time, but there has not been much adoption in
mainstream applications and elD card applications” even though countries such as Austria and
Germany have taken some important steps in this sense.

1.2 The ABC4Trust Project

The aim of the ABCA4Trust project is to deepen the understanding in Privacy-ABC technologies,
enable their efficient and effective deployment in practice, and their federation in different domains.
To this end, the project:

1. Produces an architectural framework for Privacy-ABC technologies that allows different
realizations of these technologies to coexist, be interchanged, and federated

a. Identify and describe the different functional components of Privacy-ABC technologies,
e.g. for request and issue of credentials and presentation of tokens;

WWW.prime-project.eu
www.primelife.eu
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b. Produce a specification of data formats, interfaces, and protocols formats for this
framework;

2. Defines criteria to compare the properties of realizations of these components in different
technologies; and

3. Provides reference implementations of each of these components.

With a comparative understanding of today’s available Privacy-ABC technologies, it will be easier for
different user communities to decide which technology best serves them in which application scenario.
It will also be easier to migrate to newer Privacy-ABC technologies that will undoubtedly appear over
time. In addition, the same users may want to access applications requiring different Privacy-ABC
technologies, and the same applications may want to cater to user communities preferring different
Privacy-ABC technologies. Finally, the architecture and protocol specifications proposed by the
ABCA4Trust project flatten the road towards establishing standards that allow for the interchangeability
and federation of Privacy-ABC technologies.

1.3 The ABC4Trust Architecture

From the three project goals above, this document focuses on the first one, namely the architecture for
Privacy-ABC technologies. This is presented extensively in the chapters to follow. It is however useful
for the reader to first understand the goals and design considerations that were taken into account
during the design of this architecture. This subsection elaborates on these decisions and prepares the
reader for the chapters that follow.

1.3.1 Goals of the Architecture

A contribution of this project to the state of the art is the definition of a common unified architecture
for federating and interchanging different Privacy-ABC systems in a way that

1. users will be able to obtain credentials for many Privacy-ABC technologies and use them
indifferently on the same hardware and software platforms, and

2. service providers and 1dSPs will be able to adopt whatever Privacy-ABC technology best suits
their needs.

Furthermore, the architecture has been designed to decompose future (reference) implementations of
Privacy-ABC technologies into sets of modules and specify the abstract functionality of these
components in such a way that they are independent from algorithms or cryptographic components
used underneath. The functional decomposition foresees possible architectural extensions to additional
functional modules that may be desirable and feasible using future Privacy-ABC technologies or
extensions of existing ones.

Indeed the project aims not only to federate Privacy-ABC systems but to let them coexist on the same
platform. This in turn implies that different systems must be able to share common architecture
elements such as user interfaces or credential stores. Thus common APIs must be enforced across
different Privacy-ABC implementations to ensure their possible coexistence and interchangeability on
the same network node. Similarly, different systems should use common communication wrappers to
encode and exchange tokens and other items when communicating with peers on different network
node, so that a token recipient can immediately determine what Privacy-ABC technology the token
pertains to.

Thus the architectural framework specifies unified data formats and protocols across Privacy-ABC
implementations to enable not just coexistence and interchangeability on the same network node but
also coexistence and possible federation across different network nodes.
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1.3.2  Architectural Strategies

This section describes the design decisions and strategies that affect the overall organization of the
architecture and its higher-level structures.

1.3.2.1 A Layered Approach

The architecture of ABCA4Trust is defined by following a layered approach, where all Privacy-ABC
related functionalities are grouped together in a layer called ABCE (ABC Engine). It provides simple
interfaces towards the application layer, thereby abstracting the internal design and structure. So, the
focus of the ABCA4Trust architecture is to define and standardise the ABCE layer and its interfaces to
the upper layers (e.g. Application). With this respect, it does not analyze the internals of the other
layers, but it only concentrates on defining the interfaces necessary for those layers to use the
functionality of the ABCE and incorporate the corresponding tokens in the overall system.

Equally important in the architecture is the specification of the data artifacts exchanged between the
implicated entities, in such a way that the underlying differences of concrete Privacy-ABCs are
abstracted away through the definition of formats that can convey information independently from the
mechanism-specific cryptographic data.

In particular, this document concentrates in the following aspects:

e Components and interfaces — We define all technology-agnostic components and
corresponding methods of the ABCE layer (see Chapter 3). That is, it contains e.g. the
components responsible to parse an obtained presentation policy, perform the selection of
applicable credentials for a given policy or to trigger the mechanism-specific generation of the
cryptographic evidence. These components and their functionality are described considering
separately the various phases of identity management protocols, i.e. presentation of a token,
issuance of a credential, inspection and revocation.

For each of these phases, the description of the implicated ABCE components is completed by
referencing also the corresponding interfaces they offer. There are two kinds of interfaces
specifications defined in this document (see Chapter 5). The first one concerns the top-level
application programming interfaces (API) that the ABCE layer exposes to the upper layers,
i.e. the application layer, so that developers can build easily ABC-enabled applications. The
second one concerns the APIs that the different components within the ABCE layer expose to
each other, and how they collaborate in a typical flow of invocations. This is mainly intended
for developers who want to build new cryptographic providers and plug them into the
framework.

o Data specification — The issuance and presentation of Privacy-ABC credentials are interactive
processes, potentially involving multiple exchanges of messages. Chapter 4 defines the
contents, encoding and processing of these messages. In particular, it specifies the data
artifacts exchanged during the issuance, presentation, revocation, and inspection of privacy-
enhancing attribute-based credentials. Note that the document remains generic on which
specific protocols are used to issue or present Privacy-ABC credentials. There are several
existing messaging protocols, in which these credentials can be embedded, or new ones could
be defined in the future.

1.3.2.2 Privacy by design

Privacy-ABCs and the architecture presented in this document are based on the necessity to rethink the
way systems collect and process personal data and design them in such a way that privacy aspects are
taken into account from the beginning. A central aspect and aim should be to reduce amount and
duration of the processing of personal data to the necessary minimum. Chapter 6 elaborates on how
Privacy-ABCs assist such efforts and may even make it possible to reassess of what is considered
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necessary processing today. To understand and evaluate the legal obligations and rights between the
parties it is necessary to have an overview over the legal relation between the entities. To lay a
foundation for future assessment within the project chapter 6 describes the legal relations between
Issuer, User and Verifier.

1.3.2.3 Building Privacy-ABC-enabled applications

ABCA4Trust targets to provide an open reference implementation of the architecture described in this
document as part of its upcoming contributions. The reference implementation of ABC4Trust will be
embedded into example applications showing how to integrate the reference components into a sample
client-server platform.

Application developers can integrate the reference implementation of the ABCA4Trust architecture
directly in their applications, without having to know how its layers are internally structured. That
means the application can incorporate user authentication functionality using Privacy-ABC, according
to the access policy of the requested service, by executing directly the necessary protocols for policy
and token exchange. For that, the application developers must simply follow the interfaces and data
formats described in this document.

However, other approaches are also possible. For example, following a passive federated redirection
pattern, the application may redirect the user to a Relying Party Secure Token Service (RP-STS)
component for authentication. This is shown and discussed in more details in Chapter 7, where we
discuss how the ABC4Trust architecture can be integrated with existing federated systems.

14 Structure of the document

The rest of this document is organized as follows:

Chapter 2 gives an introduction to the features supported by Privacy-ABCs and the actors involved,
in different kind of interactions, namely the presentation of tokens, inspection, credential issuance and
revocation.

Chapter 3 presents the modules of the ABCA4Trust architecture and concentrates in particular on the
ABCE layer. It revisits each of the scenarios introduced in Chapter 2 and shows specifically how they
are performed by the ABCE modules

Chapter 4 can be considered as the core part of this document. It provides the specification for data
artifacts exchanged during the Privacy-ABCs lifecycle (issuance, presentation, revocation, and
inspection). It introduces an XML notation to specific all the necessary data formats, e.g. credentials
contents, access policies, presentation tokens, etc., as well as their wrapper message formats.

Chapter 5 defines the APIs for each of the ABCE modules. It separates between two cases: first the
interfaces exposed to the outside (and in particular to the application layer) and the interfaces exposed
internally between the ABCE modules.

Chapter 6 elaborates on legal goals and principles that should be taken under consideration not only
in the design of identity management systems but also in the establishment of a methodology for their
threat analysis.

Chapter 7 presents an overview of the most popular identity protocols and frameworks (e.g. WS-*,
SAML, OpenlD, OAuth, and X.509) and describes the common challenges of these federated systems
concerning security, privacy and scalability. The analysis provided in this chapter, demonstrate how
Privacy-ABC technologies can help to alleviate these challenges. The reader may note that in this
chapter the Identity Service Provider is named “Identity Provider”. The reason for this is, that many of
the existing protocols use this term, though it is misleading, as the respective entity does not provide
identities.
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2

Features and Concepts of Privacy-ABCs

This section provides a detailed explanation on the features supported by privacy-enhancing attribute-
based credentials (Privacy-ABCs), on the different involved entities, and on the type of interactions
that they engage in.

Issuer Revocation Authority

', credential revocation
.

revocation info retrieval
\ User
credential issuance @
revocation info retrieval,
credential revocation
tokenpreseﬁ

Inspector Verifier

El

& S 4
token inspection

Figure 2.1 - Entities and interactions diagram

Figure 2.1 gives an overview of the different entities and the interactions between them.

The User is at the center of the picture, collecting credentials from various Issuers and
controlling which information from which credentials she presents to which verifiers. The
human User is represented by her User Agent, a software component running either on a local
device (e.g., on the User’s computer or mobile phone) or remotely on a trusted cloud service.
The User may own special hardware tokens to which credentials can be bound to improve
security. In the identity management literature, the User is sometimes referred to as the
requestor or the subject.

An Issuer issues credentials to Users, thereby vouching for the correctness of the information
contained in the credential with respect to the User to whom the credential is issued. Before
issuing a credential, the Issuer may have to authenticate the User, which it may do using
Privacy-ABCs, using a different online mechanism (e.g., username and password), or using
out-of-band communication (e.g., by requiring the User to physically present herself at the
Issuer’s office). In the identity management literature, the Issuer is sometimes referred to as
the identity provider or attribute authority.

A Verifier protects access to a resource or service that it offers by imposing restrictions on the
credentials that Users must own and the information from these credentials that Users must
present in order to access the service. The Verifier’s restrictions are described in its
presentation policy. The User generates from her credentials a presentation token that contains
the required information and the supporting cryptographic evidence. In the identity
management literature, the Verifier is sometimes also referred to as the relying party, the
server, or the service provider.

A Revocation Authority is responsible for revoking issued credentials, so that these credentials
can no longer be used to generate a presentation token. The use of a particular Revocation
Authority may be imposed by the Issuer, in which case the revoked credentials cannot be used
with any Verifier for any purpose, or by the Verifier, in which case the effect of the revocation
is local to the Verifier and does not affect presentations with other Verifiers. Both the User
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and the Verifier must obtain the most recent revocation information from the Revocation
Authority to generate, respectively verify, presentation tokens.

e An Inspector is a trusted authority who can de-anonymize presentation tokens under specific
circumstances. To make use of this feature, the Verifier must specify in the presentation policy
which Inspector should be able to recover which attribute(s) under which circumstances. The
User is therefore aware of the de-anonymization options when the token is generated and
actively participates to make this possible; therefore the User can make a conscious decision
based on her trust in the Inspector.

In an actual deployment, some of the above roles may actually be fulfilled by the same entity or split
among many. For example, an Issuer can at the same time play the role of Revocation Authority
and/or Inspector, or an Issuer could later also be the Verifier of tokens derived from credentials that it
issued.

Moreover, some of the flows presented in this document could be adapted for particular deployments
and scenarios. It is assumed that Verifiers already have in their possession or trust the Issuer and
Revocation Authority data needed to validate a presentation token. Nothing prevents, however, a User
to collect this data and present it to the verifier in a certified manner in a setup phase by piggybacking
on an existing infrastructure (e.g., by signing the artifacts using an X.509 certificate). This would add
flexibility to the system and allow dynamic trust establishments between the parties.

2.1 Credentials

A credential is a certified container of attributes issued by an Issuer to a User. An attribute is
described by the attribute type, determining the semantics of the attribute (e.g., first name), and the
attribute value, determining its contents (e.g., John). By issuing a credential, the Issuer vouches for the
correctness of the contained attributes with respect to the User. The User can then later use her
credentials to derive presentation tokens that reveal partial information about the encoded attributes to
a Verifier.

The credential specification specifies the list of attribute types that are encoded in a credential. Since
Privacy-ABCs natively only support integers of limited size (typically 256 bits) as attribute values, the
credential specification also specifies how the attribute values are mapped to their integer
representation. Depending on the data type and size of the attribute value, this encoding may involve a
cryptographic hash to be applied.

At setup, the Issuer generates public issuer parameters and a secret issuance key. The issuer
parameters are used by verifiers to verify the authenticity of presentation tokens. Trust management
and distribution are out of scope of this specification; a standard public-key infrastructure (PKI), e.g.,
using hierarchical certification authorities, can be used to ensure that verifiers obtain authentic copies
of the credential specifications and issuer parameters. Apart from cryptographic information, the issuer
parameters also contain other meta-data such as the hash algorithm to use to create presentation
tokens, as well as information for user binding, device binding, and revocation (see later). The Issuer
keeps the issuance key strictly secret and uses it only to issue credentials.

2.2 Presentation

To provide certified information to a Verifier (for authentication or an access decision), the User uses
one or more of her credentials to derive a presentation token and sends it to the Verifier. A single
presentation token can contain information from any number of credentials. The token can reveal a
subset of the attribute values in the credentials (e.g., [Dcard.firstname = “John”), prove that a value
satisfies a certain predicate (e.g., IDcard.birthdate < 1993/01/01) or that two values satisfy a predicate
(e.g., IDcard.lastname = creditcard.lastname).
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Apart from revealing information about credential attributes, the presentation token can optionally
sign an application-specific message and/or a random nonce to guarantee freshness. Moreover,
presentation tokens support a number of advanced features such as pseudonyms, device binding,
inspection, and revocation that are described in more details below.

A Verifier announces in its presentation policy which credentials from which Issuers it accepts and
which information the presentation token must reveal from these credentials. The Verifier can
cryptographically verify the authenticity of a received presentation token using the credential
specifications and issuer parameters of all credentials involved in the token. The Verifier must obtain
the credential specifications and issuer parameters in a trusted manner, e.g., by using a traditional PKI
to authenticate them or retrieving them from a trusted location.

The presentation token created in response to such a presentation policy consists of the presentation
token description, containing a mechanism-agnostic description of the revealed information, and the
presentation token evidence, containing opaque technology-specific cryptographic data in support of
the token description.

Presentation tokens based on Privacy-ABCs are in principle cryptographically unlinkable and
untraceable, meaning that Verifiers cannot tell whether two presentation tokens were derived from the
same or from different credentials, and that Issuers cannot trace a presentation token back to the
issuance of the underlying credentials. However, we will later discuss additional mechanisms that,
with the User's consent, enable a dedicated third party to recover this link again (see Section 2.6 for
more details).

Obviously, presentation tokens are only as unlinkable as the information they intentionally reveal. For
example, tokens that explicitly reveal a unique attribute (e.g., the User’s social security number) are
fully linkable. Moreover, pseudonyms and inspection can be used to purposely create linkability
across presentation tokens (e.g., to maintain state across sessions by the same User) and create
traceability of presentation tokens (e.g., for accountability reasons in case of abuse). Finally, Privacy-
ABCs have to be combined with anonymous communication channels (e.g., Tor onion routing) to
avoid linkability in the “layers below”, e.g., by the IP addresses in the underlying communication
channels or by the physical characteristics of the hardware device on which the tokens were generated.

2.3 User Binding

Credentials can optionally be bound to a specific User by binding them to a user secret that is known
only to that user. The user secret can be a cryptographically strong random value stored on a trusted
device or cloud, or it could be a human-memorizable password or PIN code. The credential
specification specifies whether the credentials issued according to this specification are to employ user
binding or not.

A presentation token derived from a user-bound credential always contains an implicit proof of
knowledge of the underlying user secret, so that the Verifier can be sure that the rightful owner of the
credential was involved in the creation of the presentation token.

User binding can be used to prevent “credential pooling”, i.e., multiple Users sharing their credentials
and user secrets in order to obtain access to services that they wouldn’t have access to individually.
The issuance of a user-bound credential can optionally be performed in such a way that the newly
issued credential is bound to the same user secret as an existing credential already owned by the User
— without the Issuer learning the user secret in the process (see Section 2.7). A Verifier can also
optionally impose in its presentation policy that all user-bound credentials involved in the creation of
the token must be bound to the same user secret. Thereby, the user secret becomes a valuable “master
secret” that, when revealed to a third party, allows the latter to take over the User’s entire digital
identity.
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As an extra protection layer, the credentials can also be bound to hardware devices (see Section 2.5)
that are distributed in a restricted way so that each natural person can obtain at most a single device.

2.4 Pseudonyms

There are many situations where a controlled linkability of presentation tokens is actually desirable.
For example, web services may want to maintain state information per user or user account to present
a personalized interface, or conversation partners may want to be sure to continue a conversation
thread with the same person that they started it with.

Privacy-ABCs have the concept of pseudonyms to obtain exactly such controlled linkability. If the
user secret from Section 2.3 is seen as the equivalent of a User’s secret key in a classical public-key
authentication system, then a pseudonym is the equivalent of the User’s public key. Just like a public
key, it is derived from the user secret and can be given to a Verifier so that the User can later re-
authenticate by proving knowledge of the user secret underlying the pseudonym. Unlike public keys of
which there is only one for every secret key, however, Users can generate an unlimited number of
unlinkable pseudonyms for a single user secret. Users can thus be known under different pseudonyms
with different Verifiers, yet authenticate to all of them using the same user secret.

To be able to re-authenticate under a previously established pseudonym, the User may need to store
some additional information used in the generation of the pseudonym. To assist the User in keeping
track of which pseudonym she used at which Verifier, the Verifier’s presentation policy specifies a
pseudonym scope, which is just a string that the User can use as a key to look up the appropriate
pseudonym. The scope string could for example be the identity of the Verifier or the URL of the web
service that the User wants to access.

We distinguish between the following three types of pseudonyms:

o Verifiable pseudonyms are pseudonyms derived from an underlying user secret as described
above, allowing the User to re-authenticate under the pseudonym by proving knowledge of the
user secret. Presenting a verifiable pseudonym does not involve presenting a corresponding
presentation token and is useful in login scenarios, e.g., to replace usernames/passwords.

o Certified pseudonyms are verifiable pseudonyms derived from a user secret that also underlies
an issued credential. By imposing same-user binding in the presentation policy and token (see
Section 2.3), a single presentation token can therefore prove ownership of a credential and at
the same time establish a pseudonym based on the same user secret. As an example, a student
could create several personas on a school discussion board using its core student credential,
presenting the pseudonym associated with each persona, and without the possibility of anyone
else (including a malicious Issuer) to present a matching pseudonym to hijack’s the user’s
identity.

e Scope-exclusive pseudonyms are certified pseudonyms that are guaranteed to be unique per
scope string and per user secret. For normal (i.e., non-scope-exclusive) pseudonyms, nothing
prevents a User from generating multiple unlinkable pseudonyms for the same scope string.
For scope-exclusive pseudonyms, it is cryptographically impossible to do so. By imposing a
scope-exclusive pseudonym to be established, a Verifier can be sure that only a single
pseudonym can be created for each credential or combination of credentials that are required
in the presentation. This feature can be useful to implement a form of “consumption control”
in situations (e.g., online petitions or one-time coupons) where users must remain anonymous
to the Verifier but should not be allowed to create multiple identities based on a single
credential. Note that scope-exclusive pseudonyms for different scope strings are still
unlinkable, just like normal verifiable pseudonyms.
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2.5 Device Binding

Similarly to user binding, a credential can also optionally be bound to a physical device such as a
smart card. The trusted device contains a secret cryptographic key that never leaves the device, but the
device does participate in the presentation token generation to include an implicit proof of knowledge
of this key in the token. Presentation tokens of a device-bound credential always must contain such a
proof, so that it is impossible to create a presentation token without the device.

The credential specification specifies whether credentials issued according to the specification are to
employ device binding. Multiple credentials can be bound to the same device, and a presentation
policy can optionally impose that all device-bound credentials used in the presentation token are
bound to the same device. (By default, they could be bound to different devices. If this is the case,
however, and same-device binding is not enforced, then the devices of all involved credentials must be
used to create the presentation token.)

2.6 Inspection

Absolute user anonymity in online services can easily lead to abuses such as spam, harassment, or
fraud. Privacy-ABCs give Verifiers the option to strike a trade-off between anonymity for honest users
and accountability for misbehaving users through a feature called inspection.

An Inspector is a dedicated entity, separate from the Verifier, who can be asked to uncover one or
more attributes of the User who created a presentation token, e.g., in case of abuse. The Inspector must
on one hand be trusted by the User not to uncover identities unnecessarily, and must on the other hand
be trusted by the Verifier to assist in the recovery when an abuse does occur.

Presentation tokens are fully anonymous by default, without possibility of inspection. To enable an
Inspector to trace a presentation token when necessary, the presentation policy must explicitly specify
the identity of the Inspector, which information the Inspector must be able to recover, and under which
circumstances the Inspector can be asked to do so. The User then creates the presentation token in a
particular way so that the Verifier can check by himself, i.e., without help from the Inspector, that the
token could be inspected under the specified restrictions if necessary.

In more technical detail, the Inspector first sets up a public encryption key and a secret decryption key;
he makes the former publicly available but keeps the latter secret. The presentation policy specifies

o (areference to) the Inspector’s public key,
¢ which attribute(s) from which credential(s) which Inspector must be able to recover, and

¢ the inspection grounds, i.e., an arbitrary human- and/or machine-readable string describing the
circumstances under which the token can be inspected.

The User then prepares the presentation token so that it contains encrypted versions of the requested
attribute values under the respective public key of the suggested Inspector, together with a verifiable
cryptographic proof that the encryption contains the same attribute values as encoded in the User’s
credentials and certified by the Issuer.

When the situation described in the inspection grounds arises, the Inspection Requester can ask for an
inspection. Besides the Verifier, other entities such as criminal prosecutors, courts or the User herself
are also potential requesters for inspection. Usually the Verifier holds the stored copy of the
presentation token and will send it to the Inspector for inspection, possibly together with some kind of
evidence (e.g., transaction logs, inquiry of competent authority, court order) that the inspection
grounds have been fulfilled. The inspection grounds are cryptographically tied to the presentation
token, so the Verifier cannot change these after having received the token. The Inspector uses its secret
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key to decrypt the encrypted attribute values and returns the clear text values to the Inspection
Requestor.

De-anonymization of presentation tokens is probably the main use case for inspection, but it can also
be used to reveal useful attribute values to third parties instead of to the Verifier himself. For example,
suppose the Verifier is an online merchant wishing to accept credit card payments without running the
risk of having the stored credit card data stolen by hackers. In that case, he can make the User encrypt
her credit card number under the public key of the bank by specifying the bank as an Inspector for the
credit card number with “payment” as inspection grounds.

2.7 Credential Issuance

In the simplest setting, an Issuer issues credentials to Users “from scratch”, i.e., without relation to any
existing credentials already owned by the Users. In this situation, the User typically has to convince
the Issuer through some out-of-band mechanism that she qualifies for a credential with certain
attribute values, e.g., by showing up in person at the Issuer’s office and showing a physical piece of
ID, or by providing some bootstrap electronic identity. Credential issuance is a multi-round interactive
protocol between the Issuer and the User. The attribute values can be specified by either parties, or
jointly generated at random (i.e. the Issuer can be ensured an attribute value is chosen randomly and
not chosen solely by User, but without the Issuer learning the attribute value).

Privacy-ABCs also support a more advanced form of credential issuance where the information
embedded in the newly issued credential is “carried over” from existing credentials already owned by
the User, without the Issuer being able to learn the carried-over information in the process. In
particular, the newly issued credential can

3. carry over attribute values from an existing credential,
4. carry over “self-claimed” attribute values, i.e., values chosen by the User,

5. be bound to the same User (i.e., to the same user secret) as an existing credential or verifiable
pseudonym (see Sections 2.3 and 2.4), and

6. be bound to the same device as an existing credential (see Section 2.5),

all without the Issuer being able to learn the carried-over attribute values, user secret, or device
information in the process.

Moreover, the Issuer can insist that certain attributes be generated jointly at random, meaning that the
attribute will be assigned a fresh random value. The Issuer does not learn the value of the attribute, but
at the same time the User cannot choose, or even bias, the value assigned to the attribute. This feature
is for instance helpful to impose usage limitation of a credential. To this end, the Issuer first embeds a
jointly random value as serial number in the credential. A Verifier requesting a token based on such a
credential can require that its serial number attribute must be disclosed by the User, such that it can
detect if the same credential is used multiple times. The jointly random attribute hereby ensures that
the Verifier and Issuer can not link the generated token and issued credential together, and the User
can not cheat by biasing the serial number in the credential.

The Issuer publishes or sends to the User an issuance policy consisting of a presentation policy and a
credential template. The presentation policy expresses which existing credentials the User must
possess in order to be issued a new credential, using the same concepts and format as the presentation
policy for normal token presentation (see Section 2.2). The User prepares a special presentation token
that fulfills the stated presentation policy, but that contains additional cryptographic information to
enable carrying over attribute, user binding, and device binding information. The credential template
describes the relation of the new credential to the existing credentials used in the presentation token by

specifying
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o which attributes of the new credential will be assigned the same value as which attributes from
which credential in the presentation token,

e whether the new credential will be bound to the same user secret as one of the credentials or
pseudonyms in the presentation token, and if so, to which credential or pseudonym, and

e whether the new credential will be bound to the same device as one of the credentials in the
presentation token, and if so, to which.

The User and Issuer subsequently engage in a multi-round issuance protocol, at the end of which the
User obtains the requested credential.

2.8 Revocation

No identification system is complete without a proper means of revoking credentials. There can be
many reasons to revoke a credential. For example, the credential and the related user or device secrets
may have been compromised, the User may have lost her right to carry a credential, or some of her
attribute values may have changed. Moreover, credentials may be revoked for a restricted set of
purposes. For example, a football hooligan’s digital identity card could be revoked for accessing sport
stadiums, but is still valid for voting or submitting tax applications.

In classical public-key authentication systems, revocation usually works by letting either the Issuer or
a dedicated Revocation Authority publish the serial numbers of revoked certificates in a so-called
certificate revocation list. The Verifier then simply checks whether the serial number of a received
certificate is on such a list or not. The same approach does not work for Privacy-ABCs, however, as
Privacy-ABCs should not have a unique fingerprint value that must be revealed at each presentation,
as this would nullify the unlinkability of the presentation tokens again. However, there are
cryptographically more advanced revocation mechanisms that provide the same functionality in a
privacy-preserving way, i.e., without imposing a unique trace on the presentation tokens. This
document describes an abstract interface that covers all currently known revocation mechanisms.

Credentials are revoked by dedicated Revocation Authorities, which may be separate entities, or may
also take the role of Issuer or Verifier. The Revocation Authority publishes its revocation parameters
and regularly (e.g., at regular time intervals, or whenever a new credential is revoked) publishes the
most recent revocation information that Verifiers use to make sure that the credentials used in a
presentation token have not been revoked. The revocation parameters contain information where and
how the Verifiers can obtain the most recent revocation information. Depending on the revocation
mechanism, the identifiers of revoked credentials may or may not be visible from the revocation
information. It is important that Verifiers obtain the most recent revocation information from the
Revocation Authority directly, or that the revocation information is signed by the Revocation
Authority if it is provided by the User together with the presentation token.

In order to prove that their credentials have not been revoked, Users may have to maintain non-
revocation evidence for each credential and for each Revocation Authority against which the
credential must be checked. The first time that a User checks one of her credentials against a particular
Revocation Authority, she obtains an initial non-revocation evidence. Later, depending on the
revocation mechanism used, the User may have to obtain regular non-revocation evidence updates at
each update of the revocation information. Also depending on the revocation mechanism, these
evidence updates may be the same for all Users/credentials or may be different for each
User/credential. In the latter case, again depending on the mechanism, the Users may fetch their
updates from a public bulletin board or obtain their updates over a secure channel.

We distinguish between two types of revocation. Apart from a small list of exceptions, all revocation
mechanisms can be used for either type of revocation.
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e In Issuer-driven revocation, the Issuer specifies as part of the issuer parameters the
Revocation Authority (and revocation parameters) to be used when verifying a presentation
token involving a credential issued by his issuer parameters. Issuer-driven revocation is
always global in scope, meaning that any presentation token MUST always be checked against
the most recent revocation information by the specified Revocation Authority, and that the
Issuer denies any responsibility for revoked credentials. Issuer-driven revocation is typically
used when credentials have been compromised or lost, or when the User is denied all further
use of the credential. The Revocation Authority may be managed by or be the same entity as
the Issuer, or may be a separate entity. Issuer-driven revocation is performed through a
revocation handle, a dedicated unique identifier that the Issuer embeds as an attribute in each
issued credential (but which by default should not be revealed in a presentation token). When
the Issuer, a Verifier, or any third party wants to revoke a credential, it must provide the
revocation handle to the Revocation Authority. How the party requesting the revocation learns
the revocation handle is out of the scope of this document; this could for example be done
digitally by insisting in the presentation policy that the revocation handle be revealed to a
trusted Inspector, or physically by arresting the person and obtaining his or her identity card.

¢ In Verifier-driven revocation, the Verifier specifies as part of the presentation policy against
which Revocation Authority or Authorities (and revocation parameters) the presentation must
additionally be checked, i.e., on top of any Revocation Authorities specified by the Issuer in
the issuer parameters. The effect of the revocation is local to those Verifiers who explicitly
specify the Revocation Authority in their presentation policies, and does not affect
presentations with other Verifiers. Verifier-driven revocation is mainly useful for purpose-
specific revocation (e.g., a no-fly list for terrorists) or verifier-local revocation (e.g., a website
excluding misbehaving users from its site). Note that if unlinkability of presentation tokens is
not a requirement, the latter effect can also be obtained by using scope-exclusive pseudonyms.
The Revocation Authority may be managed by or be the same entity as the Verifier, or may be
a separate entity. Verifier-driven revocation can be performed based on any attribute, not just
based on the revocation handle as for Issuer-driven revocation. It is up to the Verifier and/or
the Revocation Authority to choose an attribute that on the one hand is sufficiently identifying
to avoid false positives (e.g., the User’s first name probably doesn’t suffice) and on the other
hand will be known to the party likely to request the revocation of a credential. Verifier-driven
revocation is essentially a black list of attribute values, banning all credentials with a
blacklisted attribute value.
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3 Architecture

This chapter describes the architecture of (Privacy-)ABC systems, their components and the relations
among those. Following standard design principles, our architecture uses a layered approach, where
related functionalities are grouped into a common layer that provides simple interfaces towards other
layers and components, thereby abstracting the internal design and structure. As mentioned in Chapter
1, the architecture focuses on the technology-independent components for (Privacy-)ABC-systems,
grouped in the ABCE-layer, which can be integrated in various application and deployment scenarios.
That is, we do not propose a concrete application-level deployment but provide generic interfaces to
the ABCE layer that allow for a flexible integration. Note that we aim at an architecture that is capable
of supporting all the privacy-enhancing features of privacy-ABC, but at the same time is not exclusive
to those, i.e, it is also generic enough to support "standard" ABC technologies such as X.509
certificates.

We start by describing the main functionalities of the different layers and components in Section 3.1.
We then describe the internal components and dependencies of the ABCE-layer along the main use-
cases. That is, in Section 3.2 we provide an overview of the setup-functionalities that are provided by
the ABCE-layer. Section 3.3 is devoted to the presentation of tokens, thereby describing the steps that
a User and Verifier have to perform in order to create and to verify a presentation token. The process
of the issuance of a credential is described in Section 3.4, and can incorporate some of the presentation
steps described in the previous section. Section 3.5 then deals with the inspection process that can be
used to reveal some previously hidden attributes, and Section 3.6 describes the ABCE functionalities
in the context of revocation.

This chapter assumes that the reader is already familiar with the general features and concepts of
Privacy-ABCs (see Chapter 2 otherwise) and gives a high-level description of the Privacy-ABC-core
architecture and its components. Thus, it can also be seen as an introduction to Chapter 4 which
describes the data formats that are exchanged among Privacy-ABC entities and to Chapter 5 that
presents the application programming interfaces (API) of the ABCE layer components. Note that this
chapter already refers to the external methods provided by the ABCE layer which are described in
more detail in Section 5.1.

3.1 Architectural Design

The Privacy-ABC architecture defines for each entity the core-components required to operate with
attribute-based credentials. As an example, Figure 3.1 shows an overview of the components for the
User's side.

For the sake of completeness, the figure also shows an application layer. As mentioned before, this
layer is not part of the Privacy-ABC architecture, but will operate on top of that. Roughly, this layer
comprises all application-level components, which in the case of the User-side deployment includes
the main application and the IdentitySelection (see description below). The application layer of
Verifiers and Issuers will also contain the policy store and access control engine.

The ABCE layer contains all technology-agnostic methods and components for a (Privacy-)ABC
system. That is, it contains e.g. the methods to parse an obtained presentation policy, perform the
selection of applicable credentials for a given policy or to trigger the mechanism-specific generation or
verification of the cryptographic evidence. The ABCE-layer is invoked by the application-layer and
calls out the CryptoEngine to obtain the mechanism-specific cryptographic data. To perform their
tasks, the internal components can also make use of other external components such as the
KeyManager, RevocationProxy or IdentitySelection. The ABCE-internal components are described in
Section 3.2-3.6 along the different use-cases.
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Figure 3.1 - Overview of the ABC Architecture on the User Side

The KeyManager deals with the (cryptographic) keys of all parties and keeps them up to date (key life
cycle management). On input of an identifier (URI) for a key, it returns a (list of) cryptographic key(s)
that are currently valid for that URI. This component takes also care of fetching the current (public)
revocation information, that will be needed to keep the credentials up to date, or to verify whether a
received presentation token is still valid.

The CryptoEngine provides common interfaces to generate the cryptographic information required
e.g., to create, present, verify or inspect a presentation/issuance token. It internally orchestrates and
performs the mechanism-specific cryptographic methods, such as the computation of signatures (e.g.,
Idemix, U-Prove signature), commitments, zero-knowledge proofs, etc.

The RevocationProxy handles the communication between the CryptoEngine and the Revocation
Authority for the generation or presentation of tokens/credentials that are subject to revocation. The
concrete communication pattern strongly depends on the specific revocation mechanisms.

The IdentitySelection component provides methods, possibly presented by a graphical user interface,
to support a User in choosing a preferred combination of credential and/or pseudonyms, if there are
different possibilities to satisfy a given presentation policy. A user interface is also used to obtain User
consent, whenever personal data is revealed.

The Devicelnterface components provide optional generic interfaces to ease the integration of external
devices, such as smart cards, for both the "outsourcing™ of computation and also to obtain data stored
externally on the device. The integration of an external device might for instance be necessary if
device binding of a token is required (see Chapter 2 for more details).
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3.2 Setup

In order to furnish all parties in a Privacy-ABC setting with the required key-material, the ABCE-layer
provides for each party a dedicated method to obtain its private and public (if any) cryptographic
parameters. Private keys will be stored in the trusted storage of the corresponding party.

In particular, the ABCE-layer provides the following setup methods (see Chapter 5 for the detailed
specification)

e setupUser() generates a cryptographically strong user secret.

e setupSystemParameters() generates system wide public parameters for Issuers, e.g., this
method can be invoked by an Issuer itself or an independent entity if several Issuers share the
the same system parameters.

e setuplssuerParameter() generates a secret issuance key and public Issuer parameters for
the given system parameters and a given credential specification.

e setupRevocationAuthorityParameter() generates a secret Revocation Authority key,
public Revocation Authority parameters and the initial revocation information.

e setuplnspectionPublicKey() generates a secret decryption key and corresponding
public encryption key an Inspector.

3.3 Presentation of a Token

The process of the presentation of a token is triggered when the application on the User's side contacts
a Verifier to request access to a resource (Figur